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AHoramist. B po0oTi BHCBITIEHO CHOCOOH
NOOYAOBM HENiHIWHUX CHUCTEM IIU(pPYBaHHS Ta
3allPOMIOHOBAHO CXeMy IOOYIOBH HENiHIHHOTO
MOJIIKPUIITOCUCTEMHOTO KpunTorpapigHOro
MPOTOKONY, IO BHKOHYE HIM(PYyBaHHSA OJIOKiB
JaHUX PI3HUMHU KpUNTOrpadiuyHUMH CHCTEMaMHU y
IICEBIOBUIIAIKOBIN ITOCIIJOBHOCTI.

Buxopucranns 3alpONIOHOBAHOT CXeMU
J103BOJIsIE TOOYyBaTH KpUNTOrpadiyHUN IPOTOKOT
13 BUKOPUCTAHHSM TOTOBHX Ta MEPEBIPEHUX CHCTEM
mudpyBaHHs, 0e3 BHECEHHS KOIHUX 3MiH J0 iX

koHCTpykuii.  IlceBmoBUmazKoBe  YepryBaHHS
KpUNTOCUCTEM B npoueci  mmdpyBaHHA
IPYHTY€TbCS Ha  KPHUNTOCTIHKOMY  aQJTOPHTMI

pO3rOpTaHHs TaMH, IO IMiJABMIIYE HEIIHIHHICTH

muppyBaHHS Ta HOKpaIIy€e 3arajbpHy
KpunrorpaiyHy CTIHKICTb CHCTEM.

B  crarri  Oyno  po3misHyTo  OyaOBY
KPUIITOCUCTEM Ha OCHOBI HENiHIHHUX

KpunTorpadiyHUX MPUMITHBIB, CKJIAJEHO MOIEINb
MPOIIECY PO3rOpTaHHS MOAM(DIKATOPIB HETIHIHHUX
KPHIITOCHCTEM Ta C(HOPMOBAHO 3arajbHy CXEMY
OylOBM HENIHIMHUX KpUNTOTpadivHIX MPOTOKOIIB
i3 BUKOpPHCTaHHAM OfHi€l ab0 KUTBKOX PI3HHX
KPUNTOCHCTEM, 332 YMOBH IX BiJIOBIAHOCTI
3a3HaYEeHNM BHMOTaM.

[lepeBaramu 3amponOHOBaHOI CXEMH € BEIUKa
THYYKiCTh Ta MaclTabOBaHICTh, MOXIIUBICTb
3aCTOCYBaHHS BHCBITJIEHOI KOHIIEMINii SIK Ha piBHI
KpunTorpadiyHUX alTOPUTMIB YH iX (pparMeHTiB,
TaK 1 Ha piBHI KPUIITOCUCTEM Ta KPHUIITOrpadiuHux
MTPOTOKOJIB.

3ampornoHoBaHi pillIeHHs JO3BOJISIFOTH TIPOCTO Ta

e(heKTUBHO YIOCKOHAIIOBATU icHyrOY1
KpunrorpadivHi cucteMu abo OKpeMmi IX anropuTMu
Ta € TepCHeKTHBHUMH ISl MOAAJBIINX
IOCHIIKEHD.

KurouoBi caoBa: kpunrtorpadisi, HemiHiliHE
muQpyBaHHS, KPHUIITOCHCTEMA, KpUOTOTpadidHun
MIPOTOKOJ, 3aXHCT iH(OpMaIii.
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K.T.H., JOU. CT. BUKnagau
kadbegpu kibepbesneku

AHikiH Bonogumup
AHpapinoBuY
acuCTeHT kadeapu
Kibepbeaneku

BCTVII

Kpunrorpadiunuii 3axuct € OFHUM 3
HaWOLIBII MOMMPEHUX HAa ChOTOIHINIHIN ICHb
HanpsAMKiB KibepOesneku Ta iHpopMariiiHoi
Oe3reku, 1[0 Mae I[IHPOKUUA  CHEKTP
NPAaKTUYHOTO 3aCTOCYBaHHS. MeTonu KpUMTo-
rpadii BUKOPHUCTOBYIOTHCS JUIsl OpraHizarii
0e3rmeyHol KOMYHIKallii, 3aXUCTy MEpPexEeBHX
iH(OopMaIitHO-TEIEKOMYHIKAIlIMHUX ~ CHUCTEM,
Ta CXOBHIII JAHUX.

JlocnipKeHHs, CIIPSIMOBaHI Ha ITiIBUIIICHHS
CTIMKOCT1 KPHUIITOCUCTEM Ta KPUMOTOrpadiuHmX
MPOTOKOJIIB € OCOOJMBO aKTyaJbHUMH B

yMOBax  3pOCTarodoi  KiOEep3IOYMHHOCTI,
aKTUBHOI PpO3BIAYBaJIbHOI Ta JUBEPCIHHO-
T IPUBHOT TUSIIBHOCTI PI3HOMaHITHUX
oprasisaiiii, yrpymnoBaHb, CIHEICIYX0 Ta

HaBITh BIMCHKOBUX CITEIIITPO3/ILTIB.

Cy4acna kpuntorpadis HOCTIHHO CTUKAETh-
csl 13 mopa3sy HOBMMH BHKIMKAaMH, OIHUM i3
OCHOBHHUX Cepell SIKMX € 3HAYHWUU PICT PIBHS
OOUYHMCITIOBATIBHOT MOTYXHOCTI KOMIT FOTEPHOT
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TEXHIKH, SKUH pOOUTH MPAKTHUYHO peabHUMHU
arakd rpyooi cwiM Ta  pi3HOMAaHITHI
KPUIITOAHATITHYHI CTAaTUCTHYHI JTOCIIKCHHS.
[Ipy 1bOMY BHKOpHUCTaHI KpPUITOCHUCTEMHU
MOBUHHI TIPAIlIOBAaTH HE JIMIIE B PEATLHOMY
yaci, a ¥ 3 IEBHHUM 3aI1aCOM CTIMKOCT1, OCKIJIBKH
mmdpoBani MIOB1JIOMJICHHS MOXYTb
JIOTYBATHUCS, @ KOMIIPOMETAllisl KPUIITOCUCTEMHU
MOXE CIPHUYMHUTH TOCHIJTOBHUN 371aM yci€l
icTopii moBimomieHs [1].

OpmauM 13 croco0iB MiABHUINEHHS CTIHKOCT1
KpUnrorpaiyHUX CHCTEM € BHUKOPHUCTaHHS
HENIHIHHUX  TEpeTBOPeHb Yy  Ipoleci
mudpyBands. HemnmiHiMHI KpUOTOCHCTEMH €
OUTpII CTIMKMMH TIepell KpUITOAHAII30M,
OCKUTBKH MOXYTh MICTHTH JOJATKOBHI HaOip
napamerTpis, OKpiM, 6e3nocepeHbo,
KpUnTorpadiqvHOro Kiroua, 1o BIUIMBAIOTH Ha
BUXIIHUI MHM(POTEKCT, 10 B CBOI 4YEpry
MTOBUHHO YCKJIaIHUTH CTaTUCTUYHI
JOCTIDKeHHS. K MIHU(QPOTEKCTY, Tak 1 map
BIIKPUTHX Ta MUGPOBAHUX ITOB1IOMIICHb.

Bkazanuii migxin Moxe OyTH 3aCTOCOBaHHMA
AK B paMKax OKpeMOi KPUOTOCHUCTEMH, 13
BHYTPIIIHIMU PO3TalyKCHHSAMHU 11 aJTOPUTMY
mudpyBaHHsI, Tak 1 mOpud  MOOyAOBI
KpUnTorpadiuHux MpPOTOKOJNiB, HAa OCHOBI
onHi€i cuctemu MmMUGpyBaHHSA, a00 MEBHOI iX
MHOXHHHU. [lepeBaroro moOymnoBU HeNiHIHHUX
KpunrorpaiyHUX TMPOTOKOJIB HA OCHOBI
MHOXXHHHU KPUNTOCUCTEM € MOXKIIUBICTD OfIpa3y
BHUKOPUCTOBYBaTH TOTOBI Ta TIEpeBIpeHi
Kkpunrorpadiuni cuctemu, 6€3 He0OXiJHOCTI 1X
Monudikarlii Ta BHECEHHSI OyIb-SKHX 3MiH JI0 1X
JITOPUTMIB UM JIOTIKH (DYHKIIIOHYBaHHS.

[ToOGynoBa HEMHIWHUX KPUIITOMPOTOKOJIIB
JacTh MOMJIMBICTh  MIJBUIIUTH  3arajibHY
KpunrorpadiuHy  CTIMKICTh  IIM(POBAHUX
aHuX 13 MiHIMaJIEHUM JIOTaTKOBUM
OOUHCITIOBAIbHUM  HABaHTKEHHSAM  IpHU
BUKOHaHHI mmdpyBaHHS Ta AemnpyBaHHS
iHdopmarii.

TakuM 4YMHOM, CTBOPEHHS YHIBEpCaJIbHOI

CXEeMH moOyI0BH HEeJHIHHAX
MOJIKPUIITOCUCTEMHUX KpunrorpadiuHux
MIPOTOKOJIiB BIJIKpHE MOJKJTUBICTh ix

IMIUTEMEHTAIll JJI JOBUTBHUX KPUIITOCHCTEM,
0e3 BHECEHHS JKOIHHUX 3MiH Y X KOHCTPYKIIIIO.
[Tpu npboMy BUXiAHUN IUPPOTEKCT Oyae BaKie
MiIIaBaTUCh KpUnTorpadiyHOMY aHami3y, HIXK

mudporekct  Oynmb-sKOi 13 CKIAJ0BUX
KpUNTOrpadiyHUX CUCTEM.
4

AHAJII3 IPEAMETHOI OBJIACTI TA
AKTYAJIbHUX HAYKOBUX JOCAI'HEHD

Kpunrorpadiss — me mHayka, y ramysi
iHpopmaniiiHoi Oe3mekH, 10 BUBYAE METOIU
3axucty iHQopmarii nwmxoM iX 1mmdpo-
NEPETBOPEHHS, PO3IMU(PYBAHHS, XEUIYBaHHS,
B arpeCHMBHOMY CEPEIOBHIII 13 ypaxyBaHHSIM
MOXIIUBOCTI PETYISIPHUX AaKTUBHUX CHPOO
MOpyIIeHHsT X  KOH(piAeHIIWHOCTI  Ta
niticHocti. CyuacHa kpunrorpadis 3HaX0IUTh-
Csl Ha TIEPETUHI KUTBKOX (PI3MKO-MaTeMaTHIHUX
OUCLUIUTIH, 30KpeMa Teopii WMOBIPHOCTI,
koMmOiHaropuku Ta iHmWMX [1-3]. BoHa Takox
6e3nocepeaHbO OB’ s13aHa 13 iHpopMaIiitHuMu
TEXHOJIOT1SIMHU.

Oxpim 3a0e3neueHHs KOH(DIIEHIIHHOCTI,
kpunrorpadiss TakoK BHpIINIYE  3aBAaHHS
ayTeHTH(}iKalii, Bepudikamii Ta KOHTPOIIO
UTICHOCTI ToBioMIIeHb. Kpunrorpadis Takox
MOX€E BUKOPHCTOBYBATHUCH 13 €JIE€MEHTaMHU
crera"orpadii.

Mertoau muQpyBaHHS Cy4acHOi KPHITO-
rpadii TOaIISIOTHCS HAa IBA OCHOBHHUX HAITPSIM-
KH: CUMETpHUHI Ta acumeTpuuHi [ 1, 3-5].

AcuMeTpuyHi MeToau MHU(PYBaHHS, TAKOXK
BIZIOMi SIK IIM(PYBaHHS 3 BIIKPUTUM KITIOYEM,
nependayaroTh BUKOPUCTAHHS JIBOX PI3HUX
KpUNTOrpadiuHUX KIIOUIB IS IU(PPYBaHHS Ta
po3mudpyBaHHs  BignmoBigHo. Bonu, sk
npaBuUio, 0a3yloTbcs Ha  OAHOCTOPOHHIX
(GYHKIISIX, OOYMCICHHS SIKUX € JIOCTaTHbO
IPOCTHM, MPOTE€ 3BOPOTHE IEPETBOPEHHS —
MIPAKTUYHO BKpail CKIaIHUM Ta Hee(heKTUBHUM
[1,3].

CumeTpuuHi METON mudpyBaHHS
BUKOPHCTOBYIOTb ~ OIMH  KpuITOrpadidyHui
K04  SIK s mudpyBaHHA, Tak 1 IS
posmudpyBanns gaHux. CTIHKICTH AaHUX
aITOPUTMIB, SIK IPABUIIO, IPYHTYETHCS Ha:

- JIOCTaTHBO BEJIMKOMY pO3Mipi  KIiIIOYa,
HEJOCTYITHOMY JUIsl Tiepebopy HaBiTh 13
BUKOPUCTAHHSAM HaBITh HaMKpaImx
KOMIT’ FOTEPH30BAaHUX PIIIICHB;

- CKJIAJHOCTI MaTeMaTUYHUX orepartiit
mudpyBaHHsS Ta po3mMpyBaHHS, SKi
MOBHMHHI OyTH MPAKTUYHO BKpail CKIaHUMH
0e3 3HaHHS KJIoua

- PpiBHOMIipHOCTI mU(PYBaHHS, sIKa MOBHHHA

3a0e3redyBaTH  MaKCHMaJIbHO  OIHAKOBY
HMOBIpHICTh ~ po3mofiny  mudpoBaHUX
JaHUX 3310 YCKJIAJHEHHA OyIb-sIKHX
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CTaTUCTUYHHX JOCTiIKEHB;

- HeNmHIMHOCTI  mU@pPyBaHHA, IO Ma€
yCYBaTH TpsSMi 3aJEKHOCTI MiXK KITIOYEM,
BXIJTHUM Ta MU(POBAHUM TIOBIJOMIICHHSM.
IlepeBakHa OUTBIIICTh Cy4acHHX

anropuTMiB mU(pyBaHHS € OJIOYHHUMH, TOOTO

TaKUMH, 110 OMNEPYIOTh OJIOKaMU JTaHUX

(dikcoBaHOrO poO3Mipy 1 3MiHa OITIB KIto4a

ITOBMHHA BIUIMBATH Ha Bech 010K [1-3, 6-8].

Takox TEPMIHYEMO TTOHSTTS
KpUIITOCUCTEMU Ta KpHUnrorpadigHoro
nporokosy.  Hai0implm  mommpeHuM €
BU3HAUEHHS KPUNTOCUCTEMH SK CUCTEMHU

B3A€EMOTIOB’SI3aHUX  AJTOPUTMIB, HEOOX1THUX
U peatizamii KpunTorpagiuHoro 3axucTy
iHpopmarii. Ak TpaBuiIO KpUNTOCHCTEMA
CKJIAJa€ThCsl 3 AJTOPUTMY TeHepauii Kiroya,
SKHI € 0COOJIMBO 3HAYYIIUM B aCUMETPUIHUX
KPUNTOCHCTEMAX, Ta aJITOPUTMIB IIUPPYBAHHS
Ta po3mmudpysanss [1, 3].

Kpunrorpadiunauii npotokon — 1e HaOip
MpaBuUJl Ta TMporenyp KpunrorpadiqHoro
3axucTy. BiH MOXe BKIIIOUaTH €JIEMEHTH SK
CUMETPUYHOTO TaK 1 aCHMETPUYHOTO METOJIB
mmdpysanas. Kpuntorpadiunuit  mpoToxon
MOXE BKJIIOUaTH B ceOe KpPUNTOCHUCTEMH Ta
101aTKoOB1 Kpunrorpadiyni anropurmu [ 1, 3].

BaxnmBum TIPUHITUTIOM Cy4acHOi
kpunrorpadii € mpunmun  Kepkroddcea,
Hizmepianacbkoro kpunrorpada XIX cropivus,
3TiHO SIKOTO €IMHUM TAEMHHUM IapamMeTpoM
KPUINTOCUCTEMH TOBUHEH OyTH 11 KITH0Y, TOA1 K
yci 1HIII J1aHi, 30KpeMa CTPYKTypa alropuTMiB
mudpyBaHHS Ta po3mMU(pyBaHHS, MOBUHHI
Oytu nmyOmiyauMH. [Ipu boMy KpunTocucrema
MMOBUHHA YHEMOKJIUBITIOBATH OyIb-sKi
crnocoOu  AemMU(ppPOBKA MOBIIOMJICHb 0€3
3HaHHS KpUnTorpagivyHOro KJIr0Ya, Ha 4YOMY 1
IpyHTYy€eThCS i CTiMKicTh. JloTpuMaHHS LBOTO
MIPUHITUTTY JT03BOJISIE 30epiraru
KOH(IACHIIHHICTh  3axulIeHoi  iHdopMarrii
HaBiTh SKIIO TMPOTOTUNHN IHPPYBATHLHOTO
obnagHaHHs, a00 MPOrpamMHOro 3a0e3MeYeHHS
MOTPANMIIN 10 PYK KPUNTOAHANIITUKA Ta OyIH
JOCHIKEHI METO/IaMU PEeBEPCUBHOI 1HKEHEPii.
OkpiMm 1BOro  MYyONIYHICTH  QJITOPUTMIB
mm@pyBaHHs JO3BOJISIE TIPOBOAUTH HE3aNEXKHI
JOCIIDKEHHST Ta OIIIHKK 31 CTOPOHH YCIX
3alliKaBJICHUX CIICLIANICTIB, CTPYKTyp Ta
oprasisariii, MO B CBOI YEepry JOMOMAarae
BUSBISITU ~ TOMWJIKHM,  Bpa3JIMBOCTI  Ta
MPOPAaXyHKH KPUIITOCUCTEMH, YCYBATH iX.
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Cepen OCHOBHUX THIIIB arak Ha CydYacHi
CUMETPUYHI  KPUIITOCUCTEMH  BHAUIIOTH
YOTHPH Kareropii:

1. Artaku Ha mU(pPOBAHUN TEKCT.
2. Araky Ha mapH BIIKPUTUX Ta MH(POBAHUX

TEKCTIB.

3. Araku Ha 0OpaHUH BiIAKPUTHH TEKCT.
4. Araku Ha oOpaHuil MM(PPOBAHKUI TEKCT.

OCHOBHMMH METO/IaMU KPUIITOAHATI3Y €
JMHIMHUA Ta AUdEepeHIlinHNNA KPUITOaHai3, a
TakO)K  YacCTKOBO  METOAM  KJIACHYHOTO
Kkpunroananizy. JIiHIHHUN KpUNTOaHANI3 IIe
METOJl KpPHIITOQHAIi3y, M0 BHUKOPHCTOBYE
JIHIWHI HaOJIVHKEHHS IUIA noOyI10BH
MareMaTuyHol MOJeNi Mpolecy MH(pPyBaHHS
KpUINITOCUCTEMU Ta BKIIOYA€ JBa KPOKHU:
BUSIBIICHHSI BIJIHOIICHb MK BIJIKPUTUMHU Ta
mU(PPOBaHUMHU JAHUMH, Ta iX BUKOPHCTAHHS.
JudepeHuiiHuil ~ KpUNTOaHANI3  HABIAKU
JOCIIKYE CTaTUCTUYHI BIAMIHHOCTI y IMapax
BIIKPUTUX  Ta  IIU(PPOBAHUX  TEKCTIB.
[linBuimeHHsT  HENMIHIMHOCTI  MUGPyBaHHS
MiIBUINYE CTIMKICTh Tiepe] JIHIMHUM Ta
mudepeHIiiHIM KpunToanaiizom [1-3, 6].

Taxum YUHOM, CTPYKTypa
KpunrorpaiyHMX CHUCTEM, MPOTOKOJIIB Ta
QJITOPUTMIB NMOBHHHA OYTH 3arajbHOBIJJOMOIO,
Ta 0Oa3zyBaTWCsi Ha MaTeMaTHYHIA CKJIaIHOCTI
OOYHCIIEHb 13 PIBHOMIPHUM PO3IOIIIOM JTaHUX
y mudpoBanomy moBigomiieHHi. [ligBuimeHHs
KpunrorpadiuHoi CTIHKOCTI MOXKe JOCsTaTucs
32 paxyHOK  JIOMATKOBOI  HENMHIHHOCTI
KpUnrorpadiyHux AITOPUTMIB, 110
YCKJIQIHUTh JIHIAHUA Ta JaudepeHIliiHniA,
KpHUIITOAHATI3 a TaKOXK CYIyTHBOTO
30UIBIICHHS ~ PO3MIpy  KpunrorpadiqHoro
KJIIo4a, Tpd YoMy JaHe  30UIbLICHHS
B110yBaTUMETHCS TaKOX 13 BHCOKOIO
3HAYMMICTIO TOJITaHUX OITIB.

HOBYJIOBA KPUIITOCUCTEM HA
OCHOBI HEJHHIMHUX
KPUIITOT'PA®IYHUX TTPUMITHBIB

3anpomoHOBaHa  KOHIEMIliS — HETHIHHHX
Kpunrorpadiaaux CUCTEM nepenbavae
BBEJICHHS JIOIATKOBUX TapaMeTpiB B MPOIEC
mudpyBanas [6-8]. BiamoimHO A0 1BOTO,
BBEJICMO IOHSATTS JIIHIHMHOTO Ta HEJIIHIHHOTO
KpunrorpagiyHMX  TPUMITHUBIB, IO €
CKJIQJIOBOIO aJTOPUTMIB KPHUITOCUCTEMH Ta
HaBeneHi Ha Puc. 1.
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Puc. 1. Cxemu kpunrorpadiyHuX NpUMITHBIB

Fig. 1. Schemes of cryptographic primitives

HeniniitHa kpumnrocucrema, CTBOpeHa 3a
JAHOI0 KOHIICTIIIIEI0 MOXKE MICTHUTH B COO1
NESKY KITBKICTh THUIIOBHX KPUIITOIIEPETBOPEHB
f, 13 MHOKHHHU MOXKJIHBHX TIepeTBOpeHs F. Yci
KPUNTONEPETBOPEHHS 13 MHOXXUHU F MOBHHHI
MpuiMaTH OJHAKOBI 3a PO3MIPOM KIIFOUl Ta
OJIOKM BiJIKpUTHUX JAHUX HA BXOJIi Ta MIOBEPTATH
OTHAKOBI 3a po3MipoMm mmHuppoBaHi OIOKK
JaHWX, YAM T[IOBHHHA 3a0e3Mev4yBaTuch ix
MOBHA B3aeMo3aMiHHICTh. KoxkeH 13 HHX
MOBHHEH 30epiratd piBHOMIPHICTh PO3MOALTY
npu mudpyBaHHI Ta BIAMOBIAATH 3BUYAHHUM
kputepism criiikocti. llugppyBanHa BXizHOTO
Oomoky  manux € BUKOPUCTOBYBATUME
nonatkoBuii  mapamerp M — moawmdikarop,
okpiM kpunrorpadiunoro kmoua K. Jlanwit
moaudikarop  Oymae  BimirpaBatd  poJib
nepemMuKaya, SIKHH obuparnme sSIKEe
KPUIITONIEPETBOPEHHS 13 MHOXMHH F  Oyne
3acTocoBaHe. Y pe3ynbTaTi mudpyBaHHS JaHa
KPUNTOCHCTEMAa  YTBOPIOBATUME  MHOXUHY
mKQpoBaHUX ONOKiB C, MO BKIKOYATHME

BapiaHTH mu@pPoTeKCTY IS pI3HUX
MoaudikaropiB mMUGPYBaHHS:
F:merI'“rfn} n €N
E:{C:l, 6‘2,...,6«“} REN
@parmeHT HeJliHiiHOTO AITOPUTMY
mudpyBaHHS, 3T1JTHO 3aIpONOHOBAHOI

KOHIICTIIIi{, TPEICTaBIATHME COOOK TiJIKOBE
pO3TaNy’KeHHs 13 TepeMuKadeMm, Mo 3a
MOTOYHUM Mopaudikaropom M BHU3HAUYaTUME
gKka came Timka crpamoe. JlaHa cxema

6

300paxena Ha Puc. 2.

[ [TouaTok ]
/OTplflMaHHﬂ 3HaYeHHH M/

+C,k
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M. [
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C2 5
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| M.

KpuntonepetsopeHrHsa fu

C ] - |

!

[ Kinenb j

Puc. 2. ®parMeHT HETIHIHHOTO aJTOPUTMY
mudpyBaHHS

Fig. 2. A fragment of a non-linear encryption
algorithm

3rigno npunnuny Kepkroddea, xomen i3
HaBEJCHUX EJIEMEHTIB HE € TaEMHUM,
JOMYCKAETHCA 110 KPUNTOAHATITHK JOCKOHAJIO
3Ha€ CTPYKTYpy Ta yci  OCOONHBOCTI
KPUNTOCUCTEMH, €IMHUM HEBIIOMUM IS
HBOTO € KpunTorpadiuauit kiarod. [liaBuimeHHs
KpunrorpadiqHoi CTIMHKOCTI BiOyBa€eThCs 3a
paxyHOK TOTO IO, MPHU M KpUNTOrpapiaHUX
MePETBOPEHD y CKJIai HeTHIINHOT
KPUINTOCHCTEMH, YTBOPIOETHCS 1M BapiaHTIB
mudpoBaHUX OJIOKIB, JJII OJHOTO 1 TOTO XK
BX1/IHOTO OJIOKY JaHUX, Cepell IKUX OOMPAEThCS
onuH [7-8].

BaxuBy posb B 11iii cxeMi Takox Bifirpae
Monudikarop. TeopeTnyHo, BiH MoOxe OyTH
nyOoNiYHMM, TEHEepyBaTHCS BHIIAJKOBO Ta
TepeIaBaTUCs pa3oM 13 MOBIIOMIICHHSIM, a00 K
Oparucs 3 SKOroch MmyOJIiYHOTO HAOOPYy JAaHUX.
HaBiTh B TakoMy BHMaJIKy 1€ MO3UTUBHO

BIUIMHE Ha  KpUNOTorpadiyHy  CTIHKICTh
mudpyBaHHs, OCKUIBKM CYTTEBO 30UIBLIMTH
HEOOX1THY KUIBKICTh  3amu@poBaHUX
MOBIIOMJIEHb  JUISI  YCHIIIHOI  peasi3amii

JIHIMHOTO KPUMNTOaHaJi3y. MakcUMalbHO JlaHa

SMART TECHNOLOGIES:
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KUTBKICTh ~ MIM(POTEKCTIB ~ MOXe  OyTu

30i7bIIeHa B M pa3iB, BIAHOCHO MOYATKOBOI,

MPOTE HA MPAKTHUII IS KUTBKICTh 3aBXKIU Oyze

MEHIIOIO.

[Ipore Haiikpammx pe3ynbTaTiB MOXJIHBO
JIOCATHYTH SIKIIO Moaudikaropu OynyTb He
JMOCTYIHI Juisi aHaiiTuka. Ile MoxHa 3poOuTtn
KIJIbKOMa Crioco0amu, 30KpeMa:

1. IlepenaBat  MoamdikaTopu OKPEMO IO
0e3neuHoMY KaHamy 3B s13Ky. Lle € HaitbimbIn
OesreyHuii  crmocid, TPoTe  HaWMEHII
MpakTHYHUN. SIK OJWH 13 BapiaHTIB JAaHOTO
crocoOy — HaOip MoaudikaTopiB MOXe OyTH
nepeJaHuil  3aBYacHO, MPOTE HABITH Y

TaKkOMy BHUIIQJKy JOIJIBHICTE  J1aHOTO
cioco0y CyMHiBHA.
2. TlepenaBatn  Mommdikatopu paoM 3

MOBIIOMJICHHAM y HIM(POBAHOMY BHUIJISII.

Jlanuii coci6 Moxe OyTH BUKOPUCTAHUH Ha

NpPaKTUIl, TpOTe cepel HOro OCHOBHHUX

HEJOJIKIB  —  30UIBIIEHHA  PO3MIpy

U (PPOTEKCTY, BITHOCHO BXITHUX JTAHHX.

3. I'enepyBatn moaudikatopy Ha OCHOBI
JESIKOTO  JITOPUTMY PpO3TOPTaHHA TaMH,
CIZIOM SIKOTO BHICTYIA€ KJItO4Y, 800 OKpeMHUid
HOro nmapamerp.

OcranHiit BapiaHT € HaOLIbII
ONTUMAHHUM Y OUTBIIIOCTI BUTIATKIB, OCKUTBKH
BiH HE po3Iupse MUPpPOBaHI JaHi, HE ae
aHATITUKY XKOIHOI JOJaTKOBOI iHdopMaIlii, Ta
PO3rOpPTAETHCSI HA OCHOBI KpUNTOrpadivHOro
KJIF0Ya, M0 TOBHICTIO BIJIMOBI/Aa€ MPUHIIUAITY
Kepkroddca.

MOJEJIb ITPOLECY PO3I'OPTAHH
MOJUPIKATOPIB HEJJIHIMHUX
KPUIITOCUCTEM

Pozrnsinemo JeTalbHIIIE po1iec
posropranHs MomnudikaropiB. Jljis BUKOHAHHS
[OTO  3aBJaHHS  MOXKHa  3aCTOCYBaTH
MPAKTUYHO OyIb-SIKUI aJTOPUTM PO3TOPTAHHS
ramu, Takuii sk RC4, Salsa20 rtomo. Ilpu
IIOMY Cepell BUMOT 0 TPOIIECY PO3TOPTAHHS
MO (iKaTOPiB MOXKHA BUALUIATH:

1. Posropranus MTOBUHHE oyt

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 1(14), 2024, 3-12

OJHOCTOPOHHIM,  TOOTO,  BiJIHOBUBIIN
MOCTIAOBHICTE MOIU(]IKATOPIB aHATITUK HE
MOBUHEH MaTH MOXJIHBICTh OTPUMATH
IIOYaTKOBII ClI.

2. IloBTOpHI pO3rOopTaHHs TOBUHHI JaBaTu
IICHTUYHUI Pe3yNIbTaTH J0 MONEPEIHIX.

3. Posropranus ITIOBUHHO Oyt
KpuntorpadiqHo CTIHKHM, KOMIIPOMETAITis
OHOTO YHM KUTBKOX MoOAu(iKaTopiB Ha
MMOBUHHA J1aBaTH aHAIITUKY MOYJIHBOCTI JJTst
3HAXO/DKEHHS HACTYITHHX, 200 MOTEpeIHiX.

4. Po3noxin moaudikaropiB TOBUHEH OyTH
PIBHOMIPHUM IO BCiH X MHOXUHI.

OxkpiM IOTO, PEKOMEHTYETHCS 00 TPOIIEC
pPO3TOpTaHHSI TaKOX JEIKUM YHHOM 3aJIeKaB

BiT caMOro IIOBIJIOMJIEHHS, OCKIIBKH B
IHAKIIIOMY  BWMAJKY, KOJIH  PO3TOPTaHHS
BiIOyBaTUMEThCSI  BHUKJIIFOYHO HA  OCHOBI
KpunrorpadiuHoro kmoua abo  SKOroch
CTaTHYHOTO napameTpy, MOCIIIOBHICTh
Momu(ikaTopiB IS yCiX  TOBIJIOMIICHB,
3amu@poOBaHUX  OJHMM  KJItodeMm,  Oyre

OAHaKOBOIO. Lle 1acTh MOXKIUBICTH aHATITHKY
OHO3HAYHO CTBEP/UKYBaTW IO N-HUK OJIOK
KO)KHOTO TIOBIJOMJIEHHS OyB TapaHTOBaHO
3amu(poBaHUi 13 OHAKOBUM MOJHM(IKaTOpoM
Ta JaCTh MOKJIMBICTB 3TPYILYBaTH 11i OJIOKU MiXk
co00r0 IS TOMANBIIOr0 JOCHIKeHHS. Jlms
YCYHEHHSI JIaHOi BPAa3JIUBOCTI  JIOCTaTHBO
MepeaaBaTi Pa3oM 13 MOBIIOMIICHHSIM JIESIKUH
BEKTOP, KM HE € CEKPETHUM Ta caM 1o coOi
HE MPEACTABISITUME KOIHOT 3HAYMMOCTI, IPOTE
3aJjaBaTUME DIi3HI «TPAEKTOPii» MUpPyBaHHS
IUTSL KOYKHOT'O ITOBiIOMIIEHHS. B sIKOCTI IIOTO
BEKTOPY MOXe nepe1aBaTHCh qac
mudpyBandsa, abo AeAKHi 1IeHTH(IKATOp
MOBIIOMJICHHS, YU MPOCTO SKECh BHUIAJIKOBE
3HaueHHSI. He peKoMeHAyeTbCs TOBTOPHO
BUKOPHCTOBYBATH OJHAKOBI BEKTOpU  JUIs
PI3HUX MOB1IOMJICHb.

Ha ocHOBI mepemiueHUX pEKOMEHJAIIIH,
noOyIyeMO MOJETh TPOIECy pPO3TOPTAHHS
MOAM(IKaTOpiB HENIHIHHOI KPUITOCHCTEMH.
I'padiune  300paxkeHHsT  gaHOi  Momedi
IIPOAEMOHCTPOBaHO Ha Puc. 3.
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Puc. 3. Monens posroprants Moaudikatopa HeNiHIHHOI KpUITOCUCTEMHU

Fig. 3. The model of the deployment of the modifier of the nonlinear cryptosystem

I'eneparop ramum  (IICEBIOBUIAIKOBUX
MOCIIOBHOCTEH) f,qng MOKE BUKOPHUCTOBYBa-
THUCh TOBUTbHUN. B mpoToTHHUX Bepcisx Oymo
BUKOPUCTAHO BJIACHHUI TEHEpaTop, HAa OCHOBI
anroputmy AES CTR DRBG. B uinomy st
noTpuMaHHs BuUMoru Ne2, BKa3aHOl paHilie,
Kpallle BUKOPHCTOBYBaTH aJIFOPUTMH TreHeparlii
ramMH Ha OCHOBI XeTI-(yHKIIIH.

Y 4KOCTI TMOYATKOBOTO  Cij-TlapameTpa
MOKHA BUKOPUCTaTH OCHOBHHUW  KPHUIITO-
rpadiyauil K4, SIKImo po3Mipy Kioda He
IOCTAaTHBLO, HMOro MOXKHA 3O0UIBIINTH 3T1IHO
BUMOI' aJroOpuTMy TreHepamii ramu. Takox
MO)KHA B3arajl pO3OUIMTA 1i EJIEMEHTH,
YTBOPHBIIM KpUNTOTPpaiuHUI KIIFOY4 3 JIBOX
nmapaMmeTpiB: KJI04a KPHUITONEPETBOPEHHS Ta
oKpemoro cim-mapamerpa. OOuaBa BapiaHTa
AI0OTh MOXKIJIMBICTH HEJIHIAHO 30LIBIIATH
PO3Mip KJTH0Ya, 110 TAKOXK IMiJIBHINYE CTIHKICTh
nepen arakamMu rpy0oi CWIHM, TPOTE SKIIO
po3Mip KiI0o4Ya Ma€ KPUTHYHE 3HAYCHHS —
MO>KHA 3aJIMIITUTH HOTo 06€3 3MiH, a/1anTyBaBIIN
TeHEepaTop ramMu iJ HbOTO.

MonuikaTtop MOXKHa yTBOPIOBATH HAIIPSMY
13 YTBOpEHOi TaMu, MpOTe A 3MEHIICHHS
HAaBAaHTAXCHHS  HA  IpOrpaMHO-amaparHi
pIIIIEHHs, CTBOPEHI 3a JaHOK CXEMOIO,
PEKOMEHAYEThCS  JIONATH MEXaHi3M, SIKHA
J03BOJIMB O OTpUMyBaTH MOAHMQIKATOpU s
KOHKPETHOTO OJIOKy Ha JOBUIBHIN MO3MUIIIi
mudpOTEKCTY, 63 HEOOX1THOCTI OOUUCITIOBATH

yCi TiomepenHi. 3 I€ METOK Yy HaBeIeHIN
CXEeMI JTOJIAaHO MPOMIXHUU MOAYIb [ qsh, TKAN
YTBOPIOE MOAU(IKATOp 13 3reHEPOBAHOI TaMH,
gKa  BHCTyla€ B  pOJi  MPOMDKHOI
kpunrorpadiuHoi coii ¥, Ta imeHTH(iKaTOpa
O5oKy. ICHYIOTH anropuTMu TreHeparlii, 1o
MaroTh MONIOHY MOXIIUBICTH KOHCTPYKTHUBHO,
MIPU BUKOPUCTAHHI X, TaHUK KPOK MOXKE OyTH
MPOMYIIEHO.

dinanbHe TNPUBEACHHS [, TOBUHHO
NIEPETBOPIOBATU PE3yNIbTaT pOOOTH TeHepaTopa
no, OesmocepenHro, Momudikatopa 13
MHOXHHHU MOXJIMBUX, 000B’I3KOBO 30€pirarodn
pu  IIOMY PIBHOMIPHICTh po3moaiury. B
HalimpocTimioMy BapiaHTi A JOCATHEHHS
IBOTO MO)Ke OyTH BHKOPHCTaHE 3BHYAIHE
TJICHHS 32 MOIYJIEM 171, JIe 171 — 1€ KUIBKICTh
MOXJIMBUX Moaudikaropi. Jlanuii croci6d
MOXIIUBUH IS BAKOPUCTAHHS TIJIbKU 32 YMOBHU
10 TEHEeparop raMHM TaKOX Ha BHUXOIl Jae
3HAUEHHS 13  PIBHOMIPDHUM  PO3IOIIJIOM.
VYTBOpeHHsT Momudikaropa 771 IS L-TOTO
OJIOKY, 3T1IHO 3aIpPOIIOHOBAHOI CXEMH, MOXHA
3anucatu GopMyIoro:

?"\ = fr’and (k, vc)
m; = fsize (ﬁ'zash(r\: i)): ieN

Monens nporecy mudpyBaHHS HETHIHHOT
KPUTITOCUCTEMH, 13 TPOIIECOM PO3TOpTaHHS
Monuddikaropa, 300pakeHa Ha Puc. 4.
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Puc. 4. Moznens nponecy mmdppyBaHHs HETMiHIHHOT KPUIITOCHCTEMH 13 IPOLIECOM PO3ropTaHHs Monudikaropa

Fig. 4. The model of the encryption process of the nonlinear cryptosystem with the modifier deployment

process

ITOBYIOBA ITOJIKPUIITOCUCTEMHUX
KPUIITOT'PA®IYHHUX ITPOTOKOJIIB

3HaYHUM  HEIOJIKOM  3alpOIIOHOBAHHX
pillieHb  Ha  PiBHI  KPHUNOTOCHUCTEMH €
HeoOXiIHICTh MOAM]IKYBaTH, 3MIHIOBaTH Ta
JIOTIOBHIOBATH KOHCTPYKIIiIO 11 aITOpUTMIB, 110
OJTHO3HAYHO Oyne MOPYIICHHSIM 3aTBEPKEHUX
cepTudiKOBaHUX Ta TMEPEBIPEHUX CTaHIAPTIB.
Ile HEe 3a00pOHSIE MPOEKTYBAaTH HOBI KPHUIITO-
cucteMu, abo wmomaudikyBaTu IiCHyrO4i, 3
BUKOPUCTAaHHSM OMUCAHUX METO[IB, MPOTE IIe
CTBOPIOE HEOOXIAHICTh JOCKOHAJIOTO KPOIIT-
KOTO TECTyBaHHS, IMOBTOPHOI cepTudikarii Ta
yCiX IHIIUX KPOKIB, Yepe3 SKi MPOXOIUTh HOBA
KPUIITOCHCTEMA Tepe]l MOYaTKOM MPAKTUIHOI
eKCILTyaTaltii.

3 iHmoro OOKy, MepeBarol0 3amporoHOBa-
HOTO TIXOy € T€ IO BiH JIETKO MaCIITA0y€Th-
ci mix Oyap sKi piBHI Ta Moxke OyTu
3aCTOCOBAaHUM Ha PiBHI MPOTOKONY MU(PpPyBaH-
Hs, 0e3 HeoOXiAHOCTI 3MIHIOBATH CTPYKTYpY
ICHYIOUMX KPHUIITOCUCTEM. Y SKOCTI KPHIITO-
rpagiyHUX  TEPETBOPEHb  MOXYTh  OyTH
BUKOPUCTaHI BXE ICHYIOYl KpunrTorpadidHi
CUCTEMH, 13 JOTPUMAHHIM BHUMOT, TIOJIOHHX 10
TUX IO CTOSJIW Tiepen KpunrorpadiyHUMA
MIEPETBOPEHHSIMH KPUIITOCHCTEMH, 30KpeMa.:

- KpHUNTOCHUCTEMH TOBHHHI MaTW TPHUOIH3HO
piBHY KpunrorpadiyHy CTIHKICTb, XKOJIHA 13
CUCTEeM HE T[OBUHHAa MaTH KPUTHYHUX
Bpa3JINBOCTEH;

SMART TECHNOLOGIES:
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BUKOPUCTaHI B TPOTOKOJ KPHUITOCUCTEMH
MOBUHHI MaTH OJIHAKOBHH, ab0 KpaTHUi
pO3Mip BXiTHUX Ta mMU(poBaHUX OJIOKIB;

- PEKOMEHIYEThCS 100 oOpani
KPUNTOCHCTEMH Majll OIHAKOBHUH pPO3MIp
KITI0Ya;

- BUXIIHUA MHU(PPOTEKCT HE TOBUHEH MaTH
O3HaK, II0 BKa3yIOThb Ha KPHUITOCHUCTEMY,
SIKOIO BiH OYB CTBOPCHHIA.

B uminomy KpunTOoCHCTEMH MOXYTh OyTH
aOCOJIIOTHO PI3HUMH 3a KOHCTPYKIIEIO Ta
NPUHIUIIAMUA POOOTH.

3arasbHa cxema TMOOYI0OBH HEIIHIHHOTO
MOJIKPUNITOCUCTEMHOTO POTOKONY LIH(PY-
BaHHs Oyjie TMOBHICTIO TOMIOHOIO 10 CXEMU
HEJIIHIHHOT KPHUNTOCUCTEMH, 33 BUHHITKOM
TOTO, MO0 KPHIITONIEPETBOPEHHS B  HIil
NpPEICTaBICHI CaMOCTIHHUMM KPHUIITOCHCTE-
Mamu. Cxema HeNiHIMHOTO KpUMTOTrpadiqHOoro
NPOTOKONY, Ha TPHUKIAAI KPUOTOCHUCTEM
Twofish Ta AES 3006paxena na Puc. 5.

Jns  mpukinany Oymo oOpaHO KpHUITO-
cucremu AES Tta Twofish. O0uaBi 13 HUX €
JOCTaTHbO KPHUNTOCTIMKMMHU, MAlOTh pPO3MIp
omoky 128 OiT Ta MOXYyTh WpaIioBaTH 13
KpUNTOrpadiuHuM KII04eM, po3Mipom 256 Oit.
B Takomy Bumaaky MHOXXHHA MOAu(DIKaTopiB
Marume po3mip 2, ne, Hampukiaa, Twofish
Matume monudikarop «0», a AES — «1».
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Puc. 5. CxeMa HEMHIHHOTO MOMIKPHUIITOCHCTEMHOTO KPAMITOTPadidHOTO MPOTOKOIY Ha MPHUKITAl KPHIITO-
cucreM Twofish Ta AES. 3amponoHoBaHiil cxemi 301HCHIOETBCS 32 TOTIOMOTOI0 aITOPUTMY
pO3TrOpTaHHs, HA OCHOBI HaBEJICHOI PaHiIlle MOAECII

Fig. 5. Scheme of a nonlinear polycryptosystem cryptographic protocol based on the example of the
Twofish and AES cryptosystems. the proposed scheme is carried out using the deployment

algorithm, based on the model given earlier

Takum dYuHOM ONIOKH  3amU(POBAHOTO
NOBIIOMJICHHA ~ OynyTh  ImM(pyBaTUCh 32
JIOTIOMOTOIO0 OJTHI€1 13 TIBOX KpHUITOTrpadiaHUX
CUCTEM Y TICEBIOBUIIAKOBII MOCIIJOBHOCTI.
[lpy 1BOMY KpUNTOAHAIITAK HE MaTHMe

MOKJIUBOCTI BCTAaHOBUTH L0
TICEBIOBUITAJIKOBY TOCIIOBHICTh, OCKUIBKH
BOHA PO3TOpPTAETHCS Ha OCHOBI

KpunrorpaivHOro KJro4a 3a JIONOMOTOO
KPHUIITOCTIMKOTO TeHepaTopa ramMu, a He Marouu
MOCIIJOBHOCTI BUKOPUCTAHUX MOIU(DIKaTOpiB,
aHANMTUKY Oyle 3HAYHO BaXkye OpraHi3yBaTu
JOCITIPKEHHS MU (QPOTEKCTY.

3anpomnoHoBaHa cxema >KOJHUM YHMHOM HeE
MepeKopKae  MmMUPPyBaHHIO Yy PI3HUX
peKuMax. 3okpema, KOPHUCTYIOUHCH
HaBEIICHOI0 CXEMOI0, MOXKHa 0e3 IKOIHUX
mpoOJieM TMPOBOAWUTH 3YETUICHHS OJIOKIB Y
pexumi CBC, PCBC, un Oynb-sIKUX 1HITHX.

[TomiOHUET  TPOTOKON ~ TaKOX  MOXHA
nooyayBaTu 1 Ha OCHOBI OJTHI€T
KpunTocucreMu. HemnmiHiliHICTE B Takomy pasi
MOXke OyTH peasri3oBaHa NULSIXOM, HAIpPHUKIAI,
nepenoOopoOku  KpunrorpadiyHoro  Kiroya,
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nepea BUKOHAHHAM payHIIB MU(pyBaHHS.
Hanpuknan po3mip kpuntorpagpiqHoro Kiroda
MPOTOKOJTYy MOXKE€ OyTH 30UTBIIEHWUN, a KITIOY
JUTSI KOHKPETHOTO OJIOKY MOXke (hopMyBaTucs 3a
OJTHUM 13 MIATOTOBJICHUX Hamepen MaTTepHIB
i/abo 13 3aCTOCYBaHHSIM THIINX
KpunrorpadiyHuX MepeTBOopeHb. B Takomy
BUMAJIKY JUIs U PYBaHHS KOHKPETHOTO OJIOKY
naHux Oyne 3acTOCOBaHWM OIWH 13 3aJaHoi
MHOXXHMHHU KpUNTOTpadiuHuX KII04YiB, 0OpaHuit
Tako)k Ha  OCHOBI  Momudikaropa, a
3amu@poBaHi PI3HUMU  KpHUNTOrpadiyHUMHU
KJIFouaMy OJIOKM TaKoX OyayTh PI3HUMH, IO
Oyne cxoke Ha e(QeKT MOMEePeAHbOI CXEMHU.
[Ipore B nmaHoMy BHIAmKy CIiJ pETEIHHO
NEPEBIPSATH  AITOPUTMHU  NEpenoOpoOKH, Ha
peaMeT BIJICYTHOCTI MIPUXOBAHUX
Bpa3IMBOCTEH BHXIJHUX KIIOYIB i B IJIOMY
naHui  cmocid  moTpedye  AOAATKOBOTO
BUBYCHHSI.

3arajoM, HaBeleHa CXeMa HEIiHIHHOro
MOJIKPUNITOCUCTEMHOTO KpUITOTpadiuHOrO

MPOTOKOJIy € TpOCTa B peamizamlii sK Ha

SMART TECHNOLOGIES:
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POrpaMHOMY, TaK 1 Ha armapaTHOMY piBHI, 110
B CBOI0O UEpry JONaTKOBO CIIPOLIYETHCS
HasBHICTIO B)XX€ FOTOBUX CEpiliHHUX pillleHb, i3
BHCOKOIO IIBUJIKICTIO POOOTH, JIsl KOHKPETHHUX
KPUITOCHCTEM.

BUCHOBKU

TakuMm 4MHOM, Ha OCHOBI 3aITPOIIOHOBAHUX
paHile MiAXOAIB HETiHIMHOTO MMH(pPYyBaHHSA,
Oymo CTBOPEHO cxemy HETHIIHOTO
MOIKPUNTOCUCTEMHOTO  KpUNTOTpadigHOTO
MPOTOKONY, Ha Tpukiani kpunrocucreM AES
ta Twofish. 3ampomonoBana cxema € mqyxe
THYYKOI0O Ta MOe OyTH JIeTKO aJanToBaHa
MPAKTAYHO MMiJ Oy[Ib-SKi KPUNITOCUCTEMH, IO
BIIIIOB1JAIOTH IIOCTAaBJIECHUM BUMOT'aM.
BuxopucranHs  3ampornoHOBaHOT  KOHIISTITT
JI03BOJISIE 1 ABUIIUTH Kpunrorpadiuny
CTIHKICTB aJTOPUTMIB KU (DpyBaHHS 32 PAXyHOK
AITOPUTMIYHUX  PO3TATYy’KeHb B  TMpOIleCi
mudpyBaHHsa, 10, B  TOEIHAHHI 13

QITOPUTMAMH  TEHepalii  TaMu, 3Ha4YHO
YCKJIQJTHIOE CTaTUCTUYHI OCIIIDKEHHS
U (POTEKCTY.

OcCHOBHMMH TiepeBaramMi 3arporOHOBAHOT
CXEMH €:

1. IligBummieHHst 3arajabHOI KpunTorpadidyHOl
CTIMKOCTI.

2. Benwka TrHY4YKiCTh Ta MacHITaOOBaHICTh
3aIpOIIOHOBAHOI CXEMHU.

3. BukopucraHHs B CBOill CTPYKTYpl TOTOBUX
pillieHb 13 BHCOKOIO KPHUITOCTIHKiCTIO, 6€3
XKOIHOT Mo (iKaIlii iX KOHCTPYKITi.

Cepen  HeENONIKIB  MOXHA  BHJAUTUTH
3pOCTaHHsI  KUIBKOCTI ~ OOYHCJIEHb  TpHU
mudpyBaHHI KOKHOTO OJIOKY JaHUX, IO
000B’SI3KOBO BILIHHE Ha IIBUIKICTH
U pyBaHHS peaTbHOrO TPOTOTHUITY.

B IIJIOMy  ONKCaHa  TeMaThka €
MEPCIIEKTUBHOIO IS TTOJANBIINX JOCIIKCHbD,
OCKUTBKH BIJIKpUBAE€ MOXKJIMBOCTI MPOCTOTO Ta
€(eKTUBHOTO  YJOCKOHAJCHHS  ICHYIOUUX
KpunrtorpadiqHux pirieHb.
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Scheme of construction of nonlinear
polycryptosystem cryptographic protocols

Thor Muliar, Volodymyr Anikin
Abstract. The paper highlights the ways of
constructing nonlinear encryption systems and

proposes a scheme for constructing a nonlinear
polycryptosystem cryptographic protocol that

12

performs encryption of data blocks by various
cryptographic systems in a pseudo-random
sequence.

Using the proposed scheme allows you to build
a cryptographic protocol using ready-made and
proven encryption systems, without making any
changes to their design. The pseudo-random
alternation of cryptosystems in the encryption
process is based on a cryptographically strong
gamma expansion algorithm, which increases the
nonlinearity of encryption and improves the general
cryptographically strong of systems.

The article considered the structure of
cryptosystems based on nonlinear cryptographic
primitives, developed a model of the deployment
process of modifiers of nonlinear cryptographic
systems, and formed a general scheme of the
structure of nonlinear cryptographic protocols using
one or more different cryptosystems, provided they
meet the specified requirements.

The advantages of the proposed scheme are great
flexibility, scalability, and the possibility of
applying the highlighted concept both at the level of
cryptographic algorithms or their fragments and at
the level of cryptosystems and cryptographic
protocols.

The proposed solutions allow simple and
effective improvement of existing cryptographic
systems or their separate algorithms and are
promising for further research.

Keywords: cryptography, nonlinear encryption,
cryptosystem, cryptographic protocol, information
protection
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Abstract. The field of image processing is very
important in deep learning. One of the important
applications in deep learning is the classification
process after storing images in a data set, which
requires training a deep neural network and a
convolutional neural network (CNN) in MATLAB,
because of the large amount of data carried by the
color image, which leads to the need for deep
learning technology, which leads to Discovering the
number technology to create a matrix that includes
the numbers from 0 to 9 in the 10 * 10 matrix, which
leads to expanding the image store of the data set.
In this work, a fast algorithm was created to create
a large number matrix to store images, and the
results that were achieved proved the efficiency of
the algorithm.

Keywords. convolutional neural network
(CNN), MATLAB, deep learning, regression
convolutional neural network.

INTRODUCTION

Recently, convolutional neural networks
(CNNs) have emerged as one of the most
attractive approaches and have recently been
instrumental in a variety of sophisticated and
successful machine learning applications, such
as the ImageNet challenge, object detection,
image segmentation, and face recognition .
Therefore, we choose CNN for our demanding
image classification tasks. We can use it for
handwritten digit recognition, which is one of
the most important academic and business
transactions. There are many applications of
handwritten digit recognition in our real life.
More specifically, we can use it in banks to read
checks, in post offices to classify letters, and for
many other related tasks. Convolutional neural
networks are deep artificial neural networks.
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We can use it to classify images (e.g. naming
what you see), group them by similarity ( photo
search), and perform object detection within
scenes. It can be used to identify faces, people,
traffic signs, tumors, platypuses and many other
aspects of visual data.The convolutional layer
is the core component of a CNN. The layer
parameters consist of a set of learnable filters
(or kernels) that have a small receiving field but
extend to the full depth of the input volume.
During the forward pass, each filter is
folded across the width and height of the input
volume , thereby calculating the dot product
and creating a -dimensional activation map of
that filter. This causes the network to learn
when it sees a particular type of feature at a
spatial location in the input. The activation
maps are then fed into a down sampling layer,
and like convolutions, this method is applied
patch at a time. CNN also has a fully connected
layer that classifies the output with one label per
node. Over the years, various methods and
algorithms have been used to improve the
performance of FER. To overcome the problem
of input with multiple well-known standard
13
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facial datasets , Ali [14] developed a deep
neural network architecture that takes recorded
facial images as input and classifies them. To
recognize facial expressions in different facial
views, Tong [10], proposed a new method based
on the Deep Neural Network (DNN) in which
the Scale Invariant Feature Transform (SIFT)
corresponds to a set of reference points. were
extracted from each facial image. Many studies
have also been conducted using technical
features (e.g.Scale Invariant Feature Transform
(SIFT) [10] and Gabor [9], [6]), where the
hyperparameters of the classifiers are tuned to
provide better detection accuracies in a single
database. Recently, several works on FER
successfully used Convolutional Neural
Networks (CNN) [2-4] for feature extraction
and classification. CNNs are found in the
literature and are referred to as a special type of
multilayer perceptron (MLP) that focuses on
the local relationship between pixels using
receptive fields. They have been shown to
achieve high recognition rates in various image
recognition tasks; However, these methods use
different CNN architectures to achieve the
desired result.

METHODOLOGY

In this work, we convert a trained
classification network into a regression
network. The pre-trained image classification
networks have been trained on over a million
images and can classify images into 10000
object categories such as keyboard, coffee cup,
pencil, and many animals. The networks have
learned large-scale feature representations for a
variety of images. The network takes an image
as input and then generates a label for the object
in the image along with probabilities for each
object class. In deep learning, transfer learning
is used. You can use a pre-trained network as a
starting point for learning a new task. In
addition, the classification network that was
trained was retrained to perform regression
tasks. The example loads a pre-trained
convolutional neural network architecture for
classification, replaces the classification layers,
and retrains the network to predict the angles of
rotated handwritten digits. Corrects the rotation
of the image by the expected values.

A new convolutional neural network for
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regression in Deep Learning

Unique Features of SCOMs
The application that was executed shows how
to fit a regression model using convolutional
neural networks to predict the rotation angles of
handwritten digits. Convolutional Neural
Networks (CNN or ConvNets) are essential
tools for deep learning and are particularly
suitable for analyzing image data. For example,
you can use CNN to classify images.

A classification layer calculates cross-
entropy loss for classification and weighted
classification tasks with mutually exclusive
classes. In typical classification networks, the
classification layer usually follows a softmax
layer. In the classification layer, trainNetwork
takes the values of the softmax function and
assigns each entry to with the entropy function
for k classes of intersection in a system in
equation (1) for N the number of samples K is
the number of classes w; is the weight for class
1, t,,; 1s the indicator that the nth sample belongs
to the ith class, and y,;

1
loss = — ﬁZﬁn Y i witpilny, (1)

Fast algorithm for creating a new regression
convolutional neural network
The algorithm to predict continuous data such
as angles and distances, you can insert a
regression layer at the end of the network. The
example creates a convolutional neural network
architecture, trains the network, and uses the
trained network to predict the angles of rotated
handwritten numbers.

Download trainers

The classification network in the digits
Net.mat file is responsible for classifying
handwritten numbers

Step 1: Entering information: The image
information contains the form of numbers with
a certain angle, which is responsible for rotating
the images, which are in the form of a four-
dimensional matrix, which is obtained with the
following instructions: digitTrain4DArrayData
and digitTest4DArrayData, so that the outputs
are in rotation angles with degrees YTrain and
Y Validation, in figure 1 contain 20,000 images
of the trained data, so that 100 images are
displayed randomly.
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Fig. 1. Contain 20,000 images of the trained data, so that 100 images are displayed randomly

Step2: The last layers and replace them:
The convolutional layers of the network extract
features from the image, which are used by the
final learning layer and the final classification
layer to classify the input image.

Step3: Frozen primary layers

The network is now ready to retrain with the
new data. You can optionally “freeze” the
weights of previous layers in the network by
setting the learning rates on those layers to zero.
During training, trainNetwork does not update
the parameters of frozen layers. Use the
supporting function freezeWeights to set the
learning rates to zero in the first 12 layers.

Step 4: Train Network Creates: the
network training options. Set the initial learning
rate to 0.001. Monitor network accuracy during
training by providing validation data. Enable
the training progress graph and disable the
command window output. Create a network
TrainNetwork. This command uses a supported
GPU if available.

SMART TECHNOLOGIES:
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Step 5: Test Network: Test Network Test
network performance by evaluating the
accuracy of validation data. Use predict to
predict the rotation angles of the validation
images.

DISCUSSION

Evaluate model performance by calculating:
The percentage of predictions within an
acceptable margin of error. The root mean
square error (RMSE) of the predicted and actual
rotation angles. Calculate the prediction error
between the predicted and actual rotation angle.
Calculate the number of predictions within an
acceptable margin of error from the actual
angles. Set the threshold to 10 degrees.
Predictions  for  calculating  threshold
percentage for accuracy = 0.7532 Use root
mean square error (RMSE= 8.9696) in Fig. 2,
measure the differences between predicted and
actual rotation angles in Fig. 3.
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Fig. 3. Measure the differences between predicted and actual rotation angles

CONCLUSION

The area of image processing is very important
in deep learning. One of the important
applications of deep learning is the
classification process after storing images in a
data set, which requires training a deep neural
network and a convolutional neural network
(CNN) in MATLAB due to the large amount of
data carried by the image. This led to the need
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for deep learning technology, which led to the
discovery of numerical technology to create a
matrix containing the numbers 0. to 9 in the
10*10 matrix, which led to an expansion of the
image storage of the data set. In this work, a fast
algorithm was developed to create an array of
large numbers for storing images, and the
results obtained showed the efficiency of the
algorithm.
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Po3po0ka perpeciiiHoi Mepe:ki cTBOpeHOi 3
KJIacH(pikaniiiHol Mepe:Ki 3 BAKOPHCTAHHAM
IN00KOT0 HABYAHHS

Acma Aboynena Aboynpaxmarn,
®@yao lllaxep Taxip

Anoramis. OOpoOka 300paxkeHb € JIyKe
BaYIMBOIO B Tairy3i mrbokoro HaBdaHH:. OHIEIO 3
BOXJIMBUX 3aCTOCYBaHb IJITMOOKOTO HABYaHHS €
nporiec knacuikarii micins 30epiraHts 300pakeHb
y Habopi TaHWX, 10 BUMAra€e TPeHyBaHHS TITHOOKO1
HEHPOHHOI MepeXi Ta 3rOpTKOBOI HEHpPOHHOT
Mepexi (CNN) y MATLAB yepe3s BelUKy KUTbKICTh
JIAaHUX, SIKI MICTHTHh KOJbOPOBE 300pakeHHS, IO
MPU3BOANTE 10 HEOOXiAHOCTI BUKOPHCTaHHS
TEXHOJIOrII MIMOOKOr0 HABYAHHS, SKa JO3BOJISE
BUSIBUTH TEXHOJOTII0 YHCEN sl CTBOPEHHS
MaTpuIl, sika BKitodae yucina Big 0 mo 9 y marpui
po3mipom 10 * 10, 110 TPU3BOIUTH 10 PO3IIUPEHHS
CXOBHIIA 300pakeHb Y Ha0opi JaHuX. Y Liil poOoTi
OyJI0 CTBOPEHO HIBHIKHIA aJITOPUTM ISl CTBOPEHHS
BEJIMKOT YHCIOBOI MaTpuili Juia 30epiranHs
300pakeHb, a pe3yJabTaTH, SIKUX OylIlo JOCATHYTO,
JIOBEJH €(PEKTHBHICTD aJTOPUTMY.

Kuro4oBi ciioBa. 3ropTkoBa HEHpOHHA Mepeka
(CNN), MATLAB, muboke HaBYaHHS, perpeciiina
3rOpPTKOBA HEHPOHHA MEpexka.
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AHoTtania. B po0oTi 3anmpomnoHOBaHO MeETOJ
OIIIHKK Ce(EKTUBHOCTI Oe3meKn KOHQIICHIIIHHUX
JaHUX PO3MOALIeHOI iHpopMaLiiiHOI cucTemMH, 3a-
CHOBaHWH Ha MOJIEJTI BH3HAYCHHS aKTyaJIbHUX
3arpo3 0e3rneku KOH(IACHIINHUX TaHuX B 1H-
dopmariiitHiii cuctemi, Ha aIrOPUTMAaX HeYiT-
KOT'0 BHBOIIY Ta TEOPii HEUITKMX HEHPOHHUX CHC-
TEM, Ha BiIMIiHY BiJl BiJIOMHX, BUKOPHCTOBYE JO-
CTaTHi Ta HEOOXiTHI MOKA3HUKH, BUKIIOYA€E TIOMU-
JIKA €KCIEPTIB, 30LIbIIYE BUABICHHS KIJIbKOCTI aK-
TyaJbHUX 3arpo3 Oesmneni KOHDIAeHIIHHIX JaHuX
iH(popMaLiiiHOI cucTeMu Ha 5%, 3HWXKY€E BUTpaTU
Ha 3aKYITBIIO 3ac00iB 3axucTy iHhopmarrii Bix 15
1o 30%. BpaxoBye HactynHi dakropu: IT-indpa-
CTPYKTYpY pO3MOALIeHOT iHpopMaLiiiHOT cucTeMH,
MOJKJIMBOCTI 3IOBMUCHHKIB Ta X piBEHb MOTHBAIIIT
B iHpOpMAIIiHIH CHCTEMH.

3anponoHOBaHUM MigXif BiIpi3HIETHCS BiJ ic-
HYIOYMX aBTOMAaTH30BaHUM MPOLIECOM, HEOOXiTHi-
CTIO 3aJTy4eHHSIM (axiBIiB BUCOKOI KBaTiikaii B
oOnacTi Oesmnexu iHGOpMaIlii, Mae HU3bKY O0YHC-
JIOBANIbHY CKIIAIHICTD; BIZICYTHICTh HEJIOIIKIB €KC-
MEPTHHUX OI[IHOK; I03BOJISIE BU3HAYATH TEPEITiK aK-
TyaJIbHUX 3arpo3 Oe3MeKu JaHnuX B iHpopMaIiiftHux
CHUCTEeMaXx Pi3HHX KJIaCiB Ta THIIIB.

3amaya 3abe3nedyeHHs Oe3meku KoH(DimeHIIiH-
HUX JIaHUX € aKTyaJIbHOIO, 10 00YMOBJIEHO, 3pOC-
TaHHSM KOMITIOTEPHUX aTaK Ta BUTOKIB iH(opma-
1ii, mo BiZOOpPaKarOThCS Y CTATUCTHYHUX IaHUX
CKOEHHS 3JI0YHHIB Yy c(epi BUCOKUX TEXHOJOTIMH,
3pOCTaHHSI KPUMIHAJIBHOT aKTUBHOCTI 3 BUKOPHC-
TaHHSM Cy4YacCHHMX KOMYHIKAIIHHUX TPUCTPOIB Ta
IHTEpHET.

IcHyrOYl METOaM BUSIBJIICHHS 3arp03 Ta OIIHKU
e eKkTUBHOCTI Oe3meKu KOH(IIeHITIHNX JaHUX He
MOXXYTh OyTH 3afisHI Ha BCIX eTamax >XHTTEBOTO
UKy iHQOpMAaLiiHUX CHCTEM - HE BPaXOBYIOTh B
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Irop Mynsap
K.T.H., JOL,. CT. BUKIagau
kadenpu kibepbesneku

KOMIUIEKCi HacTymHi noka3Huku: [T-iHppacTpyk-
TypY PO3NOMAITICHUX CUCTEM, aKTyallbHi 3arpo3u iH-
(hopmarriitHoi Oe3rexkn, BUMOTH Oe3neku KoHbie-
HI[IHHUX JaHWX, iX BapTICTh SK BKIUBUX IMOKAa3-
HUKIB TIpY BUPIlLICHHI JaHUX 33734

Opnnicro 3 HaBaXIMBIMMX 3amad  3a0esre-
yeHHs Oe3Nmekn KOH(DIMCHIIWHNX MaHUX € OIlHKA
e(eKTHBHOCTI CHCTEMH 3aXUCTy. Y 3B'A3KY 3 UM
MeTa pOOOTH - ITiIBUIICHHS SKOCTI OIIIHKH O€3IeKH
KOH(DIACHIIWHANX JaHUX po3moaiieHol iHbopma-
LIHHOT CHCTEMU 332 PaXyHOK BU3HAYCHHS JIOCTAT-
HiX Ta HEOOXiJHUX MOKA3HUKIB 3 BUKOPUCTAHHIM
cydacHHUX 1H(OPMAIIHHUX TEXHOJIOTIH, 1110 J103BO-
JIIIOTh HaWOUIbIN e¢(h)eKTUBHO BHPIIIYBATH HACTY-
MHI 3a/1a4i: BU3HAYCHHS apaMeTpiB poOoTH ajnan-
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TUBHUX TMPOAYKIIHHUX HEUITKHX HEHPOHHUX CHC-
TeM, 110 HAHOUIBII MiIXOIATE ISl BUPIIIICHHS T10-
CTaBJICHUX 3aJia4, 3aCTOCYBaHHA TeXHOJorid Data
Science mpu 00poOIli AaHWX, aNTOPUTMIB HEUIT-
KOI'O BUBEJICHHS.

KarouoBi cioBa: meton, indopmariiiina 0e3-
neKa, po3noAisieHi iHpopMamiiiHi cuctemMu, Bpas-
JIUBOCTI, aTaKu, KOH(ICHIIIIHI JaHi.

BCTVII

Indopmarriiina Oe3neka cTae Bce OUIBII Ba-
YKJTMBOIO Ta 3HAYYIIOI CEeporo HalllOHATBHOT
Oe3nekn YkpaiHu, 1mo BigoopaxkeHo y JIOKT-
puHi iHpopMartiiiHoi 6e3nekn YKpaiHu, 3aTBe-
pmxenoi Yka3om [Ipesunenra Ykpainu Big 25
motoro 2017 poxy Ne Ned47/2017 [1].
BinmosigHo no JlokTpuHM, Ha TeTEpilIHiif Yac,
iHopmariiiHi TexHOoJIOTiT HaOyau TJI00aTh-
HOTO XapakTepy 1 CTalIM HEBiJ'€MHOIO YacCTH-
HOIO BCiX cdep AISUTbHOCTI IepkKaBHU, CYCIiIb-
cTBa Ta ocobucrocti. Posmmupenns chep 3a-
CTOCYBaHHS 1H(GOpPMAIIHHUX TEXHOJIOTIH, Ha
CYy4acCHOMY e€Tarli, 3Ha4yHO pPO3LIMPIOE Tep-
CIEKTHBU PO3BUTKY HOBHX 1H(GOpMAIITHUX
3arpo3 Ta atak. 3apyOiXKHi crieriaibHi cIyxoun
PO3MIUPIOIOTH 1H(OPMAITIHHO-TICHXOJIOT1YHUH
BIUIMB, CIpPSIMOBaHMM Ha JecTabiiizaiiio
COIIaJIbHOI Ta BHYTPIMIHBO-TIONITUYHOT CUTY-
aIii B pi3HUX pErioHax CBITY, IO MPU3BOAUTH
JOTIOPYIICHHSI TEPUTOPIATBHOI ITUTICHOCTI Ta
HiAPUBY CyBEPEHITETY 1HIINX JiepxKasB. [2].

3HAYHO 3POCTAIOTh MACIITa0W KOMITHOTEP-
HOI 3JIOYMHHOCTI: Yy KpeAuTHO-(hiHAHCOBIN
chepi cycniibcTBa, y cdepi 000poHH ep-
KaBW, B €KOHOMIiuHIi cepi, B obmacti aep-
KaBHOI Ta CyCHUIbHOI O€3MmeKku, B Tramysi
HayKH, OCBITH Ta TEXHOJIOT1i4, B 001aCTi piBHO-
MPaBHOTO CTPATEriyHOro MapTHEpPCTBA Ta
CTpaTeriuHoi cradinpHOCTI [2].

OpHOYacHO, 3 PO3BUTKOM Ta 3POCTAHHSIM
iHpOopMaLiIfHUX TEXHOJOTiH 3pocTae 1 Kijb-
KICTh 3acO0IB Ta METOJIIB MOPYIICHb CTaHy
Oe3nexku KOH(IIEeHIIHUX JaHuX iHpopMaliii-
HO1 cucteMu. [IpoTarom ocTaHHIX POKIB CIIO-
CTepIraeThbcs pi3Ke 3pOCTaHHS KUIBKOCTI BUTO-
KiB KOH(IACHIIINHUX NaHuX (31 3BITY €KCIIep-
THO-aHAJIITUYHOTO IIEHTPY TPYHH KOMIaHii
SafeNet). 3MIHUTH CUTYalllF0 MOXJIMBO IIUIS-
XOM PO3pOOKM HOBHUX METOMIB, MiJAXOJIB SKi
MOXXYThb HaJaTH HaJIIMHUA 3aXUCT KOHQIIEH-
IMHUX JaHuX [4-6].
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3anaga 3abe3nedeHHs Oe3neku KOoH]iIeH-
MIMHUX JTaHUX € aKTyaJbHOIO, 10 OOYyMOB-
JICHO, 3pOCTaHHSAM KOMI'IOTEPHHX aTak Ta BU-
TOKIB iH(OpMaIlii, 1o BiI0OpaXKatOThHCS y CTa-
TUCTHYHHX JIaHUX CKOEHHS 3JI0UMHIB y cdepi
BHCOKHX TEXHOJIOTiH [8,9], 3pocTaHHs KpUMi-
HAJIBHOT aKTUBHOCTI 3 BUKOPUCTAHHSIM Cydac-
HUX KOMYHIKAI[IHHUX MPUCTPOIB Ta IHTEPHET Y
2021 pomi cknano 39%. KoxxeHn nBamustuit
3JI0YMH, BiJMOBIIHO JI0 YKCIIa BCIX 3aPEECTPO-
BaHUX 3JI0YHMHIB KIIaCU(]PIKyeThCS K KiOep3I1o-
gyl [11,12]. ¥ 2021 porti cepen CKOEHHX KOM-
M'IOTEPHUX 3JI0OYUHIB JIIUPYIOTh 3I0YMHH, SKi
nependavaoTb BUKOPUCTAHHSA, PO3MOBCIO-
JKEHHS, CTBOPEHHS KOMI'TOTEPHUX «BIPYCiB».
Jlpyre micluie B HE3aKOHHIN €JIEKTPOHHIN isi-
JBHOCTI, 3aiiMae IIaxpaiicTBO 3 BUKOPHUCTaH-
HSIM CepBiciB oHMaiH-1aTexiB [9]. KimbKicTh
TaKWX IPaBOMOPYIIEHb y MEPLIIOMY MiBpidyi
2022 p. 3pocna y 8 pasiB. [HIIUM TIpUKIAI0M
3pOCTaHHs BHUTOKIB iH(popMaIii € mopivHi
3BITU MbKHapoaHoi kommanii Group-1B, B
SKUX WIEThCS MPO AKTUBHICTH MPOYPSIOBHX
oprasizariii, sKi 3aliMalOThCS MPOBEICHHIM
aTak Ha KOPHCTh CBOIX JepxkaB. BianosigHo 1o
3BiTy "Hi-Tech Crime Trends 2021-2022",
BiJI3HAYAETHCS 301IBIICHHS KibepaTak 3 BUKO-
PUCTaHHSM BiJIOBITHOTO IIMTUTYHCHKOTO TIPO-
rpaMHOro 3a0e3nedeHHs, OekIopiB, MHIH)-
PYBaIBHUKIB, 3pOCTaHHS ¢biHaHCOBOTO
[IaxpaicTBa 3 BUKOPUCTAHHSAM COLIIANbHOT 1H-
JKeHepil Ta 301IbIIIEHHS aTak Ha OaHKU, MOTHB
KiOep3/IoOunHIIB - Kpajibkka iHdopmarii, 3a
Ky MOKHa OTpUMATH BUHArOpoay.

Icuytoul MeTonM BU3HAUEHHS aKTyaJlbHUX
3arpo3 iH(popMaliiHoT Oe3MeKkr Ta OI[IHKU
e(heKTUBHOCTI Oe3neku KOH(DIACHIINHUX ma-
HUX HE MOXYTh OyTH 3aJisiHI Ha BCIX eTamax
KUTTEBOTO IMKIY, HE BPaxXxOBYIOTb B KOM-
Tiekci HacTynHi nokasuuku: [T-iHdpacTpyk-
TypY PO3MNOAUICHUX 1HGOPMAII-HIUX CUCTEM,
aKTyalbHI 3arpo3u iHdopmarliitHoi Oe3mekwu,
BUMOTH Oe3nekn KOH(IACHIINHNX JaHuX, Te-
penmik 3aco0iB 3axucry iHpopmamii Ta iXx
BapTICTh, SK BAXKJIWUBHUX ITOKA3HUKIB IIPH
BUpimeHHi ganux 3anad [10, 11]. OgHodacHO
3 UM, JUISl PO3TJISIHYTUX METO/I1B BUSHAYEHHS
3arpo3 iH(popMaIliifHoT Oe3MeKkr Ta OI[IHKU
€(EeKTUBHOCTI CHCTEMH 3aXUCTY 3JIMIIAETHCS
MeTa - MiJABUIIEHHA €(QEKTHUBHOCTI, 3 OTJISAY
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BU3HAYECHHS KUTBKOCTI aKTyaJbHHX 3arpo3 iH-
dbopmartiiinoi Oe3reKkr, BUKOHAHHS 3aKJaje-
HUX BUMOT 10 Oe3neku iH(opmartii, 3SHHKEeHHS
BapTOCTI BUTpAT Ha IMPOCKTYBAHHS CHUCTEMH
3axucTy iH(popMallii, a TaKOXK MiHIMi3alis Mo-
MHUJIOK €KCTIEPTIB.

Ha migcraBi mpoBeneHOro aHamizy
MOHa 3pOOMTH BHCHOBOK IPO HEOOXIAHICTH
YIIOCKOHAJIGHHS METOJIB OIIIHKH €(EeKTHB-
HOCTI Oe3neku  KOH(DIMCHIIHHUX  JaHUX
po3noAieHUX 1H(POPMAIITHUX CUCTEM.

AHAJII3 OCTAHHIX JOCJIIJDKEHD TA
ITOCTAHOBKA 3AJIAUI

EdexTuBHICTh ccTeMU 3aXUCTy KOH(D11CH-
[MIHHUX JTaHUX - CTYIiHb BiJMOBIAHOCTI pe-
3yJbTATIB 3aXHUCTy 1H(OpMaIi METI 3aXUCTy
iHpopmanii. /g npoBeneHHs OIHKU edek-
TUBHOCTI O€3MeKu KOH(IACHIIWHUX TaHUX
HEOOXIJTHO BHU3HAYWUTH METOJ Ta BIAMOBIAHI
MTOKa3HHUKH.

OCHOBHI METOAM OLIHKU €()EeKTUBHOCTI 3a-
XUCTy 1H(OpMAIT PO3MOIIIEHUX CHCTEM
HACTYNHI:  IMOBIPHICHUH;  CTaTHCTUYHUH;
€KCIIEpTHU; YaCTOTHUM; 1H(QOpPMAIIHHO - eH-
TponiiiHuii; GopManbHUN (MaTpUYHMIA); Me-
TOA MiHIMI3aIll PU3UKIB; HEHUPOMEPEKHHUI

(bararokpuTepianbHUil); ONTUMI3aI THUIA
(xomOiHaTOpHMIA); Oarato-piBHeBwmit [9,11].
CTaTUCTUYHUN METOJ - MPOBOAHUTHCS

0o0poOKa TOTEHIIMHUX arak, 3arpo3 Ta iX
HaciakiB. [Toka3HUK OIIHKK €(pEeKTHUBHOCTI -
3arposa i-ro THITy BUHHKA€ B CEPEIHHOMY 3a
nepion 7.

ﬁMOBipHiCHHﬁ METOJI - BU3HAYAETHCA MOXK-
JTUBICTH BIIMOBHU iH(OpMAIIITHOI cHUCTEMU Bijll
00poOKM MaHMX B peE3yJbTaTi MPOBEICHHS
yeminHoi 3arpo3u. CyMapHi BTpaTH po3paxo-
BYIOThCS 3a hopmyioro (1):

R=Z,~ZZIZ§:P % P(S)T1(7.5)+m. )

ne P % - UMOBIpHICTh YCYHEHHS, P(g) -

WMOBIpHICTh  CTaHy 00'€KTa KOHTPOJIIO,
H(;/,S )- BTPATU NPHUUHATTS PillEHHS [PH

cTaHl 00'ekTa S, m- KIIbKICTh BUSBJICHUX 3a-
rpo3 Oe3merri JaHuX.

YacroTHHI MeTOn - HA MIACTaBi aHANI3Y
cTaTU4YHOi 1H(OpMaIli BU3HAYAETHCA 3Ha-
YeHHs S, BeIMYNHA ) BUOUPAETHCS B llana30H1
BiJ 1 10 MakcUMaIbHOT MOXKJIUBOI CyMH BTpaT,
PO3paxoBYeThCsl 3HAYCHHS MOKAa3HUKA R;, 5K

¢bynkuii mapamerpiB Vi S. [TokasHUK OIIHKU
€(EeKTUBHOCTI CHCTEMH - O4iKyBaH1 BTPaTH BiJI
i-1 3arpo3u (2):

Rl.:F(S,V), (2)

ne S TOKa3HUK YacTOTH BHHUKHEHHS 3arpo3u
Oesreni AaHUX, V' - YMOBHHH IOKa3HUK
LIKOJIH.

ExcniepTHmii MeTON - BU3HAYAETHCS Kijlb-
KICTh 71 TIapaMeTpiB, IO XapaKTEPU3yIOTh CHC-
TeMy 3axHucTy iHpopMaIiiiHoi cuctemu. 3a1a-
I0TbCS CyO'€KTHBHI 3HAY€HHS KOEQIIiE€HTIB
BaKJIUBOCTI W, KOXKHOI 3 XapakTepucTHK G;

MpU3HAYEHI eKCIepTHUM HuisixoMm. Pospaxo-
BY€TbCsl 3HaueHHs napamerpa SR. [loka3Huk
OIIHKHA €(EeKTUBHOCTI CUCTEMHU - CTYIiHb 3a-
Oe3nedeHHs Oe3neku qaHux SR cuctemu S po-
3paxoBYyeThCs 3a hopmyroro (3):

SR, ;) =——WG; 3)

IndopmartiiiHo-eHTpOniHHII METO] - TPO-
BOJUTHCSA AHAIITHYHE OOYHCIICHHS EHTPOIIii
iHpopMaliifHOi cHUCTEeMH, BUKOPHUCTOBYIOUH,
MPU [OMY, TOHATTS 3TOPTKH (QYHKIT. VY
BUIAJKY JIHIHHOI 3aJIeKHOCTI €EeKTUBHICTh
1HTerpamii CHCTeM BBa)XalOTh 3aJ0BUIBHOIO,
iHakme HeeheKTHB-HOIO. [I0Ka3HUKOM OLIIHKH
eheKTUBHOCTI € BennurHa eHTpomnii [llenHona

(4):

w(z):( I sn(t—f)...( Iy ([751()5, (t—r)dt)dt...)dtj, @
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ae Sy,...,S, -3HaYCHHs eHTpomii iHdopmaniii-
HUX PI3HHX ITiICUCTEM.
HetipomepexxeBuit  Meton  (OaraToxpu-

TepiayibHa OIliHKa). [IpWHANIeXHICTh O TEB-
HOTO pIiBHS O€3MeKH aHUX BU3HAYAETHCS B
nianazoni [0,1], TOKa3HWUKM HAMIMHOCTI €

bynxuiero mpunexuocti: 4? (x;), x;, enement

MHOXKHUHHU X - BUMOT 1010 O€3MeKu JaHuX, 4 -
MHOXXMHA 3HA4YeHb, IO BU3HAYAIOTh BHUKO-
HaHHS BUMOT MO0 O€3MeKH JaHUX.

Orinka eeKTUBHOCTI CUCTEMH 3aXHCTY 1H-
(dbopMaIliiHOT CUCTEMU MPOBOJUTHCS 32 YITKO
BHU3HAUEHUX MMOKAa3HUKIB. HewiTki mokasHuKu
CUCTEeMH 3aXHCTy pO3IMOMAUICHOI CHCTEMHU -
JIHTBICTMYHI 3MIiHHI, TakKi $K «CEepeaHii
CTYMIHb 3aXHUIIEHOCTI», «HU3bKUW CTYIIHb 3a-
XUIICHOCT1» «BUCOKHHU CTYITIHB 3aXUIIIEHOCTI.

Mertoa MiHiIMi3allii pU3KKIB, peaizyeTbes 3a
HAaCTYITHUMHU KpoKamu: (ikcallisi pu3ukiB 0e3-
MEKH TAHUX; IHJEKC PU3UKY; TIPOBOIUTHCS KJIa-
cudikalis pU3MKIB, BU3HAYAIOTHCS METOIHN
00poOKH PU3UKIB OE3MEKH JaHUX; PO3PAXOBY-
IOTBCSl TIOKa3HHWKH, IO XapaKTepU3YIOTh PH-
3WKH; PO3PAXOBYIOTHCS MOKA3HUKU €KOHOMIY-
HOTO €(EeKTy yMpaBIIiHHSI PU3UKAMU OE€3MeKu
nanux. [loka3HUKOM OIlIHKHA €(eKTUBHOCTI -
MMOKAa3HUK €KOHOMIYHOTO €(eKTy 3aXHUCTy Jia-
HUX YIPABIiHHS PU3UKAMH, PO3PaXOBYETHCS 32

dhopmyroro (5)

N N
b= (Zi:IMOi _Zilei)_
N N
((Zizllqbi 2 qui)+ (5)
K K
+ (zjzl Lopui + ijl H i ))

ne M, - cymapHi iIMOBIpHI BTpatu 6e3 00po-
Okxu ineHTH(]iKOBaHUX PHU3MKIB, M - cymapHi
MIMOBIpHI BTpaTy Miciist 00pOOKH PU3KKIB, /-
cyMmapHi (aKTH4H1 BTPATH BiJ] IPOSBY PU3UKIB,
14, - cyMapHi (hakTU4HI BTPaTH Bij IPOSIBY PU-
3uKiB, Hg, - CymapHi GaKkTH4HI BHTpaTH Ha
00pOOKy pU3HKIB

Marpuunuit meron (popmanbHi Mozeni 3a-
XHUCTY) Peali3yeThCsl HACTYITHUMHU KPOKAMU:

- BU3HAYAIOTHCSI TAPAMETPH;
- CKJIQIa€ThCSI MATPUIISI BiHOIIICHB,
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- IEPETBOPEHHS MAaTPUIli HA JIBOBUMIpHY Mart-

PHIIIO;

- BU3HAYAIOTHCS KITBKICHI Ta SKICHI 3HAYCHHS

MOKa3HHUKIB.

[Toka3HUKOM OLIHKKA €(EeKTUBHOCTI CH-
CTEMH € CTaH CUCTEMHU 3aXHCTY, ONUCAHUH Ia-
pamerpamu: (S, O, M) - MHOXUHH S - Cy0'€KTIB,
O - o0'exTiB, M - mpaB nocryny a6o (O, H, M),
ne O - cKiIagoBi Ta OCHOBH YaCTHUHU
cucTeMu (TeXHIYHA, HOPMATUBHO-TIPABOBA, Op-
ratizauiina), H - HanpsiMu 3axucry, M - etanu
CTBOpPEHHS CUCTEMHU 3aXHUCTY.

baratopiBHeBUll METOJT BUKOPHUCTOBYE MO-
nenn JI. JleHHiHTa Ta MOJEIb KIHIICBHX CTaHIB
benna Jla-Ilagynmu. CraH cuCTeMH 3axXUCTy
OMHCYEThCS HAOOPOB KaTeropid KOH(IACHITIH-
HOCTI Ta CYKYIHICTIO PiBHIB KOH(}IiIEHIIH-

HOcTi. MeTox BHKOPHCTOBYE — AITOPUTMHU
HeuiTKoi joriku [9, 11].
KomOinaropuuit  (omTtumizamiiHuit) -

BUPIIIYETHCS 3aJada JUCKPETHOTO IMporpa-
. n
MyBaHHS TUITY: MaKCUMI3yBaTu ijl(c X j) 3a

YMOB:

Z;’.:l(aijxj)ﬁbi; i:l,_m, X; e{O,l}jzl,_n.

Henoniku ta nepeBaru meroxis [11] ominku
€(EeKTUBHOCTI CHUCTEMH 3aXHCTy HaBEICHI B
Tabn. 1.

AHaJi3 MpoBEAEHUX OCIIKEHb ITOKa3aB,
110 ICHYIOY1 METOAM OLIHKU €(EeKTUBHOCTI CH-
CTEMHU 3aXHUCTy MalOTh HU3KY HEAOJIKIB, 110 3y-
MOBJIIOE€ HEOOX1THICTh MiABUIICHHS SIKOCTEH ic-
HYIOUUX Ha TETIEPINIHIA Yac METOIB.

BusHaueHHs mepeniky aKTyalbHHX 3arpo3
oesrreni iHpopmariii, orliHka e()eKTUBHOCTI CH-
CTEMH 3aXHCTY € HEBiJl'€MHOIO YaCTUHOIO JKHUT-
TEBOTO IUKIY PO3MOJiaeH0] 1H(OpMaIiiHOi
cucremu. Cneuudika IT-iHppacTpykTypH,
CKJIAJHICTh BH3HAUYCHHS 3JIOBMHCHHKA, aKTya-
JBHHUX 3arpo3, BUOOPY MOKA3HMKIB, HEHONIKH
METOMIB OIIHKKA €(EKTHBHOCTI CHUCTEM 3aXH-
CTy, SIK HACIHiJOK, HEJOCTaTHA e(PEeKTHBHICTbH
Oe3reku KOH(IACHIIINHUX JTaHUX PO3MOJiIe-
HUX 1HQOPMALIWHUX CHCTEM MPHU3BOIUTH 0
PH3HKIB 3aMOJISTHHS IIIKOJAW aKTHBaM BIJIACHHU-
KiB CHCTEM.
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Ta6auus 1. Heponiku Ta mepeBaru MeTOAIB OIIHKH e(heKTUBHOCTI Oe3meKu KOH(IASHIIIHHIUX JaHIX
po3mnoaiieHoi iHpopMaIiifHOI CHCTEMH

Table 1. Disadvantages and advantages of methods for evaluating the effectiveness of the security of

confidential data of a distributed information system

MeTtoa omiHKH
CHCTEMH 3aXHCTY

IlepeBarn

Henoaikn

CratucTnaHui Jlo3BOIISIE OTPUMYBATH PE3YJIb-TATH, KOJH | Pe3ynbpTaT MOCTOBIpHI 3
He Bigomi mapamerpu C3, HO3BOJSE | IEBHOIO HMOBIPHICTIO, BEIIUKHH
OIIIHIOBATH CUCTEMY OY/Ib-SKO1 CKJIaTHOCTI | 00CST 00pOOKH CTATUCTHYHUX JIa-
HUX
ImoBipHICHHMI AHaJ3y€eTHCS TTOBHUI CTICKTP CKkamHiCTh 00YNCIICHD,
3arpo3, BHKOPHCTaHHS PEaNiC-TUYHOTO | HEMOXIIMBO  BHSBUTH  3MiHY
MiAX0y, B3a€MO3B'A3-KiB Mi>KEJIEMEHTaMH | iIMOBIPHICHUX XapaKTepUCTUK
CHCTEMH BPaxOBYIOThCS Y IBHOMY BUJII CIIOCTEPEIKECHD
ExcneptHuii BuxopucTtanHs y BiACYTHOCTI CTaTUCTHY- | JIOCTOBIPHICTH PE3yNBTATIB 3aje-
HuX pgaHuX. [IIBHOKICTE OTPUMAHHS pe- | KHUTh BiJT KOMIICTEHITIH
3YJIBTATIB. EKCIEPTIB.
bararokpurepianbHAM Jlo3BoIIsIE BpaxOBYBaTH BEIUKY KUTBKICTh | CKIamHICTh BHOOPY ONITUMATEHOT
ni (HeipoMepeIKHHIIA) KpUTEPiiB OIIHKU cucTeMH. Jl03BOJISI€E Bpa- | CTpyKTypu BimcyTHicTs  dop-
XOBYBAaTH KUJIbKiCHI, AKiCHI IOKa3HUKU MaJli30BaHHUX MPOLEIYP
Marpuunnii YHiBepcallbHUN AJIs1 TPOBECHHS He po3Bomsae  mpoBoauTu
(dbopmanbHmMif) OTIEPAaTUBHOI OIIIHKM CHCTEMH 3aXHCTY | OI[IHKY B yMOBaX HEBH3Ha-Ye-
Bumarae MiHIMaabHMX OOYHMCIIIOBallb- | HOCTI, BEJIUKOI KIJIBKOCTI IIO-
HUX PECYPCiB Ka3HUKIB OIIIHKH
Komb6inaTopuuit Haii6inbm eexkTuBHUN METO CKI1agHICTh TPOBEACHHS
(onTUMI3aiHHAI ) OIIIHKH €()EKTUBHOCTI. 00UnCIeHBb
META JOCJIJDKEHHSA OIIHKH €()eKTUBHOCTI CHCTEMH 3aXUCTY 1H(POP-

[TinBuIIeHHsT SKOCTI OIIHKK €(EeKTHBHOCTI
Oe3nexkn KOH(DIACHIIHHUX NaHUX 33 PaxyHOK
BHU3HAYEHHS HOCTATHIX Ta HEOOXIJHUX ITOKa3-
HHKIB.

OCHOBHA YACTHHA NOCIIKEHHA

B 3aranpHOMY BUTIISIIII 3a71a9a TOCII DKEHHS
Moxke OyTu chopmMylbOBaHA HACTYITHUM YH-
HOM: IIJBUIIMTH AKICTH METOMIB BH3HAYECHHS
aKTyaJIbHUX 3arpo3 Oe3mnelni JaHuX 3a paxyHOK
BU3HAYEHHA MOCTATHIX 1 HEOOXIOHMX IIOKa3-
HUKIB, aBTOMAaTU3yBaTH TMPOIEC IS BUKIIIO-
YeHHSI TIOMIJIOK €KCIIEPTIB; MiABUIIUTH SKICTh
METO/IB OIlIHKM €(EKTHBHOCTI CUCTEMH 3aXH-
CTY BHU3HAYCHHS HaWKpamux mapaMeTpiB po-
00TH aNanTUBHUX HEUPOHHUX HEUITKUX IIPO-
OYKIIIHHUX CHUCTEM, Ta 3aCTOCYBAHHS TEXHO-
noriit Data Science mpu 00po011i BETHKOTO 00-
CATY NTaHUX; PO3POOUTH PEKOMEHMAIl 100
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Marlii; MPOBECTH OLIHKY €(EeKTUBHOCTI 3ampo-
IIOHOBAHUX METO.IIB.

AHamni3 TpOBENEHUX OCHiIKEHb OI[IHKU
€(EeKTUBHOCTI CUCTEM 3aXHCTY MOKa3aB, IO Ha
TENepilIHii Yac iCHYIOTh HeJIOJIIKH, MOB'sI3aHi 3
BHOOPOM TIOKAa3HUKIB OI[IHKH, CKJIaJHE 00-
YHCIIOBAIbHE HABAaHTAXXCHHS, HEIOCTaTHS
€(eKTUBHICTh B YaCTHHI JOCTOBIPHOI OITIHKH
CHCTEMH 3aXHCTY, HEOOX1IHICTh 3aTy4eHHS BU-
coko-kBali(pikoBaHUX (axiBIIB y Taly3i i1H-
dbopMariiHoi 0e3rneKku, HEeAOTIKA EKCIEPTHUX
OIL[IHOK.

BupimeHss: mocTaBieHHX 3a7qa4 JO3BOJIUTh
MIIBUIIATHA €(EKTUBHICTh OIIHKU OE3MeKH J1a-
HUX PO3IOJIIJICHUX CUCTEM.

Jlns mocsSTHEHHS IIIel 3a0e3mnedeHHs 0e3-
neKu KoH(iAeHIiiHOo1 iHpopManii HeoOXiIHO:
opraHizyBatu €(EKTHBHE CTBOPCHHS CHCTEMH
6e3neku iHdopmaiii, eQpeKkTUBHE BU3HAYCHHS
MePeNTiKy aKTyaIbHUX 3arpo3 iH(opMalliiHoi
0e3neKky, BU3HAYCHHS AaKTYaIbHOTO MOPYII-
HUKa, a TAKOXK HAJJATH MOKJIMBICTh TIPOBOJUTH
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AKICHY OLIIHKY €()eKTHBHOCTI CHCTEMH OE3MEeKH
iHpopmarrii.

Iloxka3Hukn ouninku edexTHBHOCTI 0e3-
neKky KOH(IIeHIIMHNX TaHUX PO3MOaiJIeHOl
iHpopmManiifHOI cucTeMHu.

Ha mincraBi 3anpornoHoBaHOi MOJIENi 3arpo3
iHpopManiiiHiii Oe3neri TUMOBUX PO3IOJLIe-
HUX 1HPOPMAIIITHUX CUCTEM Ta Ha ITiICTaBl Me-
ToAMYHUX JOoKyMeHTiB KBamidikariitHoro 1eH-
TPy 1HpOpMAIIHHUX TEXHOJIOTIH Ta KibepOes-
neku YKpaiHu c(hOpMOBAaHO MEpENiK 3arpo3
oesreni koHGiaeHIHHUX AanuXx [1-3,12]. Bu-
pilieHa 3a/1a4a NepeTBOPSHHSI Ta OUUIICHHS Be-
JUKOro 00’eMy naHux, cpopMoBaHO HabIp aa-
HUX JJIS1 BU3HAUCHHS aKTyaJbHHX 3arpo3 iHgpo-
pMariifHiil 6e3mneri KoH()IACHIIIHHUX NaHUX 3
BUKOpUCTaHHAM TexHoJjoriid Data Science. Ha
OCHOBI BHUKOPHUCTAHHSI HEYITKHUX aJalTHBHUX
NPOAYKIIHHUX HEHPOHHUX MEPEX 3alpPONOHO-
BaHO MOJIeJIb BU3HAUEHHS aKTyalbHHUX 3arpo3
iHpopMmaniiiniit O6e3neni naHux [3].

[Ipu dhopmyBaHHI HEOOXITHMX BUMOT 3aXH-
CTy JaHuX B iHQOpPMaLIfHUX CHUCTeMax Ha
nifacTasl ganux KBamidikaniiiHOTo HEHTpyY 1H-
dbopMariiHuX TexXHOJOTiH Ta KibepOesmeku
Ykpaian chopMoOBaHI BUMOTH JJIsl PI3HHX
KJIaciB 1 TUMIB iHGOPMALIMHUX CHUCTEM IIOJ0
3axucTy KoHbineHiHoi iHdopmartii. ITig gac
PO3POOKHU CUCTEMH 3aXUCTY TSI PO3MOALICHUX
iHQopMaIIfHUX CHUCTEM BPAaXOBYBAJIHUCS TaKi
(baxTopH, K BUKOPUCTaHHS, 32 BUMOTaMu 0e3-
neku iHdopmartii, cepTrdikoBaHUX 3ac00iB 3a-
xucty [1,2,11,15].

Jlyist mpoBeieHHs aieKBaTHOT OIIHKU e(deK-
TUBHOCTI CUCTEMH 3aXHCTy HEOOXiJHO BH3Ha-
YUTH JOCTAaTHI Ta HEOOXiOHI ITOKa3HUKH.
Ominka e(heKTUBHOCTI CHCTEMH 3aXHCTY TaHUX
JOCSITAEThCS IIIIXOM CTBOPEHHS BiAIOBIIHOI
CUCTEMH, 3J1aTHO1L MaKCHUMAaJIbHO
HEUTpali3yBaTH aKTyaJlbHI 3arpo3u KOH(D1IEeH-
[IHHUX JTaHUX, BUKOHATH BUMOTHU 3aXHUCTY 1H-
dbopwmartii, 0 MPE'IBISIOTHCS 10 PO3MOJLIIC-
HOT CHCTEMH Ha MiJCTaBi BUMOT B O0JACTI 1H-
dhopmartiiinoi 0e3meKu, a TaKoX J03BOJISIE TIPH
PO3pOOII CHCTEMHU 3aXUCTy MaKCHMAIIbHO CKO-
potuTH (piHAHCOBI BUTpATH. TaKuM YMHOM, TI0-
Ka3HHUKH OI[IHKU MPOMOHYIOTHCS HACTYIIHI: Tie-
penik akTyaJdbHUX 3arpo3 1H(opMaliiHii 6e3-
nerni; IT-ingpacTpykTypa po3monineHux iH-
(dbopmariiHuX CUCTEeM 3 ypaxyBaHHSM iX CIle-
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udiky; mepenik BUMOT 10 Oe3neku iHQop-
Mallii 3 ypaxyBaHHIM Ki1acudikaiii KOHKpPETHO1
iHpopMaliiiHOi cCHCTeMH; BapTiCTh 3ac00iB 3a-
XUCTY 1HhOpMAIIil; mepesik 3aco01B 3aXUCTY 1H-
dopmMartii, 3a pe3yabpTaTaMi PO3pPOOKU CUCTEMU
3aXHUCTYy PO3MoauieHol 1H(opMaIliiHOi CcH-
CTEMHU.

Buxonsuu 3 pesynbTaTiB aHai3y MpoBeEe-
HUX JOCHTIKEHb PO3MOIUICHUX CUCTEM, BU3HA-
4YeHb €(PEKTUBHOCTI CUCTEMH 3aXUCTY B 001aCT1
iHpopmaniiiHoi Oe3meku NaHMX MOXKHA 3pO-
OWTH HACTYITHUN BUCHOBOK: TIEpepaxoBaHi 1Mo-
Ka3HUKU € JOCTAaTHIMH Ta HEOOXIJHUMHU IS
JIOCTOBIPHOI Ta TOBHOIIHHOT OITIHKU €(DEeKTHB-
HOCTI Oe3neKn KOHQIACHIIIHHIX JaHUX PO3IIOo-
nineHoi iHpOopMaIiitHOT CHCTEMH.

Ha miacraBi pe3ynbTariB iH(pOpMaLIHHOTO
00CTEKEHHS PO3MOJIIEHUX CHUCTEM, BXITHUX
naHux, y cdepi 3abe3neueHHs iHPpOpMaLiHOT
O€3IeKu y TIPOBEACHOMY JOCIIIKEHH] TTPOIIO-
HY€THCSI BA3HAYUTH BUMOTH 110 Oe3mnexu iHdop-
Marii y cykymHocTi. Bumoru, mo npen'siBisi-
IOTBCSL JI0 JOCIHIJKYBaHOI pPO3NOJUICHOI CH-
cTeMu 70 Oe3mneKkd KOH(DIACHIIWHUX JTaHHX,
HaBejeHl B Ta0II. 2.

HaBenenwnii y Tab. 2 mepesnik BUMOT 010
3axucTy iHdopMarlii Ta copMOBaHHIA IJIs YeT-
BEPTOTO PIBHS 3aXUIICHOCTI IEPCOHATBLHUX J1a-
HUX Ta TPETHOTO KJIACY 3aXUIICHOCTI IeP>KBHOI
iHdopmartiiiHoi cucteMu. JJ1g KOKHOTO Kiacy
Ta TUIy, KaTeropii 3HAYyLIOCTI PO3MOIIIEHOT
iH(opMaIliifHOi CUCTEMH, PIBHS 3aXHIIEHOCTI,
(OPMYIOTECSI TIEPETIKA BUMOT IOJIO 3aXHCTY
KOH(IACHITINHUX TaHUX.

Ha miacrasi copMoBaHOTO NEpeTiKy BUMOT
iH(popmariifHoi 6e3neku, mepesiky 3aco0iB 3a-
XHCTy 1H(OpMaLii, MepetiKy aKTyaJlbHUX 3a-
rpo3 Oe3neKu JaHuX, MiAroTOBIECHO HAOIp n1a-
HUX JUIS OLIIHKY e()eKTUBHOCTI cucTeMu. Buko-
pucranHsa TexHousoriii Data Science BUKOHaHO
HACTYIIHI KPOKHU: MEPETBOPCHHS Ta OYHINCHHS
MIITOTOBJIEHOTO HA0OPYy MaHWX; TOPIBHSIHHS
SAKOCT1 poO0OTH MOiesIel; BUOip HalOTBII aKTy-
ATbHUX O3HAK, CTBOPEHHS HOBUX O1JIBIII perpe-
3€HTaTUBHUX; TEpeBipKa MOJENI Ha TECTOBIH
BHOIpIIi; BU3HAYCHHS TTapaMeTPiB Y HaKpaIin
MOJIEi; TiICYMKOBE MPEACTaBICHHS pe3ybTa-
TIB BUKOHAHHS 3aJ1adi; IHTEpPIPETAIisl Pe3yJib-
TaTiB.
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Ta6auus 2. Bumoru 6e3neku koHDIISHIIHHUX JaHUX JOCTIKYBaHOI iH(OopMaliifHOT cucTeMH

Table 2. Security requirements of confidential data of the researched information system

YmoBHe no- BinnosinHicTh
3HAYCHHSH HaiimenyBanHs QyHKLil mixcuremMn (yHkmii cucremi
4 P3 | 3 -kaac
Aytentudikairis Ta iieHTUdiKalis cy0'eKTiB 10 00'€KTIB HOCTYIY
All Ayrentudikanis Ta izeHTH]iKalisg KOPUCTYBayiB Ta NPOLIECIB + +
Al2 3axuct aBreHTH(iKaLiHHOI iHpopMalii mpu nepexadi + +
Al3 KepyBanus ifeHTH(IKaTOpaMH, CTBOPEHHS], 3HUIICHHSL. + +
Al4 Inentndikamis Ta ayreHTH(IKAIIS KOPUCTYBaviB + +
KepyBanus goctynom cy0'exTiB 10 00'€KTiB JOCTYIY
KJI.1 KepyBanus 001iKOBUMH 3alTMCaMU KOPHCTYBAiB + +
KJI.2 Jo3Bin (3abopona) Aiii KOPUCTyBadiB, JO3BOJICHUX IO 1JIEHTH- - +
(ikaii Ta aBTeHTHDIKALIT
KI.3 [onin moBHOBa)keHb (posiel) KOPHCTYBadiB, agMiHICT-paTopiB, + +
sIKi 3a0e31euyoTh (YHKILIOHYBaHHS CUCTEMHU
OOMeXeHHS TPOrPaMHOTO CEPEIOBUIIA
IIC.1 YcranoBka (IHCTaNAIIS) JO3BOJICHOTO 10 BHUKOPHCTA-HHS TIPO- - +
TpaMHOTO 3a0e3MeUeHHs Ta HOro KOMIIOHEHTIB
3axucT MaUIMHHUX HOCIIB iHdopMartii
MH.1 O0J1iK MallIMHHUX HOCITB iH(OpMarii - +
MH.2 YrpaBiaiHHSA JOCTYIIOM 0 MAITMHHUX HOCIIB iH(pOopMaItii - +
Peectpartist nmofiti Oe3neku
I1b.1 Busznauenns 3Micty Ta ckiaaay iHdopmariii mpo momaii 0e3meKH, 1mo + +
T JUISITAI0Th peecTpartii
I1b.2 MoHiTopuHr (aHami3, Meperyisia) pe3ysbTaTiB peecTpamii momin - +
0e3MeKu Ta pearyBaHHs Ha HUX
3axucT iHGopMaLiiHOl cuCTeMH, ii 3ac00iB, CHCTEM 3B'SI3KY Ta Iepeaadi JaHUX
3C.1 3axuct 6e3apOTOBHX 3'€HAHD B CHCTEMI - +
3a0opoHa HEeCaHKLIOHOBAHOI aKTUBAIii Bifeokamep, MiKpO(OHiB, - +
nepudepiiHUX IPUCTPOIB, SIKI MOKYTh aKTUBYBATHCS BiIalICHO,
OTIOBITIICHHS] KOPUCTYBAYiB
Amnari3 (KOHTPOJIb) 3aXHIIEHOCTI iHpopmMarii
AK.1 BusBnenHs Bpa3nMBOCTEHl CHCTEMH Ta ONEpaTHBHE YCYHEHHS - +
Bpa3IMBOCTEN
AK.2 KonTposib ckaaay TexHiuHuX 3aco0is, 113 - +
AK.3 KonTposb BcTaHOBNIEHHS OHOBIIEHS [13 + +
B niporieci BUKOHAHOTO TOCITIIPKCHHSI BU3HA- BIZAIIOBila€, HE BIONOBITA€, YaCTKOBO
YEHO KJIFOUOBI CKJIAJIOBI CUCTEMH 3aXUCTY iH- BIIOBigAc.
dhopmarrii: 3. HaiiMmeHnyBanHs 3aco0iB 3axucty iH(Op-
1. Chomcok  akTyanpHUX  3arpo3  iHQop- Mariii, ix Bepcis, naTdis (Bepcii OHOBIICHB).
MariiHo1 Oe3nexu 3 O3HaKaM# 4. BapricTp 3ac00iB BiJl BUpOOHHMKA (CIEIU-
HelTpainizanii/ He HeHTpami3arii. ¢ikarii BeH10piB).

2. Ilepenix BuMor 1o iHpopMaIiitHOT Oe3meKn
KOH(DIMEHIIINHNX JaHUX 3  O3HaKaMH
BIJIITOBITHOCTI: 3arajgoM BiZIIOBiaE,

24

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 1(14), 2024, 18-34




Information technologies

Ha miacraBi mnpoBeneHOTO BU3HAYCHHS
KJIFOYOBHX CKJIQJJOBUX CHCTEMH 3aXHCTy 1H-
¢dopmarii mposeneHa GinbTpaLis HaUIUIIKOBOT
iH(popmarrii 3 oTpuMaHoTro HAOOPY TaHUX.

HacTynmHuM KpOKOM € TIPOBOJCHHS IOTIe-
pEOHBOTO aHajizy OTPUMAaHUX JaHWX, Ha
MiJICTaBl MOMEPEIHBOrO aHANi3y: BH3HAYAEMO
aHOMaJTii, 3aKOHOMIPHOCTI, 3B'SI3KM M)XK O3Ha-
KaMd. TakuM YMHOM, HEOOXIIHO BH3HAYUTHU
3HAQYCHHS O3HAK Ta O3HAKH, IO MAalOTh CYT-
T€BUW BIUIMB Ha IITHOBY O3HAKy OTPUMAHUX
JAaHUX, OI[IHIOEMO BILJIUB 3HAYEHb KaTeropialib-
HUX O3HAaK Ha IIhoBHIA — density plot.

JIyist OIIHIOBaHHS O3HAK CTYIEHsI IXHHOTO
BIUIMBY, @y  pPOOOTI  BHKOPHCTOBYETHCS
koedimienT kopesii [Tipcona - Mipa mo3UTHB-
HOCTI Ta CTYIEHS JIIHIMHUX 3B'I3KiB MXK JBOMA
3MiHHUMHU. 3Ha4YeHHs Koedimienta +1 o3Hauae
ieanpHy MPOIOPILIHHICTE MiX BiAMOBITHUMU
3HAUCHHSIMHU O3HaK, -1 aHajgoriyHo, ajie 3
BiJIEMHUM KOE(II[IEHTOM.

Bubip o3nak indopmartii — Bubip HaiOUIbII
peneBaHTHUX o3HaK. 3 dataframe BuAaIAIOTHCS
O3HAaKd JaHuX, 00 MOJeNb BiAIOBigaIa
OlTbIIIe TPU3HAKAM Ta PECYPCIB NMEPIIOPSTHUM
o3HakaM. TakuM YHMHOM, TPOBOIUTHCSA (HiTb-
Tpailis Habopy JaHUX BiAMOBIAHOI iH(OpMAIIii,
3AIHIIAIOTHCS HAaBAXIIUBIII I JaHOI 3a/1ayi.

CTBOpEHHSI HOBUX 03HAK — IIPOIIEC, Y IKOMY
Ha OCHOBI HasBHUX OTPMMAHHMX JaHUX KOH-
CTPYIOIOTbCS HOBiI O3Haku. lloTiM BH3Hau4a-
IOThCS KOJTIHEapH1 O3HAKH.

I[Ticns BUKOHAHHS MONEPEAHBOTO AHAMI3Y,
GbinpTparii JaHuX, 3aJTUIIATHCS HAHOIBIIT BaXK-
TUBI O3HakW. HacTymHHM KpOKOM Tiepen Mo-
YaTKOM TIpoBe/eHHsI HaBuaHHS Mojeni ANFIS
€ OTpUMaHHs TMOKAa3HUKA, HA SIKOMY MOXHa
BU3HAYUTH, YU € TIO3UTHUBHUU PE3yJbTaT BiJ
BUKOPHUCTAHHS 33/IiSTHOTO aJITOPUTMY.

Jlo mpoBeneHHsI PO3PaxyHKY BHIIEOIHCA-
HOTO KpUTEPit0, HEOOX1THO PO3IUIUTH BHOIPKY
Ha TECTOBY Ta HaBYAJIbHY:

1. TecroBa BHOipKa BUKOPUCTOBYETBHCS IS
nepeBipku orpuManoi moaem ANFIS. Mo-
nenb ANFIS He BUKOPUCTOBYE MLiJIBOBOT
03HaKW Mpu o0poOIl JaHUX, Mae mependa-
YUTH HOT0 BEIMYMHY, BUKOPHCTOBYIOUU
3HAYEeHHS 1HIMMX o3HakK. OTpumaHi Tpo-
THO3M  TOPIBHIOIOTBCS 3 pEATbHUMH
BIJIITOBIISIMU.
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2. HaByanpHa BuOipKa - Habip cOpMOBaHUX
JaHUX, SAKUM  T[OJaeThCsl  pa3oM 3
BixmoBiasamu Ha BXix moneni ANFIS B mpo-
1[eci HaBYaHHs, 3 METOI0 HAaBYMTH MOJEIb
BUSIBISITH 3B'A30K MiX C(HOPMOBAHUMHU
O3HaKaM¥ 1 IPaBUJIHHOIO BIIOBIIIO.
CdhopmoBanuii Habip AaHUX BKIIOYAE B

cebe mepenik BUMOT 10 iH(popMaliiHoi 0e3-

MEKH, MEeperiK 3aco0iB 3aXUCTY, aKTyaJbHUX

3arpo3 1H(opMarItiiHoi Oe3rexku B

po3MoAiNeHii cucteMi, 3podieHo ioro ¢popma-

TyBaHHS Ta TMEPETBOPEHHS, L0 JIO3BOJIUIIO

310paTH JuIe JoCTaTHI Ta HeoOXiaHI AaHi JJs

OIIHKA €(EeKTHUBHOCTI CHCTEMH 3aXHUCTy, IIIO,

3MEHIIYE KUIBKICTh TOMHJIOK EKCHEPTHHUX

OIIHOK, CKJIQIHICTh OOYMCIIOBAIHHOTO IIPO-

1ecy, MiJBUINYIOUN €()eKTUBHICTh 3aIPOIIOHO-

BaHOTO IMIXOY.

MeTtoa oniHKH OIHKH e()eKTUBHOCTI Oe3-
neky KoH(pineHUinHUX naHux iHdopmamiii-
HOI CHCTEeMH.

Ha tenepimHiii 9ac icHye BeJMKa KiJIbKIiCTh
HEHpO-HEUITKUX TiOpUAHUX MOJENeH, 10
BIJIPI3HSIOTHCSI MOXKJIMBOCTSIMH Ta apXITEKTY-
poro. Ha ocHOBI oTpuMaHUX pe3ysbTaTiB BUKO-
HaHOTO JIOCJIIPKEHHSI TIPOBEJICHO aHai3 MOJIe-
el 1 BU3HAYCHO OCHOBHI BIACTHBOCTI: 3a-
CTOCYBAaHHS PI3HHX ITIIXOMIB IO HABYAHHS MO-
JIelli; MOJKJIMBICTh aBTOMAaTH30BaHOTO (Hop-
MYyBaHHsI HA0OpY TIPAaBHIT; 3MiHA CTPYKTYPH MO-
Jeni TIOpUIHUX HEUPO-HEWITKUX Mojenei
HaBeneHi B Taou. 3.

Ha ocHOBI anamizy mnpoBeneHOro J0-
CJIIJDKEHHSI MoJiesieit 3po0JieH BUCHOBKH 1010
BUKOPHUCTAHHS TUITIB MOJIEIIEH JIJIsl CIEKTpa Po-
3B'A3yBaHUX 3aJad. Pe3ynbTaTu MpOBEAEHOTO
aHamizy HaBeneHi y Ta0xa. 4. 3 orpumaHux pe-
3yJIbTaTiB, MOXXJIUBO 3POOWTH BUCHOBOK, IIIO
JUISL BEPIIICHHS 3a7adi OIIHKK €()EeKTUBHOCTI
0e3reku KOH(IACHIIIHHNX JaHUX PO3MOILIECHOT
iH(pOopMaLiitHOT cCCTEMH JOLITBHO BUKOPUCTO-
ByBaTu Mojeinb ANFIS.

Jlnst po3poOKH METONy OIIIHKH €(peKTUBHO-
cTi Oe3mexku KOH(PIACHIIHHUX JaHUX PO3MOII-
neHoi iHpopMaIliitHOi cHCTeMU MPOBEICHO aHa-
ni3 mozeni mepexi ANFIS 3 anroputmamu He-
qiTKOrO BUBeAeHHS Mawmmaani, Takari-CyreHo-
Kanra, Banra-Mengens, Takari-Kanra. Me-
pexxi ANFIS npusnadeni, 30kpema, 1Jisi BUPi-
LIEHHS 3a1a4 OL[IHIOBAHHS.
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Taoauus 3. O6nacTb 3acTOCYBaHHA TOpUIHUX HEHPO-HEUITKUX MOAETEH

Table 3. Scope of application of hybrid neuro-fuzzy models

Nen/m | Mogens

O01acTh 3aCTOCYBaHHS

1 ANFIS

- CTpyKTypa 0a3u mpaBuil Ma€e OyTH BijjoMa 3a3/aJierijb;

- MapaMeTpH HaJaIITOBYIOTHCS B IIEPIIIOMY i OCTAHHLOMY IIApi;

- HABYaHHS B JBa €TallM: IMapaMeTPH MEepIIoro mapy (ikcoBaHi, BUKOPHCTO-
BYETKCS OITIHKA TTapaMeTPiB APYTOro Mapy; mapameTpu Ipyroro mapy ¢ikcoBaHi,
napaMeTpy TMepHIoro Iapy OIiHIOWThC anroputMoM RMSE  (3BopoTHOTrO
PO3MOBCIOJKCHHS! IIOMHJIKH).

2 NEFCON

- MOKJIMBICTh 1HIYKYBaHHS Ta ONTUMi3allil 0a3u IPaBuJI;
- JIHrBICTAYHI HEYITKI MOJEII.

3 NEFCLASS

- MOKJIUBICTB ONITUMI3alliil a3y MpaBuI;
- CTPYKTypa 0a3u mpaBmJI MOXKE 3MIHIOBATHUCSL.

4 FALCON - HaBYaHHSA y J[Ba €TaIld: HaBYaHHs 03 BUNTEIS; TapaMeTpHIHa ONTUMI3arlis (Me-
TOJI TPaJiEHTHOTO CITyCKY).
5 FUN - QITOPHUTM 3MiHHU MapaMeTpiB Ta mepeOyJ0BHU 3B'SI3KiB, PYHKIIS MPUHAIEKHOCTI

Ma€ BUIAJIKOBUHN XapakTep

Ta6auus 4. CriexTp po3B'si3yBaHUX 3a7a4 B 3aJICKHOCTI BiI TUITY MOJE1

Table 4. Spectrum of solvable problems depending on the type of model

Ne n/m Mogens CrexTp 3a1a4
1 NEFPROX, NEFCLASS IaTenekTyansHa 00poOKa Ta aHaNI3 JaHUX
2 NEFCLASS 3anmayi knacudikallii, IpUAHATTS pillleHb
3 ANFIS, NEFPROX, FBF AnpoxcuMalist HeJIiHIHHAX 3aJIeKHOCTEH
4 NEFCON, FUN, GARIC, ANFIS [HTeNeKTya bHE YIPaBIiHHS
5 NNDFR, ANFIS MopemroBaHHA
6 FAM, NEFPROX IIporHo3yBaHHA

Bugin cuctemu BiZmoBie HA0OPY HEUITKUX
npaBui if-then (sKI0-TO), SIKI MarOThH 3/1aT-
HICTb JI0 HABYAHHS alPOKCUMYBAaHHS HETIHIN-
HUX (QYHKIIH.

AnroputMm pob6otu mepexi ANFIS 3 anro-
putmom TSK (HewiTkoro BuBeneHHs Takaru-
Cyreno-Kanra) y 3ampomoHOBaHOMY METO/II
OILIIHKY €(DeKTUBHOCTI CUCTEMH 3aXUCTY JaHUX
MOJIsITae y peajizarlii HediTKo1 MO, 3aCHO-
BaHOI Ha npaBuiax (6)

3arpo3 iHdopmariiitHoi 6e3neku Ta IT-iHpa-
CTPYKTYpHU PO3MOAUICHUX CHUCTEM Oyio cdop-
MOBaHO 0a3y mpaBuj, (parMeHT Oa3u HaBe-
JIeHOo B TalIIL. 5.

B Tabn. 5 HaBeneHO: TEpPM-MHOXWHAMHU
3MIHHHX JIIHTBICTUYHUX € HacTymHi: C - Bin-
noBigae, YC - gactkoBo Bignosigae, L[C — B 1i-
JoMmy Biamnosinae, H - 3arposa neiitpanizoBaHa,
HH - 3arposa He He#TpanmizoBaHa, min - miHa
CUCTEMH 3aXHCTy MiHIMaJabHa, max - I[iHa CH-

R; :IFx; 1S4 AND...AND, ISA;; AND...AND,, IS4;,,, THEN

m?

(6)

m .
y=cp +Zj:1c4~/-xj,] =1,..,n

Ha migcraBi BUMOT Ta ITOKa3HUKIB MO0 3a-
XUCTY JAaHWX, TAKOXXK Ha MIJCTaBl aKTyaIbHUX
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CTeMH 3aXUCTy MakcuMaibHa. OmiHka edek-
tuBHOCTI J| — mocsraerwcs, HJ — HEe mocs-
Ta€ThCS.
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Tabauus 5. GparmenT 6a3u MpaBUII OLIHKK €()EKTUBHOCTI CUCTEMU 3aXUCTY

Table 5. Fragment of the base of rules for evaluating the effectiveness of the protection system

IF (IKII[O)
Bumorn no cucremu | 3arposa indopmauiiiHiii | Baprticts cuctemu THEN (TO)
3axucTy iHhopmarii Oesnerri 3aXHUCTY
AlL3C 31b. 01 H min EdexruBnicts C31 mocs-
raeThCsl
Al4 HC 31b. 02 HH max EdexruBnicts C3I He mocs-
TaeThCs
KJ.2 1IC 31b. ON HH min EdexruBnicts C3I He mocs-
TaeThCS

baza npaBw i1 peanizaiiii METOY OIIHKH
e(EeKTUBHOCTI CHCTEMH 3aXUCTy KOH(QiIeH-
MIMHUX JaHUX Ma€ HacTymHui BUrisiy (7):

110 JTO3BOJIUJIO B pOOOTI TOCATTH KPAIIOro pe-
3yNIbTaTy y MpOBEACHOMY nociimkeHHi. CTpy-
KTypa HEJITKOT HEHPOHHOT MPOIYKIIIHHOT Me-

R, : AI.1(C) AND3I5.01( H ) ANDCOST (MIN ) THENEVALSZI(1)

Ry : AI.1(C) AND3IE.01(H ) ANDCOST (MAX ) THENEVALSZI (/)

Ry : AI.1(C) AND3IB.01( HH ) ANDCOST (MIN \THENEVALSZI(HJ )
Ry : AI.1(C) AND3IE.01( HH ) ANDCOST (MAX )\ THENEVALSZI(HJT)
Rs: AI.1(L{C) AND3IF.01(H ) ANDCOST (MIN ) THENEVALSZI(JX)

R, : AL1(1JC) AND3IB.01( HH ) ANDCOST (MIN ) THENEVALSZI(HA) (1)
Ry : AI1(LJC) AND3IF.01( HH ) ANDCOST (MAX ) THENEVALSZI (H/])

(
(
(
( (
Rg: AI.1(LJC) AND3IB.01(H) ANDCOST (MAX ) THENEVALSZI(X)
( (
(
(

Ry : A1.1(4C) AND3IB.01( H ) ANDCOST (MIN ) THENEVALSZI ()

R, :K/.2(LIC)AND3IF.03( HH ) ANDCOST (MIN ) THENEVALSZI(H/])

Mepexa ANFIS y 3anponoHoBaHomy me-
TOJ1i 6a3y€eThCsl HA TIOJOKEHHAX 3aIIPOIIOHOBA-
HUX B MOJIEJTi BU3HAYCHHS aKTyaJIbHUX 3arpo3 0e3-
MeKu KOHQIJICHIIMHNX TaHuX B PO3MOJICHIN iH-
(dopmaniiiniit cucremi [3].

3a pesynpTaTaMyd OTPUMAHMX HENIHIHHUX
napaMmeTpiB Ta iX yTOYHEHHs, IpoIleC ajiarTa-
1111 HelpoHa 3aIyCKAETHCS 10 TUX IIip, TOKU HE
JOCATHE MMOBTOPEHHS Pe3yJIbTaTiB, AITOPUTM €
riOpuIHUM.

Oco0uBICTh pOOOTH ANTOPUTMY TIOJIATAE Y
PO3MOALNI eTamiB HaBYaHHA. Takuil anropuTm

HEYITKOTO BUBEJCHHS € HaleQeKTUBHIIINM,
SMART TECHNOLOGIES:
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pexi ANFIS 13 3acTocyBaHHSIM anrOpuTMy He-
giTKOro BuBeneHHs Takari-Cyreno-Kanra, Ha-
BeneHo Ha Puc. 1. 3a paxyHok aganTaritii mapa-
METpiB HEHPOHHOI Mepexki B poOOTi Baaiocs
JOCSITTA HaWMEHIIO1 CepeIHbOKBAIPATUYHOT
nommiika (RMSE) Ha BiiMiHY BiJl BIZIOMUX Me-
TOMIB OIIIHKK €(EKTUBHOCTI CHCTEM 3aXHUCTY
iHpopMmaii.

Merton oniHku edeKTHBHOCTI Oe3neKku
KOH(pieHUITHUX TaHUX Po3noailIeHol iHdo-
PMAaliifHOI CHCTEeMHU.
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Puc. 1. CtpykTypa HeuiTkoi HelipoHHOT npoaykuiiHoi Mepexi ANFIS i3 TSK

Fig. 1. Structure of fuzzy neural production network ANFIS with TSK

Jlnst BU3HAYCHHSI €(PEKTUBHOCTI 3amporio-
HOBAHOTO METOJy OIIIHKU €(EeKTUBHOCTI 6e3-
MEeKU JaHUX, HEOOX1THO PO3TIITHYTH aCIEeKTH
MPOYKIIIHOT HEYITKOI CHCTEMH JIOTIYHOTO
BUCHOBKY. HeuiTka moaykiiiiHa cuctema
JIOTIYHOTO BUCHOBKY TPEJCTABIISIE€ COOOI0 CH-
CTEMY, sIKa TIEBHIUM YMHOM BifoOpa)kae BXi/IHi
JaHl y BUXIJIHI 32 JOIIOMOTOK BUKOPUCTAaHHS
TPHOX OCHOBHUX  eTamiB:  (Qaszudikaris;
noriunuit BuBiz; Aedassudikarnis. Pormsayto
GyHKIIT TPUHANICKHOCTI TUIBKK (PiKCOBaHI,
K1 0OpaHi OBUTHHO IJISI MOJETIOBAHHS OLli-
HKH €(EKTUBHOCTI CHCTEMH 3aXHCTy JaHUX,
CTPYKTypa MpaBWJI SKUX BHU3HAUEHA EKCIep-
TOM THTEPIPETALIECI0 XapaKTEPUCTHK BUKOPH-
CTOBYBAHUX 3MIHHHX y MOJETI. Y NMEBHUX CU-
Tyalisix MOACTIOBAHHS CUCTEM 3aXUCTY HEMO-
MIJIUBO PO3PI3HUTH, SIK MAIOTh BHUTJISAATH, Ma-

I0YX BIAMOBITHUN HAOIp naHux, QyHKIIT mpu-
HAJIGKHOCTL. AJANTylO4d Ta aHaIi3ylouu
Hallp AaHUX U1 TIPOBEICHHS OIIHKU e]ek-
THBHOCTI CHCTEMH, HEMOJKJIHWBO BHU3HAYUTU
byHkii npuHanexHocTi. Helipo-aganTuHi
MPOYKIIITHI METOIY HaBYAaHHS HAJIAIOTh Me-
TOJM HEYITKOTO aJanTHBHOTO MOJEIIIOBAHHS,
110 JTO3BOJISIIOTH MPOBECTH aHaji3 iH(opmarii
npo Habopu gaHux. MeTton OOYHCIIIOE
BINOBIAHI TapamMeTpu (YHKIII HpUHAIEK-
HOCTI, IO JO3BOJSAIOTH CHCTEMi TIPO-
IOYKIIIITHOTO HEYITKOTO BUBOAY BIICTEKYBATH
JlaH1 BBEJICHHS-BUBE/ICHHS.

CrtpykTypa amanTUBHOI Mepexi moaioHOI
710 HEHPOHHOT MPOAYKIIIHHOT MEPEKi MOKE BH-
KOPUCTOBYBATHCS JAJISl 1HTEpIpeTanii BXOMdiB-
BHUXOJIIB, IO JIO3BOJIAE BiAOOpakaTw BXIimHI
JaHi 3 Ha0Opy JaHUX 3a JOTIOMOTOI0 BUKOPH-
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CTOBYBAaHUX (DYHKIIIH HMPUHAIEKHOCTI Ta MO-
B'S3aHUX TMapaMeTpiB, 1 TOTIM Ha OCHOBI
MOB'SI3aHUX MapaMeTpiB Ta BUXITHUX (YHKIIN
MIPUHAIKHOCTI 111 BUBEICHHS. [lapamerpw,
10 TMOB'sI3aHl 3 (PYHKIISIMH TPUHANIEKHOCTI,
aIanTyIOThCS Yy TpOIEeCci TpPOBEICHHS HaB-
YaHHS CUCTEMH. Ajanraiis Ta O0YHUCICHHS
nmapaMeTpiB  CHOPOINYETHCS  3aCTOCYBaHHSIM
BEKTOpa rpajaieHTa. BekTop rpaxaieHTa 3a6e3-
revyye Mipy, HaCKUIBKH J00Ope cucTema Ipo-
OYKIIIHHOTO HEYITKOTO BHUBOAY MOJIEIIOE
BHXIJIHI Ta BXiJIHI JaHl 3 HA0OpYy JaHUX Tapa-
MmeTpiB. Ilicnst oTpuMaHHs BEKTOpa rpaieHTa,
HaJajdl  3aCTOCOBYEThCS  NpOIEaypa  OII-
TUMi3alii JUIs HaJallTyBaHHS MapaMeTpiB
GyHKIIT TpUHAIEKHOCTI. 3a3HayeHa IpoIie-
Iypa TMpU3HAYeHa 3MEHIIUTH 3HAYCHHS Ce-
penHbokBaapaTuuHoi nomuiaku. RMSE Bu3Ha-
Ya€eThCSl CYMOIO KBaJpaTiB Pi3HULI MK Oaxa-
HUM Ta (GaKTHYHUM BHXOJOM. TakuM YHHOM,
HeoOXiqHIcTh BUKopucTaH-Hs Mepexi ANFIS,
a TakoX 11 e(eKTHBHICTb I TIPOBEICHHS
OLIHKA CHUCTeMM 3axucTy iHdopmauii crae
OYEBHIHOKO.

Hactynaum kpoxom npu o04HciIeHHi edek-
TUBHOCT1 METO/TY OITIHKH CUCTEMH 3aXHUCTY KO-
GbineHIITHIX TaHUX, € BU3SHAUCHHS aJITOPUTMY
HEYITKOro BUBOAY. Ha mizmcraBi mpoBeaeHUX
eKCIIePUMEHTIB, aHami3y IOCITiIKEeHb, MOXK-
JIUBO 3pOOWTH BUCHOBOK, 110 Mepexa ANFIS 3
JITOPUTMOM HEYITKOTO MPOIYKIIHHOTO BHC-
HoBky TSK (Takari-Cyreno-Kanra), mis
BUpIILICHHS 3aj]]a4 MPOBEJCHHS OLIHKU edek-

TUBHOCTI Oe3MeKn KOH(DIIeHIIHHUX TaHUX Po-
3MOIIIEHUX 1H(QOPMAIIHHUX CHUCTEM € HallKpa-
HIOIO.

SAkicTh 3ampOMOHOBAHOTO METOJY OIIHKH
€(eKTUBHOCTI CUCTEMH 3aXUCTY KOH(DiIEHITIH-
HUX JIaHHUX, TIOPIBHSIHO 3 ICHYIOUMMH METO-
JaMH, JOCATAEThCS HACTYITHUMH TOKa3HU-
KamMu: (piHAHCOBI BUTPATH MOXXYTh JOCSATTH
3MEHIIEHHSI BapTOCTI PO3POOIIOBAHOI CH-
creMu 3axucry iHpopmauii o 25%, edek-
THUBHICTb CUCTEMH 3aXUCTy focsrae 97%.

[TocraBneny 3amady, B MPOBEACHOMY J0-
CIIKEHH] M0N0 IMiIBHUINEHHS SKOCTI OIIHKH
€(hEeKTUBHOCTI CUCTEMH 3aXHUCTY PO3IMOIIICHOT
iHpOopMaLiiHOI CCTEMH MOXKHA BUPIIIYBaTH 3
BUKOPHCTAHHIM METOJIB Kiacudikarii, sKi
BUKOPUCTOBYIOTH Pi3HI MiAX0AW pearizallii Ta
MaTeMaTU4HI amapatu, NpoTe, e(PeKTUBHICTh
BUKOPUCTOBYBAaHUX METOJIIB 3aJEKHUTh BiJ
KOHKPETHOI 3ajadi, 10 BUPINIYEThCI. Y po-
00TI TpOBeNEHO TMOPIBHIBHUN aHall3 Me-
TOIB PO3B'sI3aHHS MOCTABJICHOI 3a/1a4l, OTPH-
MaHi pe3yabTaTu HaBeneHo B Tadu. 6.

B pobGoti mpoBeneHi €KCIIEpUMEHTH [10-
CIII/DKEHb POOOTH ICHYIOYMX METOJIB Ta 3a-
nponoHoBaHoro. OTpuUMaHHI  pe3yabTaTH
HaBezieHi y Tabun. 7. SIk mopiBHAJIbHA XapaKTe-
pHUCTHKA, TP TPOBEACHHI €KCIIEPUMEHTIB, BU-
KOPHUCTOBYBAJIaCS TOYHICTh BU3HAYCHHS J0O-
CSKHOCTI/HE JOCSIKHOCTI €(EeKTUBHOCTI CH-
CTEMH 3aXHUCTY PO3MOAUICHOI 1H(opMariitHOl
cucTeMu (TOYHICTb KiIacudikarii).

Tabauus 6. [lopiBHUTBHHI aHAII3 METO/IB JJISI BUPIIICHHS IMOCTABJIEHOT 3a1a4i

Table 6. Comparative analysis of methods for solving the given problem

Meton IlepeBaru

Henouaixkn

Merton baiieca
(Naive Bayes, NB) MEHTHOTI'O HaBYaHHS.

IBuakomist Meromy. Ilianrpumka iHKpe- | BimHOCHO HW3BKa SKICTh Kia-

cudikarii;

Meton  k-nanbmmx | [IpoctoTa peanizarii.
qux cyciniB (KNN)
11T HeOoOX1JHY 3a/1ady.

OmparpoBaHa TeopeTHdHa 0aza. AjanTarisi | y pealbHUX 3amadax. 1pyna-

HepmocratHs mpomyKTHBHI-CTh

HOIIII B HA0OpIi Bar.

Merton onopHux Bek- | ExkBiBaneHTHa aABomapoBa HelpoHHa Me- | HemoxmuBicTh KamiOpyBa-HHS
TOpiB peska- MpocToTa pearizamii

MnonaJjaHHA y Kjiac

Merton nepes pimreHb | Bucoka mpoayKTHBHICTE HaBYaHHS Ta Tpo- | [Ipobiiema OTpWMaHHS OITH-
rHO3yBaHHS. J[03BOJIsIE MPAIIOBa-TH 3 BENU- | MAIILHOTO JIepeBa pillieHb
KM 00’ eoM iHdopMarii
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Tadauus 7. Pe3ynbTaTi MOPIBHSUIBHOTO aHAIIZY

Table 7. Results of comparative analysis

HaiBuuit | Meron k- Hepesa | JlorictiuHa 3anpomnoHoBaHUH
Baiiec Haii0- pileHb perpecis METOJ Ha OCHOBI
JIKYNX ANFIS
CycCiJliB
TounicTh
% 86,7 70,4 92,1 93,6 97,2
Ha Puc. 2 naBeneno rpadik mopiBHsUIBHOTO 3amMadyi 'y poOOTI TpH TMPOBEACHHI JI0-
aHaJi3y METO/IB I BUPIMICHHS ITOCTABICHOT CJTiJKSHHS.

100

TlopiBHANEHMIT aHAMI3 METO/IIB

Merton k-
HaOmDKIIX
cycimiB

Puc. 2. I'padix mopiBHAIEHOTO aHANi3y METOIIB

Fig. 2. Schedule of comparative analysis of methods

JHepesa JloricTimaHa 3anponoHoBaHMIT
piIIeHb perpecis METOJ] Ha
ocHoBl ANFIS

Ta6auus 8. AHani3 OIiHKY €PEKTUBHOCTI 3aIIPOIIOHOBAHOTO METOIY

Table 8. Analysis of the effectiveness of the proposed method

Ioka3Huk IcHyroui meToam 3anponoHOBaHUI MeTO
RMSE 0,022-0,214 0,012-0,017
EdexTuBHicTh crucTeMu 85,6% 97,2%
3aXUCTy
Bapricts cuctemu 3HIKEHH: 10 15% 3HIKeHHs 10 30%

CepenHbOKBaipaTUYHA TOMUJIKA 3a-

IMPOIMMOHOBAHOI'O

METO1y,

OOUYMCIIIOETBCS 32

1 X ~\2
gopmynoro: RMSE = —Z(y,——yi), e
NS

30

Yi»; - Ha0OpH NaHMX (IEPEBIPKYU, HABYAHHSA).

I'padiku

nopiBHsHHsI RMSE Binomux Tta 3a-

HPOIIOHOBAHOTO METO/Y Ha 3aIaHOMY IHTEp-
BaJIi mpescTasieHi Ha Puc. 3.
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CepemupokBagpatuaaa mommika (RMSE) Bimomux
1 3aIIPOPOHOBAHOIO METO/I1B Ha 3aJJaHOMY 1HTEpBaJIl

0,25

0,2

0,15

0,1

0,05

!

1 2

5 4 5

Puc. 3. I'padik nopisussaass RMSE Ha 3agaHomy iHTepBaii

Fig. 3. Comparison chart of RMSE at the given interval

CepennbokBaaparnyHa nomuika RMSE no-
carae 3gayeHHs B gianasoni 0,012-0,017, € no-
KaJIbHUM MIHIMYMOM Ha 33JJaHOMY iHTepBaJIi Ta
J03BOJIsSI€E TOBCCTH BUKOHAHHS HOCTaBHeHOI B
pOOOTI JOCIIHKEHH] 3a/1a4i.

BHUCHOBKU

VY po0oTi BU3HAYEHO JOCTaTHI Ta HEOOX1aH1
MOKA3HUKH, 3alpOTOHOBAHO METON OIIHKHU
e(heKTUBHOCTI Oe3nekn KOH(IACHIIINHUX [a-
HUX pO3MOiTIeHOT iH(popMaLiiHOI cHCTeMH, 3a-
CHOBaHWU Ha MPOAYKIINHIN, afanTUBHINA HEM-
POHHI HEWITKii CUCTEeMI Ta aJITOPUTMI HEYiT-
koro BuBeneHHs 1SK (Takari-Cyreno-Kanra),
Ha BIAMIHY BiJ BiJOMHUX, TO3BOJISIE OCSTATH
MeHIoro 3HadyeHHs RMSE -cepennbokBaapa-
TUYHOT IOMHJIKA POOOTH CUCTEMH 3aXHCTY, Ti-
JBUIYE e(DEKTUBHICTH MPOBEJACHHS OI[IHKH CH-
creMu 10 97%, 110 Ha

15% BuIEe MOPIBHAHO 3 BiIOMUMH, (piHAH-
COB1 BUTpPATH HA CTBOPEHHS CHUCTEMH 3aXHCTY
JAHUX JTO3BOJISIFOTH JOCSATATH 3MEHIIICHHS Bap-
TOCT1 po3pobku cucremu 10 30%.

3anponoHOBaHUN METOJI OLIIHKH €(QEeKTHB-
HOCTI JI03BOJIAIOTH BJIACHUKAM CHUCTEM aBTOMa-
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TUYHO OIIHIOBAaTH €()EKTUBHICTh CHCTEMH 3a-
XHUCTY y PEKUMI PeabHOTO Yacy Ha BCIX eTa-
nax MPOBEACHHS KUTTEBOTO IHKIY CHCTEMH,
10 JI03BOJISIE, TIPU I[LOMY, CBOEYACHO BHECTH
KOPUTYBaHHS 710 MPOEKTHUX PIillIeHb CUCTEMHU
3axXHCTy JUISL HeHTpatizalii akTyalbHUX 3arpo3
iH(dopmartiiiHii Oe3rnerni Ta BUKOHAHHS BHMOT
1010 3aXHCTY iH(OpMAIlii, TAKOXK BPaXOBYIOUH
(dinancoBy ckianoBy. Cimia 3a3HAYUTH, IO TS
3aMpOIOHOBAHOTO METOJY, TTOKA3HUKH OI[IHKU
€(hEeKTUBHOCTI MOXYTh OyTH 3MiHEHI 3aJIE)KHO
BiJl MOTpeO Ta IiJIeH BIaCHUKA CUCTEMH Y TIPO-
BEJICHHI OIIHKKA €()EKTUBHOCTI CUCTEMHU 3aXH-
CTy.
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Sumskyi

The method of assessing the effectiveness of the
security of confidential data of the distributed
information system

Serhii Lienkov, Volodymyr Dzhuliy, Thor Muliar,

Abstract. The paper proposes a method of as-
sessing the effectiveness of the security of confiden-
tial data of a distributed information system, based
on a model for determining the current threats to the
security of confidential data in the information sys-
tem, on algorithms of fuzzy inference and the theory
of fuzzy neural systems, unlike known ones, it uses
sufficient and necessary indicators, excludes expert
errors , increases the detection of actual threats to
the security of confidential information system data
by 5%, reduces the cost of purchasing information
protection tools from 15 to 30%. It takes into ac-
count the following factors: the IT infrastructure of
the distributed information system, the capabilities
of attackers and their level of motivation in the in-
formation system.

The proposed approach differs from existing
ones by an automated process, the need to involve
highly qualified specialists in the field of infor-
mation security, and low computational complexity;
absence of deficiencies in expert assessments; al-
lows you to determine the list of current information
security threats in information systems of various
classes and types.

The task of ensuring the security of confidential
data is urgent, which is due to the growth of com-
puter attacks and leaks of information, which are re-
flected in the statistical data on the commission of
crimes in the field of high technologies, the growth
of criminal activity using modern communication
devices and the Internet.
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The existing methods of identifying current
threats to information security and assessing the ef-
fectiveness of the security of confidential data can-
not be used at all stages of the life cycle of distrib-
uted information systems, they do not take into ac-
count the following indicators in the complex: IT
infrastructure of distributed systems, current threats
to information security, security requirements of
confidential data, their cost as important indicators
when solving these problems.

One of the most important tasks of ensuring the
security of confidential data is the evaluation of the
effectiveness of the protection system. In this
regard, the goal of the research is to improve the
quality of the assessment of the effectiveness of the
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security of confidential data of a distributed
information system by determining sufficient and
necessary indicators using modern information
technologies, which allow the most effective
solution of the following tasks: determining the
parameters of the adaptive production fuzzy neural
systems, which most suitable for solving the tasks,
the application of Data Science technologies in data
processing, algorithms of fuzzy output.

Keywords: method, information security, dis-
tributed information systems, vulnerabilities, at-
tacks, confidential data.
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Abstract. The rapid evolution of
telecommunications technology from 3G to 5G has
profoundly impacted the landscape of smart
technology and information systems. This
systematic review examines the association
between these technologies, focusing on the
transformative  effects of advancements in
telecommunications. We explore the integration of
information  systems with smart devices,
highlighting  how  each  generation  of
telecommunications technology has enhanced
connectivity and enabled more sophisticated
applications across various sectors. Key areas of
focus include healthcare, transportation, and
industrial automation. In healthcare, advancements
have facilitated remote patient monitoring,
telemedicine, and wearable health devices. In
transportation, the evolution from GPS-based
navigation to real-time traffic management and
autonomous vehicles is discussed. In industrial
automation, the role of smart sensors and IoT
devices in predictive maintenance and process
optimization is analyzed. This review synthesizes
existing literature, providing a comprehensive
understanding of how the progression from 3G to
5G has driven innovation and efficiency in these
fields. Methodologically, we adhered to PRISMA
guidelines, conducting a thorough search of
academic databases to identify relevant studies. Our
findings underscore the significant impact of each
telecommunications generation on the development
and implementation of smart technology and
information systems. The transition to 5G, in
particular, represents a transformative leap, offering
unprecedented data speeds, ultra-low latency, and
massive connectivity. This review concludes by
discussing future perspectives and the potential for
further advancements in telecommunications to
enhance the integration of information systems with
smart technology. By providing a detailed overview,
this study contributes to the understanding of the
dynamic relationship between telecommunications
advancements and smart technology development.
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INTRODUCTION

The convergence of telecommunications
technology and information systems has played
a pivotal role in the swift progress of smart
technology. In the last twenty years, the shift
from 3G to 5G has enhanced the velocity and
dependability of data transfer and facilitated the
widespread use of intelligent devices and the
Internet of Things (IoT). This progression has
radically  revolutionized multiple areas,
including healthcare, transportation, and
industrial automation, by establishing the
foundation for more advanced and networked
systems

During the early 2000s, the advent of 3G
technology  represented a  substantial
advancement over the previous 2G period since
it brought about faster data transmission speeds
and improved connectivity. This progress
enabled the rise of early intelligent gadgets and
fundamental Internet of Things (IoT)
applications, paving the way for future
technological advancements. The incorporation
of information systems with 3G technology
facilitated the development of novel
applications such as mobile health monitoring
systems, enabling the remote monitoring of
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patient health indicators, and early smart grids,
which started improving the efficiency of
energy distribution networks. During this time,
notable research endeavors were aimed at
enhancing communication performance. One
such effort was investigating the performance
of underwater channels utilizing Polar Code-
OFDM models, as demonstrated in [1].

The advent of 4G technology ushered in
significant improvements in data speed and
network stability. During this period,
sophisticated smart gadgets and information
systems that rely on cloud technology
significantly increased [2]. 4G networks, with
their enhanced capacity and reduced latency,
facilitated the implementation of real-time
telemedicine, enabling healthcare providers to
deliver remote consultations and monitor
patients with greater efficiency. 4G technology
in the transportation industry enabled the
creation of advanced transportation systems
capable of real-time traffic management,
resulting in reduced congestion and enhanced
safety. In addition, 4G technology facilitated
the implementation of advanced smart home
solutions, allowing for the seamless integration
of several devices and systems to boost home
automation. Research on the capacity, spectral,
and energy efficiency of OMA and NOMA
systems emphasizes the continuous endeavors
to optimize these networks [3].

With the advent of 5G, the capabilities of
telecommunications technology have grown
enormously. 5G provides unparalleled data
rates, extremely low latency, and the ability to
connect many devices simultaneously. The
profound advancement has  substantial
ramifications for infusing information systems
with intelligent technologies. 5G technology in
the healthcare industry facilitates remote
robotic surgery and real-time health monitoring
with enhanced accuracy and dependability.
Autonomous vehicles, a key feature of
intelligent transportation, need the robust and
reliable connectivity offered by 5G to operate
smoothly. 5G enables the implementation of
intelligent sensors and Internet of Things (IoT)
devices in industrial automation, facilitating
real-time  monitoring  and  predictive
maintenance. This results in enhanced
efficiency and minimized periods of inactivity.
The assessment of NB-IoT in LTE networks for
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improved IoT connectivity underscores the
significance of advanced telecommunications
in facilitating IoT applications [4].

The correlation between information
systems and smart technology is crucial in
comprehending the broader ramifications of
telecommunications breakthroughs.
Information systems are the fundamental
infrastructure that enables the functioning of
intelligent technologies by managing the
collection, processing, storage, and distribution
of information. Incorporating these systems
into sophisticated telecommunications
networks facilitates the smooth transmission of
data among devices, enabling the development
of more intelligent and agile applications. The
integration is most apparent in the Internet of
Things (IoT), where interconnected gadgets
communicate and exchange data to enhance
different operations. Using drones in marine
communications  has  introduced  fresh
opportunities for immediate monitoring and
data acquisition in demanding settings [5].

Incorporating information systems with
intelligent technologies in the healthcare
industry has resulted in notable progress in
patient care. Wearable health gadgets,
connected through telecommunications
networks, offer uninterrupted monitoring of
vital signs and can promptly notify healthcare
providers of potential problems. Telemedicine
platforms, facilitated by  sophisticated
information systems, allow for remote
consultations and diagnostics, enhancing the
availability of healthcare services and
decreasing the necessity for in-person visits.
The shift from 3G to 5G has improved these
functionalities, providing increased
dependability and velocity in data transfer. The
use of drones in the field of communications
and the Internet has been acknowledged for its
contribution to improving data management
and connection in healthcare applications [6].

Intelligent technologies and information
systems have fundamentally transformed the
management and navigation of transportation
traffic. Intelligent transportation systems
employ up-to-the-minute data to enhance traffic
efficiency, alleviate congestion, and enhance
safety. Autonomous vehicles, which depend on
uninterrupted  connectivity ~with  nearby
infrastructure and other vehicles, are becoming
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feasible with 5G technology. These vehicles
utilize sophisticated sensors and information
systems to navigate and make judgments,
aiming to decrease accidents and enhance
roadways. An instance of how integrated
systems can improve navigation and safety is
using an Arduino-based GPS automobile
tracker on Google Maps [7].

The integration of intelligent technologies
and information systems has had a profound
impact on industrial automation. Integrated
with the Internet of Things (IoT) devices and
sensors, smart factories can continuously
monitor production processes in real-time and
make necessary adjustments to maximize
performance. Predictive maintenance systems
utilize data from these devices to forecast
equipment malfunctions and plan repair,
thereby minimizing operational interruptions
and enhancing efficiency. 5G networks offer
fast connectivity and no delay, allowing these
systems to function more efficiently and giving
the manufacturing industry a competitive edge.
The research on the influence of digitalization
in enhancing accountability and efficiency in
public services emphasizes the broader effects
of these technologies on many sectors [8].

This systematic review thoroughly evaluates
the correlation between information systems
and intelligent technologies spanning from the
3G to the 5G era. Through the synthesis of
current research, we will examine the
significant advancements, uses, and
consequences of this correlation in many fields.
We emphasize the significant influence of
telecommunications improvements on merging
information ~ systems  with  intelligent
technology, providing valuable insights into
present trends and future possibilities. The
comprehensive investigation into various
subjects, such as the incorporation of machine
learning in environmental DNA metabarcoding
to enhance biodiversity assessment [9] and the
examination of techniques to enhance energy
efficiency in digital broadcasting [10],
showcases the extensive possibilities and range
of these advancements. Additional research,
such as the development of a structured
approach to controlling the movement of data
on LTE networks [11], the planning of LTE EPS
network capacity with traffic that exhibits self-
similarity [12], and the creation of models to
SMART TECHNOLOGIES:
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analyze the performance of LTE EPS networks
with self-similar traffic [13], enhances our
comprehension of the technical foundations of
these technologies. Furthermore, the utilization
of unmanned aerial vehicles in the realm of
telecommunications and IoT [14], as well as the
significance of cybersecurity in marine
communications [15], underscore the diverse
range of applications and consequences of
advancements in telecommunications in
contemporary technology.

METHODS

This systematic review follows the Preferred
Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) guidelines to ensure
a transparent and comprehensive approach to
identifying, selecting, and synthesizing relevant
literature on the association between
information systems and smart technology from
the 3G to 5G eras. The methodology is detailed
in the following subsections: search strategy,
inclusion and exclusion criteria, data extraction,
and quality assessment.

Search Strategy

A comprehensive search of academic
databases was conducted to identify studies
published between 2000 and 2023. The
databases searched included IEEE Xplore,
Scopus, Google Scholar, and PubMed. The
search strategy employed a combination of
keywords and Boolean operators to ensure a
broad yet focused retrieval of relevant
literature. The primary search strings used
were:

e ("Information Systems" AND "Smart
Technology" AND "3G");

¢ ("Information Systems" AND "Smart
Technology" AND "4G");

¢ ("Information Systems" AND "Smart

Technology" AND "5G");

e ("Telecommunications" AND "IoT" AND

"Smart Devices").

Additionally, we performed manual searches
of reference lists from key articles to identify
any further relevant studies that may have been
missed in the database search. This iterative
approach ensured the inclusion of a
comprehensive set of articles relevant to the
review's objectives.
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Inclusion and Exclusion Criteria

To ensure the relevance and quality of the
included studies, we established clear inclusion
and exclusion criteria.
Inclusion criteria:

a) Studies published between 2000 and
2023.

b) Peer-reviewed journal articles and
conference papers.

c¢) Studies focusing on the integration of
information  systems  with  smart
technology in the context of 3G, 4G, or
5G telecommunications.

d) Articles written in English.

e) Studies providing empirical data,
theoretical analysis, or comprehensive
reviews relevant to the topic.

Exclusion criteria:

a) Non-English language articles.

b) Conference abstracts, editorial notes,
and opinion pieces without empirical
data or substantial theoretical analysis.

c) Studies not directly related to the
integration of information systems and
smart technology in
telecommunications.

d) Articles focused solely on technical
aspects of telecommunications without
addressing their implications for smart
technology and information systems.

Data Extraction

Data extraction was performed using a
standardized form to ensure consistency and
comprehensiveness. The form captured the
following information for each included study:

a) Author(s) and year of publication.

b) Title and journal/conference.

c) Study objectives and

questions.

d) Methodology and study design.

e) Key findings and results.

f) Sector of application (e.g., healthcare,

transportation, industrial automation).

g) Implications and conclusions.

Two independent reviewers conducted the
data extraction process to minimize bias and
errors. Discrepancies between reviewers were
resolved through discussion and consensus,
ensuring the reliability of the extracted data.
Quality Assessment

The quality of the included studies was

assessed using the Critical Appraisal Skills
38
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Programme (CASP) checklist for systematic
reviews. This checklist evaluates studies based
on their methodology, sample size, validity,
relevance, and overall contribution to the
research question. Each study was scored on the
following criteria:

a) Clear statement of aims.

b) Appropriate methodology.

c) Validity of the results.

d) Relevance to the review's objectives.

e) Overall contribution to understanding
the association between information
systems and smart technology in the context
of telecommunications.

Studies were categorized as high, medium, or
low quality based on their scores. High-quality
studies provided robust evidence and clear
conclusions, while medium-quality studies had
minor methodological issues but were still
valuable. Low-quality studies had significant
limitations and were considered less reliable.

Synthesis of Results

The results from the included studies were
synthesized using a thematic analysis approach.
This involved identifying key themes and
patterns related to the integration of
information systems with smart technology
across different generations of
telecommunications. The synthesis focused on
understanding how each generation (3G, 4G,
and 5G) has impacted various sectors,
highlighting advancements, challenges, and
future prospects.

By following this methodology, this
systematic review aims to provide a
comprehensive and reliable analysis of the
association between information systems and
smart technology from the 3G to 5G eras,
offering  valuable insights into  the
transformative impact of telecommunications
advancements.

RESULTS

This findings from the systematic review,
highlighting key themes and patterns related to
the integration of information systems with
smart technology across different generations
of telecommunications technology (3G, 4G,
and 5@G). The results are summarized in a
comprehensive table, which provides an
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overview of the key studies, their healthcare, transportation, and industrial
methodologies, and their main findings. automation.
Overview of Included Studies
A total of 44 studies were included in the
review, covering a range of applications in

Table 1. Key Characteristics and Findings of These Studies

Reference Findings

Abdulameer et al. [1] Significant improvement in underwater communication efficiency.

Enhanced IoT connectivity within LTE networks, highlighting NB-

1oT's potential.

OMA and NOMA systems show varying efficiencies; NOMA

outperforms in specific scenarios.

Effective and low-cost GPS tracking solution using Arduino

integrated with Google Maps.

Machine learning significantly enhances biodiversity assessment

accuracy and efficiency.

Omar et al. [8] Digitalization improves public service accountability and efficiency.

Qasim et al. [15] Cybersecurity is crucial for protecting marine communication
systems from cyber threats.

Drones enhance real-time monitoring and communication in marine

environments.

Improved management and optimization of traffic flows in LTE

networks.

Enhanced security measures for e-voting systems, increasing

reliability and trust.

Self-similar traffic modeling improves LTE EPS network

performance.

Cybersecurity is essential in modern military operations, protecting

critical infrastructures.

Wireless power transfer technologies show promising applications

in various fields.

GNB-IoT in 5G enhances UAV traffic control, improving efficiency

and safety.

Drones play a significant role in advancing telecommunications and

internet services.

CAM models provide accurate metamerism estimates in video

transmission, enhancing visual quality.

OFDM signals significantly reduce interchannel interference,

improving telecommunication efficiency.

Polar coded OFDM improves underwater channel performance,

enhancing data transmission.

Dimensional code in Optical-CDMA enhances multi-mode fiber

communication efficiency.

Identifying key personnel reduces management risks and enhances

organizational stability.

Conceptual models aid in the optimization and planning of mobile

communication networks.

Regression methods provide accurate forecasts for

telecommunication network states.

Efficient color temperature transformations improve image

processing in telecommunications.

Qasim et al. [2]

Salih et al. [3]

Jawad et al. [7]

Rahim et al. [9]

Qasim et al. [5]

Qasim et al. [11]

Qasim et al. [2]

Qasim et al. [16]

Qasim & Fatah [17]

Jawad et al. [18]

Qasim et al. [14]

Qasim & Nataliia [6]

Jawad et al. [19]

Makarenko et al. [20]

Mahmood et al. [21]

Ghazi et al. [22]

Khlaponin et al. [23]

Qasim et al. [24]

Mohialdeen et al. [25]

Qasim & Pyliavskyi [26]
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Reference

Findings

Hashim et al. [27]

Advanced color correction techniques enhance image transmission
quality.

Qasim et al. [28]

Test materials improve the assessment and quality control of
broadcasting video paths.

Hashim et al. [29]

Innovative test signals enhance the accuracy and reliability of
multimedia assessments.

Qasim et al. [30]

Improved methods enhance the energy efficiency of digital
broadcasting systems.

Nameer et al.[13, 16]

Self-similar traffic modeling enhances LTE EPS network
performance analysis.

Ageyev et al. [31]

Effective traffic aggregation and planning improve EPS network
performance.

Qasim et al. [32]

UAVs enhance telecommunications and IoT applications through
improved connectivity and data collection.

Ageyev et al. [33]

The optimization model enhances LTE RAN planning, leading to
increased operator profits.

Mushtaq et al. [34]

2D-DWT and FFT OFDM systems show differing efficiencies in
handling fading AWGN channels, with 2D-DWT offering specific
advantages.

Nameer [16]

Methods for determining self-similar traffic parameters improve
EPS network planning and efficiency.

Alnuaemy [35]

Neuro-linguistic programming proves effective for the rehabilitation
of servicemen, enhancing psychological recovery.

Sieliukov et al. [24]

The conceptual model aids in understanding and optimizing mobile
communication networks.

Qasim et al. [14]

GNB-IoT in 5G significantly improves UAV traffic control,
enhancing efficiency and operational safety.

Jawad et al. [18]

UAVs have diverse applications, offering significant advantages in
various fields including surveillance and data collection.

Qasim et al. [36]

LTE technology shows promising prospects for supporting loT
applications, enhancing connectivity and data exchange.

Qasim et al. [37]

Effective multi-period planning maximizes operator profits and
optimizes LTE RAN services.

Jawad et al. [38]

Near Field WPT technology offers efficient charging solutions for
smart devices in loT applications.

Qasim et al. [39]

VOIP networks for IMS show superior performance compared to
traditional technologies, enhancing communication efficiency.

Qasim et al. [13]

Mathematical models enhance optimal planning and performance of
LTE subnetworks.

Qasim & Pyliavskyi [28]

Advanced test materials improve the quality and assessment of
broadcasting video paths.

Cybersecurity plays a crucial role in protecting military

Fatah & Qasim [40] infrastructures and operations from cyber threats.
The evolution from 3G to 5G has progressively
KEY THEMES AND FINDINGS enhanced the capabilities of remote patient
monitoring, telemedicine, and wearable health
Healthcare devices. Key findings include:

The integration of information systems
with smart technology in the healthcare sector
has seen significant advancements across all
generations of telecommunications technology.

40

e 3G Era: Initial remote health
monitoring systems improved early
detection of health issues.
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e 4G Era: Real-time telemedicine
became feasible, enhancing remote
diagnostics and consultations.

e 5G Era: Ultra-low latency and high
reliability enabled remote robotic
surgery and  continuous  health
monitoring with wearable devices.

Transportation

Smart transportation systems have
benefited immensely from advancements in
telecommunications technology. Each
generation has brought about significant
improvements in  traffic = management,
navigation, and the feasibility of autonomous
vehicles. Key findings include:

e 3G Era: GPS-based navigation systems
improved route planning and traffic
management.

e 4G Era: Real-time traffic management
systems reduced congestion and
improved safety.

e 5G Era: Autonomous vehicles became

feasible, supported by real-time
communication and decision-making
capabilities.

Industrial Automation

The industrial sector has seen dramatic
improvements in automation and efficiency
with the integration of smart technology and
information systems, particularly with the
advent of 4G and 5G. Key findings include:
e 3G Era: Early smart grid
implementations  improved  energy
distribution efficiency.
e 4G Era: Smart sensors and IoT devices
enhanced real-time monitoring and
process optimization.
e 5G Era: Real-time monitoring and
predictive  maintenance in  smart
factories increased efficiency and
reduced downtime.
Sectoral impications

The implications of integrating information
systems with smart technology across various
sectors are profound. In healthcare, the continuous
evolution from 3G to 5G has resulted in more
reliable and efficient patient care solutions. In
transportation, the advancements have led to safer,
more efficient, and potentially autonomous
transportation systems. Industrial automation has
benefited from increased operational efficiency and
reduced downtime, thanks to real-time monitoring
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and predictive maintenance enabled by 5G
technology.
Future prospects

Looking forward, the ongoing evolution of
telecommunications technology is expected to
further enhance the integration of information
systems with smart technology. Future research
should focus on exploring the potential of
emerging technologies such as 6G and their
implications for various sectors. The continued
development of smart technology will likely
bring about even more sophisticated
applications, driving further innovation and
efficiency.

DISCUSSION

The systematic review highlights the
significant impact of telecommunications
advancements on the integration of information
systems with smart technology, illustrating how
the progression from 3G to 5G has transformed
various  sectors. Each  generation of
telecommunications technology has brought
about unique capabilities that have enabled
more sophisticated and interconnected systems,
particularly in healthcare, transportation, and
industrial automation. The discussion delves
into these transformative effects, challenges
faced, and future prospects.

In healthcare, the transition from 3G to 5G
has facilitated substantial advancements in
patient care. The initial integration of 3G
technology allowed for the development of
mobile health monitoring systems, enabling
remote tracking of patient health metrics. This
early innovation laid the groundwork for more
advanced applications. With 4G technology,
real-time telemedicine became feasible,
enhancing the ability of healthcare providers to
offer remote consultations and diagnostics. The
increased bandwidth and lower latency of 4G
networks allowed for more reliable and faster
data transmission, improving the overall quality
of remote healthcare services. The advent of 5G
has further revolutionized healthcare by
enabling applications such as remote robotic
surgery and continuous health monitoring with
wearable devices. The ultra-low latency and
high reliability of 5G networks ensure that
critical health data is transmitted in real time,
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enhancing the precision and effectiveness of
remote medical interventions.

In the transportation sector, each
generation of telecommunications technology
has contributed to safer and more efficient
systems. The introduction of 3G technology
improved the accuracy and reliability of GPS-
based navigation systems, facilitating better
route planning and traffic management [7],
[11]. As 4G technology became prevalent,
intelligent transportation systems emerged,
utilizing real-time data to optimize traffic flow
and reduce congestion. These systems
enhanced the safety and efficiency of
transportation networks by providing real-time
updates and enabling more effective traffic
management. The transformative leap to 5G has
made the concept of autonomous vehicles more
viable. The high-speed connectivity and ultra-
low latency of 5G networks are crucial for the
real-time communication and decision-making
required for autonomous driving. This
technology allows vehicles to communicate
with each other and with surrounding
infrastructure, significantly improving road
safety and traffic efficiency.

Industrial automation has also seen
dramatic improvements with the evolution of
telecommunications technology. The early
stages of smart grid implementation during the
3G era enhanced energy distribution efficiency,
marking the beginning of more automated
industrial processes. With 4G technology, smart
sensors and IoT devices became integral to
industrial operations, providing real-time
monitoring and enabling process optimization.
These advancements led to increased efficiency
and reduced operational costs. The deployment
of 5G technology has further advanced
industrial automation by supporting real-time
monitoring and predictive maintenance in smart
factories. The ability to collect and analyze data
in real time allows for proactive maintenance,
reducing downtime and improving overall
productivity.

Despite these advancements, several
challenges persist. The integration of
information systems with smart technology
requires significant investment in infrastructure
and ongoing maintenance. Ensuring the
security and privacy of data transmitted across
these networks is a critical concern, particularly
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in sectors like healthcare where sensitive
information is involved. Additionally, the rapid
pace of technological change necessitates
continuous adaptation and upgrades, posing a
challenge for organizations to stay current with
the latest advancements.

Looking  ahead, the future of
telecommunications and smart technology
integration appears promising. The potential
development of 6G technology and beyond is
expected to bring even greater capabilities,
including higher data speeds, lower latency, and
more extensive connectivity. These
advancements could enable new applications
and further enhance existing ones, driving
innovation across various sectors. Future
research should focus on exploring these
emerging technologies and their implications,
as well as addressing the challenges of security,
privacy, and infrastructure investment.

The systematic review underscores the
transformative impact of telecommunications
advancements on the integration of information
systems with smart technology. From 3G to 5G,
each generation has enabled new capabilities
and applications, revolutionizing healthcare,
transportation, and industrial automation.
While challenges remain, the continued
evolution of telecommunications technology
holds great promise for further enhancing the
integration and effectiveness of smart systems,
driving innovation and efficiency in the future.

Several studies have contributed to our
understanding of these developments. For
example, Alnuaemy [35] discusses the
peculiarities of using  neuro-linguistic
programming for the rehabilitation of
servicemen who were in armed conflict. Jawad,
Al-Aameri, and Qasim (2023) explore
emerging technologies and applications of
wireless power transfer, highlighting their
potential in various fields. Fatah et al. [41]
provide a systematic review and meta-analysis
of the latest evidence on online shopping
intensity, shedding light on consumer behavior
in the digital age .

Makarenko et al. [20] address the issue of
interchannel interference in telecommunication
systems, proposing solutions to enhance signal
transmission efficiency using OFDM signals.
Jawad, Qasim, and Pyliavskyi [19] compare
metamerism estimates in video paths using
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CAM's models, contributing to improved video
transmission quality . Sieliukov, Qasim, and
Khlaponin (2022) present a conceptual model
of the mobile communication network, which
aids in the optimization and planning of such
networks [24].

The application of unmanned aerial
vehicles (UAVs) in various sectors has also
been explored extensively. Jawad et al. [42]
discuss the basics of UAV applications,
highlighting their diverse roles in fields such as
surveillance and data collection . Qasim and
Fatah [17] examine the role of cybersecurity in
military wars, emphasizing the importance of
protecting  critical  infrastructures  and
operations from cyber threats.

Further studies focus on advanced wireless
technologies. Jawad et al. [38] investigate near-
field wireless power transfer (WPT) charging
for smart devices based on IoT applications,
showcasing the potential for efficient and
wireless energy solutions . Hashim, Jawad, and
Yu (analyze the state and prospects of LTE
technology in supporting IoT applications,
highlighting its role in enhancing connectivity
and data exchange [36].

Ghazi et al. provide a systematic review of
multi-mode fiber based on dimensional code in
Optical-CDMA, which enhances
communication efficiency in optical networks
[43]. Khlaponin et al. discuss management risks
related to key personnel, proposing strategies to
mitigate dependency risks [23]. Mahmood,
Jasim, and Qasim demonstrate the performance
enhancement of underwater channels using
polar coded OFDM paradigms, contributing to
improved underwater communication [21].

Mohialdeen et al. [25] present regression
methods for forecasting the state of
telecommunication networks, providing tools
for accurate network performance predictions .
Qasim and Pyliavskyi [26] explore color
temperature  transformations in  image
processing, improving the quality of
multimedia transmissions . Hashim et al. [27]
and Qasim et al. develop advanced methods for
color correction and multimedia test signals,
enhancing the reliability of multimedia
assessments [28].

Studies on LTE technology and traffic
management provide valuable insights.
Dmytro, Ali, and Qasim [37] propose
SMART TECHNOLOGIES:
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optimization models for LTE RAN and services
planning, aiming for operator profit
maximization. Mushtaq, Ali Thsan, and Qasim
[34] compare 2D-DWT and FFT OFDM
systems in fading AWGN channels, identifying
their respective efficiencies. Nameer [16] and
Ageyev et al. discuss methods for determining
self-similar traffic parameters and multi-period
planning in LTE networks, enhancing network
performance [31], [44].

CONCLUSION

This systematic review has provided a
comprehensive examination of the
transformative impact that the evolution from
3G to 5G telecommunications technology has
had on the integration of information systems
with smart technology. Across various sectors
such as healthcare, transportation, and
industrial automation, the advancements in
telecommunications have enabled significant
improvements in efficiency, connectivity, and
functionality. The findings underscore the
crucial role that each generation of
telecommunications technology has played in
driving innovation and enhancing the
capabilities of smart systems.

In healthcare, the transition from 3G to 5G
has progressively enhanced remote patient
monitoring, telemedicine, and wearable health
devices. The initial deployment of 3G
technology facilitated the development of
mobile health monitoring systems, which
allowed for early detection of health issues
through remote tracking of patient metrics. The
subsequent advent of 4G technology provided
the necessary bandwidth and reliability for real-
time telemedicine, enabling healthcare
providers to conduct remote consultations and
diagnostics more effectively. With the
introduction of 5G, the possibilities have
expanded even further, allowing for remote
robotic surgery and continuous health
monitoring with wearable devices due to 5G’s
ultra-low latency and high reliability. These
advancements have significantly improved the
precision and effectiveness of remote medical
interventions, thereby enhancing patient care
and outcomes.

The transportation sector has also benefited
immensely from the advancements in
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telecommunications technology. During the 3G
era, GPS-based navigation systems became
more accurate and reliable, facilitating better
route planning and traffic management. The
proliferation of 4G technology enabled the
development of intelligent transportation
systems, which use real-time data to optimize
traffic flow, reduce congestion, and improve
safety. The leap to 5G has been particularly
transformative, making autonomous vehicles a
practical reality. The high-speed connectivity
and low latency of 5G networks are essential for
the real-time communication and decision-
making required for autonomous driving. This
allows vehicles to interact with each other and
with surrounding infrastructure, enhancing road
safety and traffic  efficiency.  These
improvements highlight the significant role of
telecommunications technology in advancing
transportation systems.

In the realm of industrial automation, the
progression from 3G to 5G has led to dramatic
improvements in operational efficiency and
productivity. The early implementation of smart
grids during the 3G era improved energy
distribution efficiency. The advent of 4G
technology facilitated the widespread use of
smart sensors and IoT devices, enabling real-
time monitoring and optimization of industrial
processes. This led to reduced operational costs
and increased efficiency. The deployment of 5G
technology has further advanced industrial
automation by supporting real-time monitoring
and predictive maintenance in smart factories.
The ability to collect and analyze data in real
time allows for proactive maintenance,
reducing downtime and improving overall
productivity. These advancements underscore
the critical role of telecommunications in
transforming industrial operations.

Despite the significant progress, several
challenges remain. The integration of
information systems with smart technology
requires substantial investment in infrastructure
and ongoing maintenance. Ensuring the
security and privacy of data transmitted across
these networks is a critical concern, particularly
in sectors such as healthcare where sensitive
information is involved. Moreover, the rapid
pace of technological change necessitates
continuous adaptation and upgrades, posing a
challenge for organizations to stay abreast of
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the latest advancements. Addressing these
challenges is crucial for the continued success
and integration of smart technology with
information systems.

Looking  ahead, the future of
telecommunications and smart technology
integration holds great promise. The potential
development of 6G technology and beyond is
expected to bring even greater capabilities,
including higher data speeds, lower latency, and
more extensive connectivity. These
advancements could enable new applications
and further enhance existing ones, driving
innovation across various sectors. Future
research should focus on exploring these
emerging technologies and their implications,
as well as addressing the challenges of security,
privacy, and infrastructure investment.

The systematic review has demonstrated
the transformative impact of
telecommunications advancements on the
integration of information systems with smart
technology. Each generation, from 3G to 5G,
has brought new capabilities and applications
that have revolutionized healthcare,
transportation, and industrial automation.
While challenges remain, the continued
evolution of telecommunications technology
promises to further enhance the integration and
effectiveness of smart systems, driving
innovation and efficiency in the future.
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CucTeMaTHYHMI O] acomiamii
indopmaniiiHux cucrem i3 po3ymHOI0
TexHoJoriero Bix 3G mo 5G

Mohammed Hussein

AHoOTAaIifA. IIIBuaka €BOJTIOLIS TEe-
KoMyHiKarliitHoi Texnosorii Bin 3G mo 5G mmboko
BIUIMHYJIa Ha JaHgmadT CMapT-TEXHOJOTiH Ta
iHpopManiitnux cucrem. Lleli cucremMaTuuHUA
OmIsAZ  JOCHIDKYE B3AaEMO3B'SI30K MK LIUMH
TEXHOJIOTISIMH, 30CEPEDKYIOUNCh Ha TpaHchop-
MaliifHuX eQeKTax YIOCKOHAJEHHS TEeJIEeKOMYHi-
Kamid. Mu JoCiKyeMo iHTerpalito iHhopmariiii-
HUX CHCTEM 31 CMapT-TIPUCTPOSIMH, BHOKPEMITIO-
I0YH, SK KO)KHE ITOKOJIIHHS TeIIeKOMYHIKaIiifHO1
TEXHOJIOTIi IMOKpPAIy€e 3B'A30K 1 JTO3BOJSE OLIBII
CKJIaJIHI 3aCTOCYBaHHS y PI3HUX CEKTOpaXx.

OCHOBHI HampsMU JTOCHI/PKEHHSI BKJIIOYAIOTh
OXOPOHY 3MIOpOB'S, TPaHCIOPT 1 MPOMUCIOBY
aBroMaruzamito. Y cdepi OXOpOHH 3/10pOB'A
JOCSITHEHHS JO3BOJIMJIM BIJIaJICHUH MOHITOPHHT
MAI[iEHTIB, TEIEMEIUIMHY Ta MTPUCTPOI JIJIsl HOCIHHS
30pOB's. Y TPaHCIOPTI OOTOBOPIOETHCS €BOIIOITIS
Bin Hapiramii Ha ocHoBi GPS nmo ympaBmiHHS
TpadikoM B peambHOMY dYaci Ta Oe3MmIOTHUX
TpaHCIIOPTHUX  3aco0iB. Y  TIPOMHCIOBIH
aBTOMATH3allii aHAJI3yeTbCS OB  PO3YMHHUX
natunkiB Ta TnpuctpoiB loT B mnependaueHHi
TEXHIYHOTO OOCIYroBYyBaHHS Ta  OINTHMIi3aIlii

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 1(14), 2024, 35-47
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mporieciB.  Lle#t  ommsim  cuHTE3yE  iCHYyIO4Yy
JiTeparypy, Hagaun BceOidHe PO3yMiHHSI TOTO, SIK
nporpec Bix 3G g0 5G miamTOBXHYB 1HHOBAIII Ta
e(eKTHBHICTh y LIUX cepax.

MeTonoNoriYyHo MU JAOTPUMYBAJIUCS BHUMOT
PRISMA, mpoBoasun peTeNnpHANA TMOIYyK
akazeMiuHux 0a3zax JaHuX Ui 1IeHTU(IKaIii
BIIMIOBIIHUX  AOCHimKeHb. Hami  pe3ynbraru
MiAKPECTIOI0Th 3HAYHHUN BIUTHB KOYXXHOTO ITOKOJIIHHS
TEJIEKOMYHIKaI[iif Ha PO3BUTOK Ta BIPOBAJKCHHS
CMapT-TEXHOJIOTIH Ta iHPOPMALIHUX CHCTEM.
Ilepexin mo 5G, 30Kkpema, MHpencTaBisie COOOIO
TpaHchopMaliiHUii ~ CTPUOOK,  MPOMOHYIOUU
HEeTepeBepIleHy IIBHUAKICTh Tepenadi JaHuXx,
MiHIMaJIbHY 3aTPUMKY Ta MaciiTa0OHe
MM AKJTFOYEHHS.

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 1(14), 2024, 35-47

Lleii ommsag  3aBepIIyeTbCss  OOTOBOPEHHSM
MalOyTHIX TEpCHeKTHB Ta TMOTEHIlalny s
MOJANBIINX YOCKOHAJIEHD Y TEJICKOMYHIKAIISX JJIs
TIOJIIIIIICHHS 1HTerpalii iHPOpMaiHHUX CUCTEM 3
cMmapr-TexHouorisimu. Hanaroun netanpHuUil orisn,
e JOCHi/DKCHHS BHOCUTHh BKJIaJ Yy PO3YMiHHS
JMUHAMIYHOTO BIJHOIIEHHS MK TPOrpPecoM Y
TEJICKOMYHIKaIliIX  Ta  PO3BUTKOM  CMapT-
TEXHOJIOT1H.

KiawouoBi caoBa: indopmamiiiHi  cuctemu,
po3ymHi TexHodorii, 3G, 4G, 5G, TenekoMyHiKarlii,
migkrodeHds, [oT, po3ymHi mpuctpoi, cucreMHa
iHTeTparii.
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LLUITYy4YHMM iHTENEKT y cucteMmax BUSIBJIEHHA i 3anobiraHHA
KibepaTakam: nepcrnekTuBM Ta BUKITUKU

LeHuc KomeHko', KOpiti XnarnoHiH?
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Adoranis. CTaTTtd po3mIsagaEe poib ITYYHOTO
inrenekty (ILI) y cumcremax BHSABICHHS 1
3ano0irands kibeparakam. ABTOpU aHaNI3YIOTb
MOTOYHUM CTaH  JIOCHIPKEHh Ta  PO3BHUTKY
TEXHOJIOTIM B 11 00/JacTi, a TaKoX BH3HAYAIOTh
MEPCIEKTUBU 1 BUKJIMKH, 3 SKAMH CTHKAIOTHCS
MOCHITHUKK Ta TpakTtuku. CrarTs AOCHiIKYe
PI3HOMAaHITHI METOIM Ta IMiAXOAU 0 BUKOPUCTAHHS
LI nnst BUSIBIIEHHS Ta 3armoOiraHHs KiOeparakam,
BKJIFOYAFOYM  MAaIlMHHE  HABYaHHS,  aHaJi3
MOBEAIHKH, TEXHIKH 3 00pOOKH MPHUPOIHOI MOBH Ta
iHmn. Takok HaBeleHWUH mNpUKIaa MOOYIOBH
HEHpOHHOI  Mepexi  uIs  BIJCIIJKOBYBaHHS
aHOMaJTii.

KawuoBi  ciaoBa:  mTyyHWHd — iHTEIEKT,
KibepOesreka, BUSBICHHs KiOeparak, 3armo0iraHHs
kibeparakaM, MallWMHHE HaBYaHHA, TIMOOKE
HaBYaHHS, AaHaJ3 BENWKHX JaHUX, HEeWpOHHI
MEpEexi.

ITOCTAHOBKA ITPOBJIEMH

B Cy4yacHOMY nudpoBomy CBITI
kibepOe3neka crajga HaJ3BUYAHO Ba)KJIHBOIO
mpo0emMoro, ska Oe3MOCepeHhO BIUIMBAE HA
Oe3neKy, TMPUBAaTHICTH Ta  EKOHOMIYHY
cTaOIIBHICTh IHAMBIAIB, KOMITaHIH Ta HaBIThH
nepxaB. 3pOCTaHHS KUIBKOCTI Ta CKIAIHOCTI
Kibep3arpo3, TakKMX SK XaKepChbKi aTaku,
BUTOKHM JaHUX, (DIIIMHTOBI KammaHii Ta iHIII
dbopMu  KIOEpP3JIIOUMHHOCTI, CBITYUTH TPO
HEOOX1IHICTH MMOCUJIEHHS 3aX0/I1B 3
KiOepOe3meKu.

[IpakTU4HO BCi Cepu KUTTA, BKIIOYAIOUH
(dhiHaHCH, METUIINHY, TPAHCIIOPT, CHEPTETHKY Ta
BUPOOHUIITBO,  BIAYYTHO  3aleXaTb  BiJ
iHopmariiinux TexHomoriii. Tomy HaBiTh
HE3HauHe MOpPYILIeHHS Ki0epOe3neKku Moxe
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Oenuc KoTeHko
maricTp HauioHanbHoro
aBiauinHoro YHIBEpCUTETY,
chakynerer  Kibepbesnekun Ta
nporpamMHol iHXeHepii, cnewianict:
121  «lHxkeHepis  nporpamHoro
3abesneyeHHa»

KOpin XnanoHix
3aBigyBaJ kadpegpwn Kibepbeanexku
Ta KOMM' KOTEepPHOI iHxXeHepil

' O.TH., npocpecop, akagemik
‘ YKpalHcbKoT akagemil Hayk

a

MIPU3BECTHU JI0 CEPHO3HUX HACIHIJIKIB, TAKHUX 5K
BTpara KoH(iaeHiiHo1 iHdopmarlii, piHaHCOBI
30UTKH 200 HABITh 3arpo3a KUTTIO.

Po3BUTOK MI00ANBHUX MEpEX, 3POCTAHHS
KUTBKOCTI ~ MIAKJIIOYEHWX  MPHUCTPOIB  JIO
InTeprery peueit (IoT)[1], a Takok PO3BUTOK
MITYYHOTO 1HTENEKTY, 3 OJHOTO OOKY, CHpuse
30UIBIIEHHIO  €(PEKTUBHOCTI Ta PO3BUTKY
CYCHUIBCTBA, @ 3 IHIIOTO - CTBOPIOE HOBI
MOTEHITIHHI TOYKU BPA3JIUBOCTI, SIKI MOXYTh
OyTM BHKOPHCTaHI 3JIOBMHCHHKAMH IS
3MIMCHEHHS Ki0eparak.

CyyacHuii nanamadrt KiGep3I04MHHOCTI
XapaKTepU3yeTbCS  MOCTIMHUM  3POCTaHHSIM
o0csIriB Ta CKJIaTHOCTI Kibeparax.
3JI0BMUCHHUKH ITOCTIHHO BIOCKOHAIIOIOTH CBOIL
METOAU Ta TaKTUKH, 1100 OOINTH 3axucT
iHopmariiiHux cuctemM. Y TakOMy KOHTEKCTI
nmosiBa e(peKTHUBHUX 3ac00iB BUSBICHHS Ta
3amo0iraHHsl kibepaTrakaMm cTa€ HaA3BUYAHO
Ba)XJIUBOIO.

[To-nepre, MoTpiOHO BpPaxoOBYBaTH
IIBUKICTB, 3 SIKOIO 3[IHCHIOIOTHCS KiOepaTaku.
370BMUCHUKH MOXYTh BIPOBAIKYBaTH HOBI
TEXHIKU aTaky B PEXKHUMI pealbHOTO Yacy, 1 Juis

SMART TECHNOLOGIES:
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pearyBaHHS Ha IIi 3arpo3u HEOOXiHO Maru
CUCTEMH, SIK1 37]aTHI BUSBJISITH Ta pearyBaTy Ha
HUX HETaiHo.

[To-npyre, BaXXJIMBO PO3YyMITH, 110 Oararo 3
Kibeparak MOXXyTb OyTH IOCUTbH CKJIaJHUMH Ta
XUTPUMH, 1 TPaAMIIHI METOAW BUSBICHHS
MOXYTh OyTH HeepeKTUBHUMU. TomMy moTpiOHi
1HTEJIEKTyaJIbHI CHCTEMH, SIK1 31aTHI
aHaTi3yBaTH BEIUKI OOCSTH TaHUX, BUSBISATH
aHoOMaJlii Ta mMarepHU, SKI MOXYTh CBITUUTH
PO MOTEHLIHHI 3arpo3H.

Otrxe, po3poOka Ta  BIOPOBAIKEHHS
e(eKTUBHUX 3ac00iB BUSBJICHHS 1 3a1100iraHHs
kibepaTakaM CTa€ KPUTUYHO  BaXXITMBUM
3aBaHHSAM I 3a0e3ledeHHs Oe3MeKku Ta
ctabinpHOCTI B nudpoBomy cBiTi. LTyuanmit
IHTEJIEKT B IIbOMY KOHTEKCTI MOXE BHUSBUTHUCS

HOTYKHUM IHCTPYMEHTOM, CTIPHSIIOYH
YAOCKOHAJICHHIO CHCTeM KibepOesneku Ta
3MCHIIICHHIO  BPa3JMBOCTI  iH(OpMaIIiHUX

cHcTeM JI0 KibepaTak.
META CTATTI

Meroro crarti € pocmimpkeHHs pomi LI y
CUCTeMax  BHSIBJIEHHS Ta  3amoOiraHHs
Kibeparakam. ABTropu IIparHyTh
MpOAaHATI3yBaT MOTOYHUIN CTaH JOCIIIKCHB 1
TEeXHONOTil y Wil ramy3i, BU3HAUYUTH
MEPCTIeKTUBH Ta BHUKJIMKHU, L0 CTOSThH MEpen
JOCIITHUKAMHU 1 TPAKTHUKAMH, a TAKOXK OLIIHUTH
pI3HOMaHITHI ~METOAW Ta  MAXOOU  JO
3actocyBanHs LI mns xiGepOesnexu. Crarts
TaKOX HaJa€ MPAaKTUYHUI MPUKIa] M0Oy10BU
HEHpPOHHOT Mepexi Uil  BiACTIAKOBYBaHHS
aHOMaJTIH, JTEMOHCTPYIOUH peanbHi
MOXJIMBOCTI Ta nepeBaru Bukopuctanus I y
00poTHOi 3 Kibep3arpo3amu.

ITEPEBAT'M BUKOPUCTAHHAI 1111 B
CUCTEMAX KIBEPBE3IIEKH

I wmoke 3HAQUHO  TIOJIETIIMTH  Ta
MPUCKOPUTH TIPOLIEC BUSIBICHHS MOTEHIIMHUX
Kibep3arpo3 3a JOMOMOIOI0 aBTOMAaTH3allii.
OcHOBHI TIepeBarv aBTOMAaTH3aIlli BUSBICHHS
3arpo3 BKJIFOYAIOTh:

e [lIBuakicte i edexruBHicTh: I 3maTHMit
aHaJTI3yBaTH BEJNHMKI OOCSATH JaHMX 34
KOPOTKHI Tiepionx dyacy, IO JO03BOJIsE
BUSIBJISITH TIOTCHIIIHI 3arpo3d HEraiHO
micasa X BUHUKHEHHS.

SMART TECHNOLOGIES:
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e Hapuyanus Ha ocHoBi manunx: Cucremu 11
MOXYTh HABYAaTUCS Ha OCHOBI 1CTOPUYHHUX
JTaHUX TIPO Kibeparaku, a TaKOK Ha OCHOBI
HOBUX, aKTyaJlbHHX BXIIHHUX JaHUX, IO
JT03BOJISIE TIOCTIHHO YIOCKOHAIIOBATH IXHIO
e(EeKTUBHICTh y BUSBICHHI 3arpo3.

e BuspnenHs HeBuaumux mnarepHiB: I
30aTHUI BUSBIIATY HaBITh TOHKI aHOMAaJII Ta
NaTepHU, SIKI MOXYTh OyTH HENOMITHHUMH
UL TPAAMIIIHHUX  METOJIB  BUSIBICHHS

3arpos.
e Minimizaris JIOICHKOTO BTpPYYaHHS:
ABTOMAaTH30BaHI  CHUCTEMH  BUSBICHHS

3arpo3 MOXKYThb 3Ha4HO 3MEHIIUTH MOTPeOy
B JIIOZICbKOMY BTPY4YaHHi, OCKUIbKH BOHH
3/IaTHI pearyBaTH Ha 3arpo3u 0e3 MpsiMoro
KOHTPOJIIO OIleparopa.

e CkopoueHHS dacy peakiii: 3aBIsKu
LIBUIKIH peakirii Ha 3arposu,
aBTOMATH30BaHI CUCTEMH MOXYTh
JOTIOMOTTH Yy  MiHIMI3amii 4acy MixX

BUSIBIICHHSIM 3arpo3u Ta BBEICHHSM B JIiIO
3aX0/IIB MO0 i1 3armo0iraHHs a0 yCyHEHHS
[2].

OnHi€r0 3 KITFOYOBUX TIEpeBar BUKOPUCTAHHS
I B kibepbesmeni € #oro 3maTHICTBH
aHaJTI3yBaTH BEMWKI OO0CATH JaHUX  JUIs
BUSIBJICHHS MAaTEpPHIB Ta aHOMAJIiH, sSIKi MOXYTh
CBITUUTH Tpo KiGep3arposu. s 3maTHicTs cTae
BCE OLIBIN Ba)KJIIMBOIO, OCKIJIBKH OOCST JaHMX,
SIKI TEHEPYIOTBCS Ta 30UparOThCs, TOCTIHHO
3pocrae. JIIonChKi aHaTITUKU TPOCTO HE B 3MO31
BIIOpAaTUCS 3  TAaKUM  OOCSTOM  JIaHUX
camoctiiino, Tomy IIII € He3amiHHUM
IHCTPYMEHTOM /I BUSIBJICHHS KiOep3arpos.

OBMEXEHHS TA BUKJIMKHU

OgHuM 13 KJIIOYOBHX  BHKJIHKIB Yy
BukopuctanHi LI B cuctemax BUSBIEHHS 1
3anoOiranHs KibeparakaMm € OOMEXEHICTb
SIKOCT1 BUX1HUX JaHUX. BiIbIIICT anropuTmin
MaIIMHHOTO HAaBYaHHS TOTPEOYIOTh BEIHKOI
KUTBKOCT1 SKICHUX JaHuX i e(eKTUBHOI
pobotu. Ilpore, B KOHTEKCTI KiOepOesnekw,
TaHl MOXYTh OyTH OOMEXKEHHUMH dYepe3
oOMeKeHy TOCTYIHICTb, HE/I0CTaTHIO
pEeNpe3eHTaTUBHICT, a00 HAaBITh 3MIHHICTH B
yaci. Hemomiku y $KOCTI JaHUX MOXYThb
MPU3BOANUTH JIO TIOMHJIKOBUX BHSBICHb 200
HEIOOI[IHKH 3arpo3.

[Ile omaMM BaXTMBUM (DAKTOPOM € BapTiCTh
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po3poOku Ta BHpoBajkeHHA. CTBOpeHHS 1
MiATPUMKA TaKUX CHCTEM MOXE BHUMararu
3HaUHUX  BUTpPaT Ha  1HPPACTPYKTYpY,
CrieIiajii3oBaHi KaJipy Ta MOCTIMHE OHOBJICHHS
texHonoriii.  Kpim  Toro,  JOCTYHHICTb
BHCOKOSIKICHMIX aJITOPUTMIB Ta 1HCTPYMEHTIB
JUTSE MaJICHBKUX 200 cepellHiX KOMMaHii Moxe
OyTH OOMEXEHOI0, 1110 POOUTH iX BpPa3IUBHUMH
nepen kidbep3arpozamu.

[H1I1010 TTPO6TIEMOT0, 3 KOO 31IITOBXYIOTHCS

CUCTEMU BUSIBJICHHS 1 3armoOiranHs
kibeparakaM, € TpoOiieMa XHOHOTO3UTHBHHUX
Ta XHMOHOHETaTUBHUX pe3yIbTaTiB.
XUOHOMO3UTHBHI ~ PE3yIbTaTd BEAYTh 10

HAJMIPHOTO BU3HAUEHHS 3arpo3, IO MOXe
MPU3BECTH [0  HEBWIPABIAHUX  BHUTPAT
pecypciB Ta 0oOMEXeHb JUIsi KOPHCTyBadiB. 3
iHImoro OOKy, XWOHOHETAaTHUBHI pe3YJIbTaTH
MOXYTh TPOMYCKATH CIPaBXKHI 3arpo3u, IO
MOXK€ TIPU3BECTH JI0 CEPHO3HUX HACIIIKIB JIJIst
OC3IEeKH TaHUX.

OCHOBHOI0O BUMOTOIO 1Jisi  €(EKTUBHOI
poboTH cHucTeM BHSIBICHHS 1 3amoOiraHHs
kibeparakam Ha ocHoBi Il € HeoOXigHICTH
IMOCTIMHOIO HAaBYAaHHSA T4 OHOBJIEHHS MOJIEIIEH.
KiGep3mounHIli MOCTIHHO 3MIHIOIOTH CBOI
TaKTHKH, 100 YHUKHYTH BHSBICHHS, TOMY
CUCTEMU IMOBHHHI OYTH TOTOBI aJanTyBaTUCS 10
HOBHX 3arpo3. Lle Moxe BUMaratu mocTiiiHOro
MOHITOPHHTY, aHaji3y Ta MIATPUMKH 3 OOKY
eKCIIEePTiB 3 KibepOe3neKH.

[NEPCIIEKTHBU BITPOBA/DKEHHA
CUCTEM LI JJIA KIGEPBE3IIEKH

3maTHICTh 7O aHali3y BEIMKHUX OOCATIB

JAHUX JIJIsl BUSIBIICHHS TIATEPHIB Ta aHOMAJTil 32

nornomoroto Il B kiGepOe3meri MOXKIUBO

peamizyBaTé 3a JOMOMOTOI0 Pi3HOMAaHITHUX
3ac00iB, BKIIOYAIOUM:

1. Metoau MAILIMHHOTO HaBYaHHS:
BuKopHCTaHHS  aNrOpUTMIB  MAaITMHHOTO
HaBUaHHS, TaKUX SK HEHPOHHI Mepexi,
JiepeBa pillieHb, alrOPUTMH KJIacTepu3arlii
TOIO, JJII aBTOMATH30BAaHOTO aHAII3y Ta
imeHTu(dikaii marepHiB BEIUKUX OOCATIB
JaHUX y peasibHOMY yaci [3].

2. Anamis MTOBEAIHKH KOPHCTYBayiB:
Buxopucranns I nns anamizy moBemiHKH
KOPUCTYBadiB Ta BUSBJICHHS aHOMAJIbBHHX
miif abo 3MiH y 3BHYHUX MAaTE€pHAX, ILIO
MOXYTh  CBITYMUTH MNP0  TOTEHIIIHHI
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kiOeparaku ab0 OpyIIEHHS Oe3MeKH.

3. Cucremun BusBieHHs BroprHeHb (IDS):
Bukopucranns CUCTEM BUSIBIICHHS
BTOPTHEHb, SIKI 0a3ylOThCS Ha INTYYHOMY
IHTENeKTi, /M TOWIYyKYy aHOMamii Yy
MepexkeBoMy Tpadiky abo CHCTEeMHHX

JaHWX, [0 MOXE  CBIIYUTH  TIPO
kibep3arposu [4].

4. Anamnis KypHAJIiB TOJTIH (SIEM):
Buxopucranus CHUCTEM YIpaBIiHHS

iH(popMartiiiHoro 6e3nekoro Ta moxii (SIEM)
3 IHTETPOBAaHMMH 3acO0aMU aHATI3y JaHUX
JUIS  BUSBICHHS  HE3BUYaWHUX  abo

MITO3PIIMX ~ aKTUBHOCTEH Yy  BEJUKHUX
o0csirax )ypHajiB noaii [4].
5. Texnomorii Big Data: Bukopucranas

TEXHOJNOTil 00poOKM BeMMKUX O0OCSATIB
nanux (Big Data) myst 360py, 30epiranus Ta
aHalizy BEJIMKOro OOCATY JaHuX Y
peaJbHOMYy dYaci 3 METOI0 BUSBICHHS
MaTepHiB Ta aHOMaTii [5].

Ili 3acobu  O3BOJSAIOTH  CTBOPIOBATH
e(heKTUBHI CUCTEMH BUSBJICHHS Ta 3aI100ITaHHS
kiOeparakam, 3acHoBaHi Ha 3xarHocTti LI 1o
aHaJI3y BEJTMKHUX OOCATIB JTAHWX Ta BUSBJICHHS
aHOMaJTii.

Camoro 11 HENOCTAaTHELO TUIA
BIJICTIIKOBYBAaHHSI ~ 3arpos. Tomy  iioro
BOY/IOBYIOTh B 1HIIII KOMIT IOT€PHI CHCTEMH Ta
HABYAIOTHh HA ICHYIOUMX JAHUX, TaKi CHCTEMH
HazuBatoTh [HTerposani cucremu (IC). IC, ski
noeHyTh y cobi I 3 iHmmMu meromamu
KiOep3axXHCTy, CTAlOTh BCE OUTBHII BaXKJIMBUM
eneMeHToM y cdepi iHpopmarliiHoi Oe3meKu.
Ili cucremu 3a0e3MeuyrOTh BHCOKHH DiBEHB
3axXHCTy BiA Kibep3arpos3, BHKOPHUCTOBYIOUU
TEXHOJIOTII MAIMHHOTO HaBYaHHS, ITTHOOKOIO
aHaJTi3y JaHUX Ta aBTOMAaTHU3allli POIIECIB.

BymoBa Ta apxiTekTypa 1HTETpOBaHUX
CUCTEM:

e Cencopuuil map (Cucremu MOHITOPHHTY):

[HTerpoBani cucteMu 3a3BHYal MMOYUHAOTH

31 300py MaHUX 3 PI3HOMAaHITHUX JDKEped,

TaKuX SIK MEPEXKEBl JIOTH, CHCTEMHI

KYpHaJIH, BUXiAHI (ailniu aHTHBIPYCHOTO

MIPOTPaMHOTO 3a0e3MeYCHHS TOIO.

CucreMu MOHITOPHHTY MOXYTh BUSBIISTH

AHOMAJIbHY aKTUBHICTh, TOTCHIIIITHI 3arpo3u

Ta HEHOpPMAllbHI TMAaTepHU B TOBEIIHIII

CHCTEM.

e Amnanitnunuii map (MammaHe HaBuanus Ta
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Ananiz  Jlanux): [ani, 3i0paHi Ha
CEHCOPHOMY  DiBHI, OOpOOJSIOTBCA Ta
aHATI3YIOThCS 3 BUKOPUCTaHHSIM
AQITOPUTMIB MAIIMHHOTO HABYaHHS, IO
IO3BOJISIE  BHUSABIATH  BIOXWIEHHS  Bif
3BHYalHUX MaTEPHIB, a TaKOXK
kiacudikyBaru iX sk 3arpos3u abo 6e3mnedHi
momii.

e Cucremu Binmosini (BixcmigkoByBaHHS Ta
PearyBanHs): [Ticns BUSBIICHHS
MOTEHIIIHHUX 3arpo3 CHCTEMH MOXYTh
aBTOMAaTUYHO a00 3a JJOTIOMOTOI0 OTepaTopa
3aImycKaTh TPOIECH BIJICTITKOBYBaHHS Ta

pearyBaHHs. Le MOXE BKJIFOYaTH
omokyBaHHs mino3pinux [P-ampec, i3oms1rito
KOMIIPOMETOBAHUX cCHCTEM abo

aBTOMAaTWYHE OHOBJIEHHS MOJITUK OE€3MEKH.
e Cuctemu KepyBanus ta Monitopunry: Lli
CHCTEMH BIANOBIAAIOTh 33 KEPYBaHHA Ta
MOHITOPUHT 1HTETPOBAHOIO TUIAT(HOPMOIO

Kibep3axucry B iJIOMY. Bonu
3a0€3MeuyIoTh  oreparopamM  MOXKJIUBICTh
KepyBaTu napameTpaMu CHCTEMH,

OTPUMYBATH TIOBIAOMJICHHS TPO TMOMmii Ta
crad Oe3IeKH, a TAKOK BHOCHUTH HEOOXIHI
KOPEKTHBH B 111041 TTOJIITUKU OC3MEKH.

[Ipuknany IHTErpOBaHUX CUCTEM:

1. IBM QRadar mnoemnye B co0i anami3
KypHaJIiB, TOTOKIB TpadiKy Ta aarOpuTMH
MAIIMHHOTO HABYaHHS JUIS  BUSBICHHS
Kibep3arpos. Cucrema ABTOMAaTHUYIHO
aHaymi3ye JaHi, BUSBISE aHOMAmil Ta
cnenudivHi maTepHHU, SKI MOXKYTh CBIIUYUTH
PO aTaKu.

2. Splunk Enterprise Security BHKOpHUCTOBYE
texronorii I mis BusiBIeHHs 3arpo3 Ta
aHami3y naHux. Moro MaimmHHe HaBYaHHS
JI0TIOMarae BUSIBIISITH AHOMAJTbHY
aKTUBHICTh Ta 1IEHTH(IKYBaTH 3arpo3u B
pearpHOMY Yaci.

3. Darktrace BUKOPHUCTOBYE aJITOPUTMH
HEUPOHHUX MeEpexX Ul I[OIIyKy Ta
BUSBIICHHS. aHOMAJbHOI MOBENIHKH B
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Mepexki. CucreMa HaBYAae€ThCS Ha OCHOBI
HOPMAaJIbHUX IaTepHIB Ta MOXXE BHSBISTH
BIIXWJICHHSI Bl [UX TAaTE€pHIB, MO0 MOXE
CBITYUTH TIPO Kibeparaxy.

4. CyberArk e nepenoBoro miaaropMoro s
3a0e3neYeHHS KibepOe3IeKH, sKa
CreniaIi3yeThCs Ha yIpaBIliHHI
MPUBUICHOBAHUMH JOCTYIIaMH Ta 3aXHCTI
KPUTUYHO BAKIMBUX OONIKOBUX JaHUX.
Buxopucranns I y CyberArk wnanae
MOKJIMBICTh 3HAYHO MOKPAIIUTH 3aXHUCT BiJl
BHYTpPIIIHIX ~ Ta  30BHINIHIX  3arpos,
3a0e3neuyioud BUCOKY €(EeKTHBHICTH Ta
ABTOMATHU3AIlII0 TPOILIECIB BUSABICHHS 1
pearyBaHHs Ha KiOepaTakH.

CTBOPEHHS I[TPOCTOI HEMPOHHOI 5
MOJIEJI JJ151 BUSIBJIEHHSI AHOMAJIIN

AHoMaii B JaHUX MOXYTb OyTH O3HAKOIO
HEHOPMAJIbHOT TMOBENiHKA a00 MOMWIOK Y
naHux. HeWpoHHI Mepexi MOXyTh OyTH
BUKOPUCTaHI JUIsi  BUSBICHHS  aHOMAIIN
[UIIXOM HAaBYaHHS HAa HOPMaJbHUX JaHUX 1
BUSIBJIEHHS BIIMIHHOCTEN B HOBUX JAaHUX.

Jlami  HaBemeHWH  TPOCTHM  TIPUKJIIAL]
BUSIBIICHHSI aHOMAJIii 3a JIOTIOMOTOI0 0a30BOTO
aBTOKOTyBaJIbHUKa, CTBOPEHOTI'0 32 IOTIOMOTOI0
moBu Python Tta ¢peiimBopky TensorFlow i
Keras. ABroxonyBanibHUK (autoencoder) — 1ie
TUI HEMPOHHOI MEpeXKi, SIKa BUNTHCSI CTUCKATH
JaHl, a TOTIM peKoHCTpyroBatu ix. Taki
HEHpPOHHI MepexXi CKIAJaroThes 3  Kouepa
(cTuckae BXiJHI JaH1 B IPEACTABICHHS HIKIOT
pO3MipHOCTI) 1 AeKoaepa (BiTHOBIIOE BUXIiIHI
aHi 31 CTHCHEHOTO MIPE/ICTABIICHHS ).
BusiBnenns ~ aHomaniii 32 JIOMOMOTOIO
aBTOKOZICPIB 0a3yeThCsl HA MPHIYIIECHHI, IO
aHOMaJlii MaTUMyThb OiJbIIe TOMHJIOK MpHU
pPEKOHCTPYKIIi [6]. AHOMAaIT MOXXHA BUSIBUTH,
BUMIPSBIITU PI3HUITIO MIXK TOYATKOBUM BXOJIOM
1 PEKOHCTPYHOBAHUM BUXOJIOM.

Jlani HaBeIGHHMH KO/, AKUIi MOJKHA BUKOHATH
B cepenosuiri Python un Google Codelab:
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# ImnopTyBaTK NOTPiIOHI BibnioTeku:
import numpy as np

import tensorflow as tf

from tensorflow import keras

from tensorflow.keras import layers
import matplotlib.pyplot as plt

# CTBOPUTU (PYHKLitO reHepaLii HopManbHUX Ta aHOManbHUX SAHUX:
def generate_data():

# 3reHepyBaTn HOpMaribHi AaHi

normal_data = np.random.normal(loc=0, scale=0.1, size=(1000, 10))

# CtBOPUTI aHOManii
anomalies = np.random.normal(loc=2, scale=1, size=(20, 10))

# CkombiHyBaTK aHOManii 3i 3BU4ANHUMWN JAHUMMN
data = np.vstack([normal_data, anomalies])
np.random.shuffle(data)

# HopmanisyBaTtu gaHi
data = (data - np.mean(data)) / np.std(data)
return data

# CTBOPUTK OyHKLIO Bidyanisavii JaHuX:

def plot_data(data, anomalies_indices=[]):
plt.figure(figsize=(10, 6))
plt.scatter(datal:, 0], data[:, 1], label='"Normal Data', color="'blue")
if len(anomalies_indices) > 0:

plt.scatter(data[anomalies_indices, 0], data[anomalies_indices, 1],
label='"Anomalies', color="red', marker="x'")

plt.title("Anomaly Detection with Autoencoder')
plt.xlabel('Feature 1')
plt.ylabel('Feature 2')
plt.legend()
plt.grid(True)
plt.show()

# Bigyanisauis cTBOpeHUX gaHuX
# CTBOpPEHHSA JaHUX
data = generate_data()

# BinobpakeHHs JaHux
plot_data(data)

Puc. 1. [Iporpamuumii Koz /I TEHEpaIlii TECTOBUX HOPMAaJIbHHUX Ta aHOMAaJbHHX JIAaHUX, a TAKOK 1X
BinoOpaxxeHHs (Ha MoBi Python)
Fig. 1. Program code for generating test normal and abnormal data, as well as their display (in Python)

52 SMART TECHNOLOGIES:
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Anomaly Detection with Autoencoder
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Puc. 2. BunaikoBo 3reHepoBaHi JaHi 3 aHOMaJIbHUMHU BiIXUICHHSIMH

Fig. 2. Randomly generated data with anomalous deviations

Ak 6aunMo, HOPMaJIbHI JJaH1 3HAXOMATHCS B AHOMAJIbHI JIaH1 PO3MIIIYIOTECS B Mekax 2-12
mexax 0-1 mo Bici abcuuc Ta OpAKMHAT, TOJI 5K 1o Bici abCIUC Ta OpANHAT.

# CTBOpPUTU MOAENb aBTOKOAYBalbHUKA
input_dim = data.shape[1]

# KogyBanbHuK

encoder_input = keras.Input(shape=(input_dim,))

encoder_output = layers.Dense(64, activation="relu')(encoder_input)
encoder_output = layers.Dense(32, activation="relu')(encoder_output)

# [ekoayBanbHUK
decoder_output = layers.Dense(64, activation="relu')(encoder_output)
decoder_output = layers.Dense(input_dim, activation="sigmoid')(decoder_output)

# ABTOKOAYBanbHUK

autoencoder = keras.Model(encoder_input, decoder_output)
autoencoder.compile(optimizer="adam’, loss="mse")
autoencoder.summary()

# TpeHyBaHHs mogeni
autoencoder.fit(data, data, epochs=50, batch_size=32)

Puc. 3. [IporpamyBanHs HEHPOHHOT MOJIEITI aBTOKOAYBaJIbHUKA Ta HOTO IMOAAIBINE HABYAHHS

Fig. 3. Programming the neural model of the autoencoder and its further training

SMART TECHNOLOGIES: 53
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# PeKOHCTpPYKUist BXiAHWUX AaHUX
reconstructed_data = autoencoder.predict(data)

# MNigpaxyBaHHA KiNbKOCTi MOMMUIOK
mse = np.mean(np.square(data - reconstructed_data), axis=1)

# BCTaHOBUTY rpaHUYHy MexXy A58 BUHAYEHHS aHoMarin
threshold = np.mean(mse) + 2 * np.std(mse)

# |loeHTudikauia aHomanin
anomalies_indices = np.where(mse > threshold)[0]

print("Indices of anomalies:", anomalies_indices)

# BinobpakeHHs 3HangeHnx aHomanimn
plot_data(data, anomalies_indices)

Puc. 4. BuznaueHHs: aHoMaiii 3a I0IIOMOTOI0 HATPEHOBAaHO1 HEHPOHHOT Mepexi

Fig. 4. Determining anomalies using a trained neural network

Anomaly Detection with Autoencoder
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Puc. 5. BuzHaueHHs aHOMAUTi# 3a JOMTOMOTOI0 HATPEHOBAHO1 HEHPOHHOT MEPEexKi

Fig. 5. Determining anomalies using a trained neural network

Ax Oaunmo, B pe3ysibTaTi CTBOPEHOI HaMH
HEHPOHHOI MOAENi, MU B 3MO31 BIPI3HUTH
aHoOMaJbHI [JaHl BiJ 3BUYAHUX. Takox
6a4nMo, 110 ICHY€ XMOHOMO3UTUBHA MTOXUOKa,
Mpu  SKIM HE BAJTOCH PO3IMIZHATH OJHY
aHOMAJTIFO.
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BHUCHOBKU

IIII wmae 3Hau”Wii  IIOTEHIAN  JUIS
TOKpaIeHHs Kibepbesmnexkn. Moro 3marHicTh
aHaATI3yBaTH BEJIMKI OOCSTH JaHWX, BHSIBIISTH
MaTepHU Ta AaHOMAJi1 MOKe 3HAYHO IMOKPAIIUTH
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€(eKTUBHICTH  CHUCTEM
3amo0iranHs Kibeparakam.

OpHak BaXIIMBO MaM'sTaTy PO OOMEKEHHS
Ta BUKIUKH BuKopuctanHus L1 B kibepOesmei.
Jnis yeninmaoro BripoBakeHHst cucteM LT s
KiOepOe3nmekn HEoOXiHO BHUPIIIUTH  TaKl
npoOiieMu, SK OOMEXKEHICTh SKOCTI JaHUX,
BHCOKa BapTiCTh PO3POOKH Ta BIPOBAKECHHS, a
TakO)X  PUBUK  XHOHOMO3UTHBHHX Ta
XUOHOHETAaTUBHUX PE3YJIbTATIB.

Takoxx MU PO3IVISTHYIIN TPUKIIA]] CTBOPSHHS
MPOCTOi HEWUPOHHOT MEPEeXi MJis BUSIBICHHS
aHOMaJIiil Ta IePEeKOHAINCH, 1110 TaKi Mepexki He
MOXXyTh HagaBaTu 100-BiJICOTKOBY TapaHTIIO B
MPaBUIILHOCTI CBO€ET POOOTH, TUM HE MEHIII, B
3MO31 CyTTE€BO  aBTOMAaTH3yBaTH  MPOILEC
MOIIYKYy Ta ideHTUdIKalii BiIXWICHb BiJ
HOPMHU.

B uinomy, I € mOTY)XHUM IHCTPYMEHTOM,
AKUH ~ MOXe  JIOTIOMOTTH  TOKpAUIUTH
kibepOe3neky Ta 3axUCTUTH iH(pOpMaliiiHi
CHUCTEMHU BiJ KiOep3arpos.
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Artificial intelligence in cyber attack detection
and prevention systems: prospects and
challenges

Denis Kotenko, Yuri Khlaponin

Abstract. The article examines the role of
artificial intelligence (Al) in cyber attack detection
and prevention systems. The authors analyze the
current state of research and technology
development in this area, as well as identify
prospects and challenges facing researchers and
practitioners. The article explores a variety of
techniques and approaches to using Al to detect and
prevent cyberattacks, including machine learning,
behavioral analysis, natural language processing
techniques, and more. An example of building a
neural network for tracking anomalies is also given.

Keywords: artificial intelligence, cyber security,
cyber attack detection, cyber attack prevention,
machine learning, deep learning, big data analysis,
neural networks.
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AHoTalist. Y cTaTTi pO3TAOaloThCS IPOIECH
YTBOPCHHSI, TIepeaBaHHs Ta BUKOPHUCTAHHS 1H(OP-
Malii y cucteMax pi3HOMaHITHOTO NPHU3HAYCHHS.
Teopist 0azyeThbcs InIIe HA iICHYIOUHX (aKTax pea-
JILHOTO JKHTTS, SKI CKCIEPUMEHTAJILHO IIiATBEp-
JOKEHI JTOCITiPKEHHSIMU 010J10T1iB Ta MiKpOOiOJIOTiB.
OcCkinbkH A7l yCiX MITyYHUX CHUCTEM MEPBHHHUM
JoKepesioM iHopMarllii MOXKyTh OyTH JIMILE KUBI
CHCTEMH, TO 06arato yBaru mpuiJieHo onucy QyHK-
1iOHyBaHHS 010JIOTIYHMX MEXaHi3MiB. Y Ci )KUBI CH-
CTEeMH MAalOTh T'€HOM, IO SBJISIE CO0O0r iH(OpMa-
110, 3aB]ISIKH SKili pO3MHOKYIOTHCSI OpraHi3Mu, 0e3
40ro KUTTs Oyno 6 mpupedyeHo Ha 3arubens. [loka-
3aHO SKMM YHHOM 3 SIBIA€TbCA iH(pOpMamis, IO
cnpuiimaeTbes iHGOpMaIiitHuME cucteMamu. Po3r-
JISTHYTO MUTaHHS 00’ €JHaHHS 1HPOPMAaIIHHUX CHC-
TeM y KiOepHeTuIl Ta wuBiii npupomi. JloBeneHo,
0 iH(opMallisl He MOXKe BUHMKATH 0€3 y4acTi iH-
(dbopmaniiiHOi cucTeMH, y Ky MOBHHHA OYTH 3aKJia-
neHa iHpopmaris. e cBiqInuTh TPO HEMOMKIIUBICTH
YTBOpEHHsI iHpopMaIlii 3a HaIBHOCTI JIUIIIEe MaTepii
Ta eHepril.

KuarouoBi ciaoBa: cuctema. iHpopmariitHa cuc-
TeMa, BIIACTUBOCTI iHpopMarlii, iHhopmaliiiHi mpo-
LECH, YTBOPEHHS iH(opMariii.

OCHOBHI I[TOJIOXXEHHA

[Tixg cucremoro OyaeMo pO3yMITH CKiHUECHY
MHOXHUHY €JIEMEHTIB Ta 3B’ A3KiB MK HUMH [ 1].
VY nux enemeHtax Moxe Oytu abo He OyTH 1H-
(dbopmartisi. 30BHIIIHE CEPEIOBUIIE SIBISE CO-
0010 HEOOMEXKEHY KIJTbKICTh CHUCTEM, 3 SKUMU
BiIOYBa€ThCS B3a€MOJIiA JTOCIIIKYBAHOI CHC-
TeMu. Y 11l B3a€MOJIIi € MOXKJIMBICTD MTOTpAI-
JISSHHSL Y CUCTEMY 3 30BHIIIHHOTO CEPEIOBHINA
MarepiaTbHUX €JIEMCHTIB Ta
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HOpin XnanoHix

3aeigyead kachegpm
kibepbesneku Ta KOMM'ITEPHOI
iHXeHepil

A.T.H., npochecop, akaaemik
YKpaiHCbKOT akagemii Hayk

Bonoanmup BuwHAKoB
poueHT kadenpu kibepbeaneku
Ta KOMMKTEPHOT iHKeHepil
K.T.H., AOLEHT

€Heprii, SKi y CBOIO Yepry MOXYTh OyTH HOCI-
aMu iHpopmanii. Xou iHpopMaLlis HE € MaTe-
pi€r0 UM €HEPTI€I0, ajie BOHA 3aBX /A1 IepedyBae
Ha SKOMYCh MaTepiaibHOMY Hocii. [HiIi Bapia-
HTH 11 ICHYBaHHS € HEBiJOMUMHU. [ 0JTOBHOTO Xa-
pakTepucTukoio iH(opMmamii € ii 3HaueHHS,
OCKIJILKH HE icHYye iHdopMmarlrii, ska 6 He Mana
HISIKOTO 3HA4YeHHS [2]. Y pa3si HasBHOCTI iH)O-
pMarii y cucteMi MOXYTh BUKOHYBAaTHCH Iii.
IIpu oMy iH(pOpMaIsT BUKOPHCTOBYETHCS
JUTsl BUOOPY THUX UM IHIIUX BapilaHTIB MiH, 110
OIUCYIOTHCS  alTOPUTMOM  (DYHKITIOHYBAHHS
cuctemu [3]. Byap-sKi 1HIIII MOXJIHMBOCT1 BUKO-
pucTaHHs iH(OpMaIlii € HEBITOMUMH.

VY pobori [4] BU3HAYEHO MiHIMAILHUIA HAOIP
BIIACTHBOCTEH CHUCTEMU IS 3a0€3MEYCHHS MO-
YKJTMBOCT1 BUKOHAHHS Jil 3 BUKOPUCTAHHSM 1H-
dopmMartii. ¥ pasi BiICYTHOCTI OYIb-SIKOT 3 IIUX
BJIACTUBOCTEH crucTeMa Oyje He3[aTHa peary-
BaTy Ha iH(OpPMAIIifO 1 BUKOHYBATH BIAMOBITHI
nii. Ilepemk 1UX BIACTUBOCTEH HaBEIEHO Y
Taoun. 1.
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Ta6auus 1. HeoOxiHi BIaCTUBOCTI CUCTEMH AJIsi BUKOPUCTAHHS 1HPOpMarii

Table 1. Necessary system properties for information use

Hosnauenns Hassa Onuc BIacTHBOCTI
BJIACTHBOCTI BITACTHBOCTI
M (Memory) MaMm'sTs 36epexeHHA iHpopMaILii y BUIIIALIL, AKMI 103BOIAE
BUKOPHCTOBYBATH ii a1t BHOOpY TOi uM 1HIIOT JTiT
S (Sensor) Yyrmpicr, | CTPHAHATTA MEBHHX XapaKTEPHCTHK 30BHILTHBOTO
CepeIoBHIIA
C (Choice 3aTHiCTh Mo;mpmicn,. obuparn DAL iH[gy ,uilo B SaﬂeX.(HOCTi Bijl
BHOHpATH 30epexeHo] iHpopMaLii Ta 30BHIIIHIX (QakTopiB
E (Execution) Hiespathicts | 31aTHiCTh BUKOHYBATH 00paHi aii

Y  poGoti [4] 3anporoHOBAaHO JIUIIIE
CHCTEMH, K1 MalOTh yCi mepelniyeHi y tadm. 1
BJIACTUBOCTI, BBaKaTH 1HGOpMamiiHUMU. X04
IUIs1 TOTO, 1100 Y CUCTEMY Morvia OyTH 3aHECeHa
iHopmariiss 10CTaTHLO MaTH TaM’ siTh, sKa
BiZlirpae poib Hocis iHpopmanii. Ane Hocii
nutie 30epiraroTh iHGOPMAIIIIO 1 HISIKAX THIITHX
¢GyHKIIA BUKOHYBaTH HE MOXYTb. ToMmy
MOBEIHKA TaKWX CHCTEM HIYUM He Oye
BIJIPI3HATUCH Bi cucTeM 0e3 iHdopmarrii.
Tobto BoHmM Oymyrh mnumie (izuuHo Ta/abo
XIMIYHO pearyBaTy Ha 30BHIIIHE CEPEIOBHIIIE.
Po3missHeMO 1€ Ha TPUKIAAlI €IEKTPUYHOTO
3anoOikHuka.  Hociem  iHopmamii  y
3aMO0DKHUKY € JPOTHUK TIEBHOI TOBIIMHHU Ta

nowkua. Lli po3mipum miaOuparOTh TaKuM
YMHOM, 1100 y pa3i KO E€IEKTPUYHUN CTPyM
MEPEeBUILUTh JT03BOJICHE 3HAYECHHS, JPOTHK
neperopas. SIKII0 APOTHK HE IOTPAnuTh y
TIEBHE MICIIE, sIKe CIIiJI epeadaYnTH y CUCTEMI,
TO 3aKjazieHa iH(popMalLlis He 3MOXKe BiAirpaTu
Hiskoi pomi. Llei mpukian mokasye, mo s
YTBOpEHHS 1H(pOpMaLiiHOI CUCTEeMU MOTPiOHO
HE JIMIIe 3aHECTH 1H(POpMAIlI0 HA TMEBHOMY
HOCIi, a CIiJg MaTu BIMOBIAHY CTPYKTYpY 3
HasBHICTIO yCIX THX BJIACTHUBOCTEH, IO
nepenideni y Tadun. 1. [loBHMIT epenik BiToMux
eJeMEeHTapHUX Jii Haj iH(popMaIliero HaJaHO y
Tabmn. 2.

Ta6mauus 2. Jlii, iki MOXXYTh BUKOHYBaTHCh HaJl iHGOpMAIIi€r0

Table 2. Actions that can be performed on information

Ha3sga aii Haz iHdopMatii€io

Buxonasens aii

CropuitHATTS (3aBJASKH 9YTIHBOCTI)

[ndopmariitna cucrema

3anam'sTOBYBAHHS Iadopmariiina cucrema
KomnitoBaHHA HA 30BHIMIHI HOCIT Iadopmamiitna cuctema
36epiranHs Byab-sikuit dizuaHUl HOCIH

3uunieHHs (4acTkoBe abo MOBHE)

Jesikunii p13M9HMI Iponec

BukopucTanHs y nporeaypax Bubopy

Iadopmariiina cucrema

CHnoTBOpEHHS BUMIAJKOBE

Bunaaxosuii hizuyHuil npoiec

CHOTBOpEHHS YMHCHE

[rdopMariitna cucrema

[leperBopenns (Ko 1yBaHHs)

Indopmariiina cucrema

CtBOpeHHS (3aBIAKH (haHTa3yBAHHIO)

Iadopmariiina cucrema

CropuiiHATTS BIJI IHIIKX CHCTEM (4epe3 HOCl1)

IndopmMariiiHa cucrema

3ayBaxuMo, 10 Hemae Aii, ska O
NepeTBOpIOBaNia MarepiajbHe B iH(OpMaLiio
(abo HaBmakwm), ajie BCe, Ha 1110 pearye CUCTeMa,
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MOXX€ TIEPETBOPIOBATUCH B  1HGOpPMAIIIIO
3aBASKHM JaT4ukaM abo YyTIMBHM OpTraHaM.
[adopmariis mpo XxapakTepUCTUKU CEPEAOBHUINA
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MOX€E CHPUUMATUCh JIMIIE CUCTEMaMH, IO
MalwTh  3aco0M  pearyBaHHS  Ha 11l
XapakTepucTuku. [1o3a Mexxamu cucTeMu Hisiki
nii, kpiMm 30epiranHs iH(opmarlii, He MOXYTh
BUKOHYBAaTHCh. OCKIIBKH yCi IITYyYHI CUCTEMHU
CTBOPIOIOTH JIIOM, TO 3 IIbOTO BHUTIKAE, MIO
Haiimepmumu Jpkepenamu iHdopMmanii € >KuBi
CUCTEMH. 3aBIAKU HOCHIDKEHHIO O10JIOTiB
JOKJIa/IHO OTHCaH1 MPOLECH, K1 BiIOyBarOThCs
y )KUBUX OpraHi3Max Ha MOJICKYJIIPHOMY PiBHI.
BpaxoByroun Te, 1m0 JKUBI ICTOTH €
iHopMaIitHUMU CUCTEeMaMH, Ha 1X TPUKIaIl
MO’KHA BUSIBUTH Ta BU3HAUYUTH 3aKOHOMiPHOCTI
1010 YTBOPEHHS 1HOOPMAIIITHUX CHCTEM.

Came BU3HaueHHS IIUX 3aKOHOMIpHOCTEH €
METOI0 JJaHO1 Teopii.

IEPAPXIS IHOOPMAIIMHUX CUCTEM

3a  MOXIHMBICTIO  yTBOPEHHS KO
iHpopMallii CUCTEeMHU MOXHA PO3MOAIIMTH Ha
Tpu iepapxiuHi piBHI. Ha HWKHBOMY piBHI
PO3MICTHMO CUCTEMH, 111(0) HE3JaTHI
YTBOpPIOBaTH Komii iH(opmalli Ha 30BHINIHI
HOCI{ U1 BiIPaBKU 332 MEKi CHCTEMH.

Cepenniii piBeHb O3HaA4Ya€e, MO0 CHUCTEMa
MOXE yTBOproBaru Komii iHpopmanii Ha

30BHIIIHI HOCII, aie He3IarHa
PO3MHOXYBATHUCE.

Jlo BUIIOrO piBHA BiJHECEMO CHCTEMH, SIKi
3MaTHI  PO3MHOXYBAaTHUCh, IO  O3HAYae

YTBOPEHHS JI€3AAaTHUX KOIMK camMoi CHCTEMH.
3a TPUHIMIIOM PO3MOILTY, SKUU TOJNsITrae y
TOMY, IO 4YWM Outblie (QYHKIIA MOXe
BHKOHYBAaTH CHCTEMa, TUM BHIIHUM € ii PiBEHb,
MOXHAa Yy KOXHOMY 3 OIIMCaHHX pIBHIB
BUJIUIMTA HHU3KY MmiapiBHIB. HaitHmk4uoMmy
HiAPIBHIO  BIAMOBINATUMYTh CHUCTEMH, IO
BUKOHYIOTh Jiumie oy ¢yHkiio. Taki

iHpopMaliiiHi cHUCTEMH MOXKHA  BBaXKaTu
eJIeMEHTapHUMH, 00 TX HEMOXKJIUBO PO3IITUTH
Ha HiCUCTEMH yepes BTpary

¢ynkmionansHocTi. Cepen HUX € Taki, IO
BUKOPHUCTOBYIOTBCS ~ JIMIIE  OAMH  pas.
Hampukinan, 3amo0iKHUKH, K1 TIEPETOParOTh Y
pa3i  TMEepeBUIICHHS  3aJaHOTO  3HAYCHHS
eNeKTPUIHOTO CTpyMy. CIIijT 3ayBayKUTH, 1110 1 Y
KUBUX OpraHi3Max € CHCTEMH pPa30BOTo
BUKOpPUCTaHHsA. Hampukian, MexaHi3Mm, SKUN
oTpHuMaB Ha3By hairpin (mmnuibka) [6], BUKOHYE
Bix’€aHAaHHS cuHTe30BaHoro JaHrora PHK Big
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PHK mnonimepasu [7]. Ilicns BUKOHaHHS CBOE€T
nii BiH PO3KJIAAETHCS HA CKJIQJIOBI YaCTHUHU
(HyKJI€OTHIH), 3 SIKUX MOTIM YTBOPIOIOTHCS
HOBI  Oiomoriyni  cuctemu. OcobnuBICTh
iepapxii iHpOpPMALIHHUX CHUCTEM IIOJATAE B
TOMYy, 10 CHCTEMH  HIKYHX  PIBHIB
CTBOPIOIOTbCS ~CHCTEMAaMU BHIIUX PiBHIB.
Jlume  3aBasku  1poMy  3abe3meuyeThCs
ICHYBaHHsI CHCTEM HIDKHUX PiBHIB, 00 mepion
ICHYBaHHS KOXKHOi OKpPEMOi CHCTEMHU €
O0OMEKEHUM qyepes HEBIJABOPOTHICTh
pyiiHyBaHHs. [IpuKkiiaioM CTBOPEHHS IITYYHHUX
cUcTeM MoOke OyTH aBTOMAaTWUYHUN CTaHOK,
SKAW BHUPOOJIAE€ EINEKTPUYHI 3armo01KHUKH.
HeBimomi  BHMaaKu  CTBOPEHHS  CHUCTEM
HIDKYOTO pIBHSA 0€3 3akjajaHHs B HHX
iH(popMallii CHCTEMOIO BUIIIOTO PiBHSA. Y JKUBIH
OPUPONI TAaKOXK € YUMo CHUCTEM, IO
BIJIMOBIJAIOTh HIDKHBOMY PIBHIO i€papxii.
OpgaumMu 3 HUX € epurpouutu [8], sKi
NEPEeHOCATh KHUCEHb BiJ JIETeHb 0 M’s3iB. Y
JIOZICBKOMY oprasizmi Onuspko 84% Binm ycix
KIITHH TUTa CKIAJAal0Th EPUTPOIUTH. Ix
BHUPOOJISIOTh KIIITUHH KICTKOBOTO MO3KY. Yac
KHUTTA epuTpouutiB ycsoro 100-120 nib.
[cHylOTP TpUNYIIEHHS MIOAO MOXJIUBOCTI
YTBOpEHHS iH(QOpMAIIITHUX cUCTeMH 3 Marepii
0e3 yJacTi Oynp SKuX 1HGOPMAILIHUX CUCTEM,
aJie Take He MiITBEPIKY€ETHCS YKOTHIUM (PaKTOM.
€ npupojHi ABUINA, K1 MOXYTh HaraayBaTH
nito iHGOpMaIifHUX CUCTEM, HAMPHKIA,
OJMCKaBKM a00 BUBEPIKEHHS BYJIKaHIB, ajie yci
TaKi SBUIIA MAIOTh YUCTO (i3WYHI MOSICHCHHS
0e3 BTpy4yaHHs iHhopmMalii. Y KuBIHA IPUPOII €
gyuMaio 1HGOPMAIIHHUX CHUCTEM CEPEIHBOTO
piBas.  Ix  HasuBalOTh  CTOBOYpPOBUMH
kinituHaMH. LI KIITHHU B pe3ysbTaTi MOALTy
MOXYTh YTBOPIOBAaTH, $IK 1HIII CTOBOYpOBI
KIITHHY, TaK 1 croeniamgi3oBaHi KJIITHHHU, IO
BIJIMOBIJAIOTh HIDKHBOMY PIBHIO l€papxXii.
[IpukianoM MTYYHUX CHCTEM BHILOTO PIBHS €
KOMIT'FOTE€pHI BiIpYCH, ajie i CHCTEeMH MOXXYTh
ICHYBaTH JuIe y KOMIT IOTEPHOMY
CepeloBHINI. YCi JKHMBI ICTOTH, IO 3[aTHI JI0
CaMOCTIHHOTO PO3MHOXEHHS, BIJMOBIIAIOTH
BUIIOMY DIBHIO iepapxii iH(popMaLiiHUX
cucteM. KinbKicTh MiPIBHIB iepapxii s
KHMBHX 1CTOT MOXKE MEPEBHUINYBaTH KUIbKICTh
BHJIIB Oprai3MiB. J[0 HaWHWXKYOTO MiApPiBHS
MOXXKHa  BigHecTH  OakTepii Ta  iHMIII
onHokiiTuHHI. Cepen nomed 3  pi3HUMH
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30i0HOCTSAMH, 1100 00poOkH iHpopmarii Ta
CTBOPEHHS ITYYHUX 1H(POPMAIIIMHUX CHUCTEM,
KUIBKICTb MiJIPIBHIB CKJIAJIHO OLIIHUTH.

HPUHIAITN CTBOPEHHS
[HOOPMALIMHUX CUCTEM

He motpebye noBenmeHHs ToW (akTt, mo yci
Ty4YHi iH(pOpPMaLiifHI CHCTEMH CTBOPIOIOTHCS
KUBUMH 1CTOTaMH, a Y TIEPEBAXKHHUM O1TBIIOCTI
came JIOObMH. Y JyKe piKICHUX BUIAJKaX 1€
BIAETHCS IHIIIUM 1CTOTaM, HapHUKJIad, 000pam,
K1 374aTHI OOynyBaTu Tpe0Iio sl yTBOPEHHS
BO/IOMMH. 3a 0O3HAKaMH, 110 HaBezeH1 y Tabm.1,
rpebiro  cmix  BBaKaru  iHQOpMAIiitHOIO
cucteMoro. Bucora rpe6ii € Hociem iHGopmarrii
mpo piBeHb BOIM, a 3aKJIaJaloTh IO
iHopmariito Ti, XTO CTBOprOE Tpedmo. B
3aJISKHOCTI BiJl PiBHA BOAH Y CTPYKTYpi rpeoui
00Mpa€eThCS Ta BUKOHYETHCS OIHA 3 JIBOX JIIi:
HAKOMMMYEHHS BOAM a00 CKUIAHHS BOIU y pasi
MIEPEBUIICHHS 33JaHOTO PiBHA. SIK moTparuisie
iH(dopMarlliss Bi JKMBHUX ICTOT JI0 INTYYHUX
iHpopMaIriiHUX ~ CUCTeM  JIOCUTh  JIETKO
npoaHanmizyBaTdH. Takok LIUJIKOM 3pO3yMiJIO
SIKAM YUHOM 3’ SIBIISIETHCSI nmoTpioHa
iHpopMalliss y TBOPIIB HEOCSIKHOI KUTBKOCTI
IITYYHUX CHCTEM BiJI IPOCTOTO EICKTPUIHOTO
BUMHUKAYa, IO MITy4yHOTOo iHTenekTy. Cyasun 3
KUTTEBOTO JTOCBITY IIEH IPOIIEC TOYHHAETHCS 3
BUHUKHEHHs i1ei y TBopuoi momuuu. Jlami
BiIOYBa€TbCSI  CTBOPEHHsSI  TEXHOJIOT1YHOI
iHpopmanii  3aBasku  (paHTa3yBaHHIO 3
BUKOPUCTAHHSAM B Till 4M 1HIIH Mipi METORY
crpo0 Ta MOMUJIOK ITiJT Yac eKCiepuMeHTiB. Bee
I[e CYNMPOBOIKYETHCS HASBHICTIO OakaHHS Y
JESIKUX JIFOIEH 11010 CTBOPEHHS YOTOCh HOBOTO
1 B yciX BUNAAKAX  CKJIAQNAETbcad 3
eJeMEHTapHHUX JiH, K1 TepemiueHi y Taom. 2.
CrBOpEHHH, HaBITh HainpocTinioi,
iHdopmariiiinoi cuctemMu 0€3 BUKOPUCTAHHS
iHpopMalii 3 SKOICh CUCTEMH BHUIIIOTO PiBHS €
HeBioMuM. Lle maTBepKy€eThes BiZICYTHICTIO
y T1abm. 2 gii mepeTBOpeHHs Marepii B
iHdopmariito. 3 1BOro BUTIKAE Te, IO O3
BUKOPUCTaHHS iHpopMartii HISIKY
iHdopmariiiny CHUCTEMY noOyayBaTu
HEMOXTHBO. HailOimbIn qOCKOHATMME MOXKHA
BB&)KATH >KMUB1 1H(QOpPMAIlIiHI CUCTEMH, SKI Y
BUDJISII OakTepil iCHYIOTH Ha 3eMill OJU3BKO
3,5 wupa. pokiB. 3aBasgku  Oionoram  Ta
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MikpoOionoraM, iH(poOpMaLiiHI MpoIecH Y
KUBUX opraHizmax OTMCaHi Ha
MOJICKYJISIDHOMY PpiBHI. VY CKJaai KOXKHOTO
YKUBOTO OPraHi3My € T€HOM, 1110 SIBJISIE COOO0IO0
KHUTTEBO  BaXJIMBY  iH(opmamiro,  ska
30epiraetbcsi 'y Mosekymax JHK [9]. La
iH(pOpMaIlis € TPOEKTOM MOOYIOBHU Ta PO3BUTKY
opraHiamy. 3aBASKH KOIIOBAaHHIO JiISTHOK
monekynmu JIHK y Burmsai monekyn PHK
MOYMHAETBCS  (OpMYBaHHS  O1OJIOTIYHUX
MEXaHi3MIB, KOXXEH 3 SKHX SBIISIE COOOIO
iHopmaritiny cucremy. Ilpomec  1poro
KOTIIFOBaHHS BUKOHYE crieniadbHUN
Olomoriunnii MexaHisM PHK-momimepaza, mo
MOKa3aHO Ha pucC. 1 pa3oM 3 MOSCHIOBAILHOIO
CXEMOIO 3HU3Y.

[ToBHUI >KUTTEBUU IUKI 1HPOPMAIIITHIX
MEPETBOPEHb Yy KIITHHI OakTepii, MOYNHAIOUN
BiJl TIOSIBU KJIITHHH MiCTIS MOy 10 MOMEHTY i1
HACTYITHOTO TIOAUTY, OMHUCAHO y pobOoTi [5].
3aBISKM ONMUCAHUM TIpolecaM BiAOyBaeTbCs
PO3MHOXKEHHSI ~ OakTepiii ~ OJHOYAaCHO 3
KOMIIOBAaHHAM il  JKHUTTEBO  HEOOX1IHOT
iHdopmarii, 1m0 sHaxomuthess  y  JIHK.
[TokazaHo, 1O pO3MHOXKEHHS KIITUH 0e3
BUKOPHUCTAHHS Ii€T iHQOpMaIlii € HEMOXITHBUM,
a 36epexenns JIHK 3  indopmariero
3a0e3nevyyeThCsl  3aBASKA  PO3MHOXKEHHIO,
OCKUIBKH IPH 1IbOMY yTBOprotoThes komii JTHK.
TakuM 4YMHOM CTa€ MOXJIUBUM  BiYHE
ICHYBaHHS JKUTTS pa3oM 3 HEOOXITHOIO IS
Woro po3MHOXEHHs iH(opmMmariero. Crin
3BepHYTH yBary, mo y JIHK >xuBux ximitun €
iH(dopmarris guie nmpo Te, K 3pOOUTH KOIIIIO
Oprasizmy, ajie He Mpo Te, 5K CTBOPUTH
OpraHi3M 3 HyJIsl.

Icnye uymmano pi3HUX NPUNYLICHb 100
MO>KJTBOTO YTBOPEHHS KUTTS 0e3
BUKOPHUCTaHHA 1HGOpMAIIii, Sika 30epiraeTbcs y
JIHK xuBux opranizmiB. HaBonsaTe mpukianu
YTBOPEHHSI MOJICKYJN, SIKI € Yy CKJIaJi >KUBHX
KJIITHH, aJI¢ 1I¢ MOSICHIOIOTh 3aKOHAMH XiMii 0e3
BUKOPUCTAHHS JKUTTEBO HeoOX1aHOT
iHpopmarii. OCKIBKH YCi )KHMBI OpraHi3MH €
iH(OopMaIitHUMU CUCTEMaMU, YTBOPEHHS IKUX
MOXJIMBO JIUII€ 3 BHUKOPUCTAHHSIM IEBHOI
iHopmariii, TO BCI TPUMYIIEHHS IIOIO
BUIIAIKOBOTO BUHUKHEHHS JXUTTS 3 HEXHBOI
Matepii He BIANOBIAAIOTh JIHCHOCTI.

Crpobu  OOTpyHTYBaTd  HEMHUHYYICTh
BUHUKHCHHS JKUTTA 3 HEXHBOI Marepii
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0a3yloTbCS Ha TOMY, IO 3TiTHO 3 TEOPIEIO
Benukoro  BHOyXy MOMEHT  3apOIKCHHS
BcecBiTy  cympoBOIKYBaBCS — BEIMYE3HOIO
Temneparyporo Ta rycruHoro [10]. ¥V takux
YMOBax HE ICHYBalli0O MICIs AJis 30€peKCHHS
KUTTS 3 KUTTEBO HEOOXITHOIO 1H(DOpMAIIi€ETO,
aka 30epiraetbcst y monekynax JHK. Crin
3ayBa)XKUTH, 110 TEOPis «BEIMKOTO BHOYXYy» HE
Ja€ BIATOBIAI Ha IUTy HU3KY 3amuTaHb, SKI
MoB'si3aHI 3  eBoioli€l0  BcecBiTy: BoHa
He3aBepIIeHa 1, 0€3yMOBHO, PO3BUBATUMEThHCS
Hagani. Takox He cmig 3a0yBaru, 10 y Iii
Teopii HeMae 3rajiku Mpo iHpopMallio, 3 40ro

BUTIKA€, IO PO3POOHMKH HE BpPAXOBYBAJIU
BOXKJIUBICTh  3Ha4eHHS  iHopmarii s
icHyBaHHS XKUTTA. JIroau, SBISIOUMCH BHCOKO
PO3BHHYTUMH 1HGOPMAIIHTHUMU CHCTEMaMH,
3natHi (aHTasyBartu, ane iHdopmaris Ie He
nume Hamn QaHTasii, a KOMIIOHEHT >KHBOIi
pUpOaH, €3 SIKOTO KUTTS Oya0 O HEMOXKITUBE.
SIKITIO BBa)KaTH, IO HAaIlle KATTSA € JIIHCHOIO
peanpHICTIO, TO CIiJ] BU3HATH pPEaJbHICTb
icHyBaHHs 1H(pOpMaIii, 6e3 sKoi XUTTI O He
oOyo0.

JTHK

PHK-
nojiMepasa

Komii mistHOK
JIHK y Bursi

Puc. 1. Ilponec xomiroBanHs ainsHok JIHK (momiuena opamxeum) y Burisigi PHK (momiuena

moJiekyn PHK

3eneHuM) 3a nonomororo PHK-nmonimepasu (momidena $hiojaeToBum)

Fig. 1. The process of copying DNA sections (marked in orange) in the form of RNA (marked in

green) using RNA polymerase (marked in purple)

BHUCHOBKU

[Toka3zaHo, MmO JJIs1 CTBOPEHHS OYIb-SIKOT
iH(pOopMaIliitHOT cCTeMH HEOOX1HO 3aKIacTH B
Hei iHdopmarito. Ile 3akmaganHs MoOXe
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BHKOHATH JIMIIIE CUCTEMA, 1110 Ma€ iH(OopMaIrito,
AKY CIHIiJl 3aKJIaCTH, a TAaKOXX MAa€ 3IaTHICTb
BUKOHYBAaTH [0 KOIiOBaHHA iH(opmarii Ha
30BHIIIHIN HOCII 11032 CBOIMH MEXaMH.
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HaitOuipm qoCKOHAIMMH MOYKHA BBa)KaTu
KMB1 1H(OpMaIiifHI CUCTeMH, SIKI y BUIVIII
OakTepiit ICHYIOTh Ha 3eMJTl OJIU3BKO 3,5 MIIp/I.
POKiB. Y CKIaJli KO)KHOTO KHBOTO OPTaHi3My €
TEHOM, IO SIBJISiE COOOI0 JKUTTEBO BAKIIUBY
iHpopMmarlito, sika 30epira€TbCs y MOJIEKyJax
JIHK. 3aBOsKA  KOIMIOBAHHIO  JOUISHOK
monekynmu JHK y Burmsai monekyn PHK
YTBOPIOIOTHCS 010JI0T1YHI MEXaHI3MHU, KOXKEH 3
SKHX SIBJIsSIE COO0I0 iH(pOpMAIliiiHY cucTeMy.

[TokazaHo, 10 PO3MHOKEHHS KIITHH 0€3

Bukopuctanus  iHpopmauii 3 JHK €
HeMoxymuBuM, a 30epexenns JIHK 3
iH(popMaIrieo 3a0e3MeTyeThCs 3aBIISKT
PO3MHOXCHHIO,  OCKUIBKM  NPH  I[bOMY

yrBoprototbes komii JIHK. Takum unHOM cTae
MOXXJIMBUM BIYHE ICHYBaHHS JKUTTS Pa3oM 3
HOT0 KUTTEBO HEOOX1THOIO 1HPOPMALII€IO.

Jlromu, SIBISIFOYMCH BUCOKO PO3BUHYTUMH
iH(popMaIitHUMU CHCTEMAaMHU, 37aTHI
(danTazyBaru, ajne iHdopMalis e HE JUIIe
¢danTazii, a KOMIIOHEHT >XWUBOI mpupoau, Oe3
SIKOTO YKHUTTSI HEMOXIIMBE. SIKIIO BBaXKaTw, IO
KUTTS € TIACHOIO PEANIbHICTIO, TO CIIiJ] BU3HATH
peanbpHICTh ICHYBaHHs i1H(popmariii, 0e3 sKoi
KUTTS O HE OYII0.
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Basics of the theory of formation of information
systems

IOpii Xnanownin, Borooumup Buwnsaxos

Abstract. The article examines the processes of
formation, transmission and use information in
systems of various purposes. The theory is based
only on existing ones facts of real life, which are
experimentally confirmed by the research of
biologists and microbiologists. Since only living
systems can be the primary source of information
for all artificial systems, much attention is paid to
the description of the functioning of biological
mechanisms. All living systems have a genome,
which is the information that allows organisms to
reproduce, without which life would be doomed. It
is shown how information perceived by information
systems appears. The issue of combining
information systems in cybernetics and living
nature is considered. It has been proven that
information cannot arise without the participation of
an information system in which the information
must be embedded. This indicates the impossibility
of information formation in the presence of only
matter and energy.

Keywords. system information system,
properties of information, information processes,
formation of information.
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Abstract. This article explores affiliate market-
ing integration with Al and Web3 technologies,
providing a comprehensive analysis of their individ-
ual and combined potential to revolutionize the dig-
ital marketing landscape. Starting with defining the
core components, the article sets a foundation for
understanding how Al and Web3 can synergisti-
cally enhance affiliate marketing strategies. The pa-
per proceeds with a detailed overview of traditional
affiliate marketing models, highlighting their evolu-
tion in response to technological advances and
changing market dynamics. The article further ex-
amines the global landscape of affiliate marketing,
presenting current statistics and trends that under-
score its economic significance. A focused discus-
sion on Al technologies pertinent to affiliate mar-
keting reveals how machine learning, natural lan-
guage processing, and predictive analytics can opti-
mize performance and decision-making processes.
The role of Web3 is examined by its ability to intro-
duce decentralized, transparent, and secure ele-
ments into affiliate marketing, suggesting a shift to-
wards more user-centric models. Finally, the poten-
tial of combining Al with Web3 is discussed, illus-
trating how this convergence can lead to innovative
marketing strategies that are more effective and up-
hold higher standards of integrity. This synthesis
aims to illuminate how modern technologies can be
harnessed to foster a new digital marketing era.

Keywords: web3, partner marketing, artificial
intelligence, blockchain.

INTRODUCTION

The modern world of digital marketing is
evolving at a breakneck speed, and affiliate
marketing has long been a cornerstone, harness-
ing the power of networks and partnerships to
drive sales and boost brand awareness. How-
ever, the advent of groundbreaking technolo-
gies such as Artificial Intelligence (AI) and
Web3 is setting the stage for a transformative
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shift in how affiliate marketing strategies are
devised, executed, and evaluated. This article
delves into the integration of Al with Web3
technologies, presenting a novel paradigm that
enhances the efficiency of affiliate marketing
campaigns and redefines the underlying trust
and transactional mechanisms.

The evolution of the internet through Web3
technologies offers a decentralized framework
where transparency and user sovereignty take
precedence. Meanwhile, Al continues to break
new ground in data processing and automated
decision-making, making it an indispensable
tool for personalizing marketing efforts and op-
timizing user engagement. When these two
technological frontiers converge, they create a
synergy that could overcome some of affiliate
marketers' longstanding challenges, including
privacy, trust, and real-time data processing is-
sues.

This integration promises many benefits
such as improved trust via blockchain's immu-
table records, enhanced targeting and personal-
ization through Al-driven analytics, and in-
creased efficiency in transaction verification
and commission distribution through smart
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contracts. The fusion of Al and Web3 in affili-
ate marketing paves the way for more secure
and transparent dealings and empowers market-
ers to deliver highly relevant and engaging con-
tent to consumers.

In this article, we begin by defining the core
components of this integration—affiliate mar-
keting, Al, and Web3 technologies—setting the
groundwork for understanding their individual
and the combined impact on the marketing
landscape. Subsequently, through this review
and analysis, we aim to illuminate the pathways
through which AI and Web3 can collectively
enhance the effectiveness and integrity of affil-
iate marketing strategies, ushering in a new dig-
ital marketing era.

OVERVIEW OF AFFILIATE MARKETING:
TRADITIONAL MODELS AND THEIR
EVOLUTION

Affiliate marketing has established itself as
a robust and versatile strategy within the
broader a spectrum of digital marketing [1]. To
appreciate the revolutionary impact of integrat-
ing Al and Web3 technologies into affiliate
marketing, it is crucial to understand the tradi-
tional models and how they have evolved over
time.

Traditionally, affiliate marketing has in-
volved three primary parties: the affiliate, the
merchant, and the consumer. Affiliates, also
known as publishers, use various platforms to
promote products or services from merchants to
consumers, earning a commission based on per-
formance metrics such as sales, clicks, or leads.
The most common models include [2]:

o Pay-per-Sale (PPS): This model is most
common in retail, where affiliates earn a
commission when their referrals result in a
sale.

e Pay-per-Click (PPC): Affiliates earn
based on the traffic they direct to the mer-
chant’s site, regardless of whether these
clicks lead to sales.

e Pay-per-Lead (PPL): This model compen-
sates affiliates for specific actions taken by
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referrals, such as filling out a contact form
or signing up on websites.

These models rely on various tracking tech-
nologies to connect consumer actions to spe-
cific affiliates, often using cookies or tracking
pixels. However, they also face challenges such
as privacy issues, reliance on third-party cook-
ies, and the potential for fraudulent activities.

As the affiliate marketing industry has de-
veloped and grown, so have the types of mod-
els, accommodating more diverse and complex
marketing strategies:

e Cost Per Action (CPA): Under this model,
affiliates are paid based on a specific action
taken by the referral, such as a completed
sale, sign-up, or another conversion event.
This model is highly favored as it directly
ties the commission to the value delivered.

e Revenue Sharing (RevShare): In this
model, affiliates get a part of the revenue,
which generated from the clients they refer,
typically used in industries like online gam-
ing and trading platforms. This can be
highly lucrative if the referred clients con-
tinue to generate revenue over time.

e Recurring Commission: Affiliates earn
commissions not just on the initial sale but
on any recurring payments made by the cus-
tomer. This model is common in subscrip-
tion-based services like software or mem-
bership sites, providing a steady income
stream to affiliates.

e Multi-Level Commission (MLM Com-
mission): In this model, affiliates commis-
sions are based on sales made by other af-
filiates recruited into the program, creating
a multi-tiered commission system. While
controversial due to its resemblance to pyr-
amid schemes, legitimate MLM programs
focus on actual sales rather than mere re-
cruitment.

Affiliate networks play one of the key roles
in the ecosystem by acting as intermediaries
(Fig. 1) that connect merchants with affiliates

[3].
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Fig. 1. Sequence diagram of interactions between affiliate, affiliate network, and merchant

These networks manage the relationships,
handle the exchange of payment, and provide
tracking and reporting services. For merchants,
affiliate networks simplify the process of find-
ing and managing numerous affiliates. For af-
filiates, these networks provide a lot of options
for products to promote, along with reliable
payment mechanisms [3]. Notable features of
affiliate networks include :

e Unified Dashboard: Affiliates and mer-
chants can monitor and manage their cam-
paigns through a single interface, which in-
cludes tracking clicks, conversions, and
earnings.

o Simplified Administration: Handling of
administrative tasks like signup, campaign
approval, and commission payouts is
streamlined, reducing the overhead for both
parties.

e Analytics and Reporting: Detailed report-
ing tools are available to analyze perfor-
mance data, helping users optimize their
strategies for better results.

e Wide Range of Products: Networks offer
products and services from various sectors,
allowing affiliates to choose those that best
fit their audience’s interests.

e Opportunities for Niche Marketing: Af-
filiates can specialize in specific niches,
making it easier to target marketing efforts
and build authority.

e Global Reach: Many networks provide ac-
cess to international markets, giving affili-
ates the opportunity to promote products
worldwide.

e Regulatory Compliance: Networks ensure
that all transactions comply with relevant
laws and regulations, which protects both
affiliates and merchants.

o Dispute Resolution: In case of disagree-
ments, affiliate networks often have sys-
tems in place to mediate and resolve issues
fairly.

Technological impacts and changes in con-
sumer behavior have significantly transformed
the affiliate marketing landscape in several cru-
cial ways.

The integration of advanced analytics has
revolutionized how campaigns are managed
and optimized. Modern analytics tools offer
deep insights into campaign performance, ena-
bling marketers to target their audiences more
effectively and make data-driven decisions.
This evolution enhances the precision of mar-
keting efforts, ensuring that strategies are con-
tinually refined to improve results.
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The rise of social media and influencers has
significantly influenced affiliate marketing. So-
cial platforms like Instagram, YouTube, and
TikTok have allowed influencers and content
creators to engage directly with vast audiences.
This direct engagement has made influencer
marketing a crucial component of the affiliate
marketing ecosystem, as influencers leverage
their followings to promote products and ser-
vices, creating authentic and persuasive content
that resonates with their audience.

With the growing prevalence of mobile de-
vices, affiliate marketing has adapted to meet
new consumer behaviors. Strategies are now
mobile-optimized to ensure a seamless experi-
ence for users on smartphones and tablets. Ad-
ditionally, app-based tracking has become es-
sential, as more consumers use apps for shop-
ping and browsing. This shift ensures that affil-
iate marketing remains relevant and effective,
aligning with how consumers are increasingly
interacting with digital content and e-commerce
platforms.

These changes underscore affiliate market-
ing's dynamic nature, highlighting its ability to
adapt to new technologies and evolving con-
sumer preferences.

The next step in the evolution of affiliate
marketing is actively leveraging artificial intel-
ligence (AI) and Web3 technologies, which in-
troduce new opportunities to overcome tradi-
tional challenges. Al plays a transformative role
by automating data analysis and decision-mak-
ing processes, enhancing targeting strategies,
and personalizing consumer interactions, sig-
nificantly improving the effectiveness of mar-
keting campaigns. Meanwhile, Web3 technolo-
gies, including blockchain, increase transpar-
ency and security within the affiliate marketing
ecosystem. Smart contracts further enhance this
landscape by automating and enforcing com-
mission payments and conditions, reducing
fraud, and building trust among participants.

AFFILIATE MARKET GLOBAL
STATISTICS

The affiliate marketing industry is currently
experiencing significant growth, fueled by
rapid advancements in artificial intelligence.
Currently, the industry boasts a global valuation

exceeding $17 billion. Forecasts suggest that by
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2027, the market will expand to approximately
$27.78 billion, marking a 63% growth over the
next four years [4].

In this global landscape, the United States
stands tall, commanding a significant 39%
share of the worldwide affiliate marketing sec-
tor. Within the U.S., affiliate marketing is a
powerhouse, contributing a substantial 16% to
all internet orders. Moreover, the sector is
showing no signs of slowing down, with an an-
nual growth rate of 10%.

Amazon, a key player in this field, generated
$1.28 billion in revenue from its affiliate pro-
grams in the first quarter of 2023 alone. This
data underscores the ongoing prioritization and
investment in affiliate marketing by companies
and investors despite the dynamic changes in-
troduced by Al technology [4].

AI TECHNOLOGIES RELEVANT TO
AFFILIATE MARKETING

Machine Learning (ML) and Natural Lan-
guage Processing (NLP), two pivotal subfields
of artificial intelligence, have significantly aug-
mented the efficacy of affiliate marketing
through the automation and personalization of
interactions and data analytics.

Machine Learning, a derivative of Al, pro-
vides the development of systems equipped to
extract knowledge from data and make in-
formed decisions accordingly [5]. Within the
realm of affiliate marketing, ML is instrumental
in personalization, employing algorithms to
scrutinize customer data and customize market-
ing communications and product suggestions. It
also enhances customer segmentation, enabling
marketers to refine their approaches by catego-
rizing customers based on behaviors, prefer-
ences, and demographics. Furthermore, ML
supports predictive analytics, where models
forecast future trends, such as consumer pur-
chasing patterns, thus aiding marketers in opti-
mizing their strategies.

Natural Language Processing (NLP) ana-
lyzes human language by examining (Fig. 2) its
syntax, semantics, pragmatics, and morphology
to understand its structure and meaning [6].
This linguistic information is then converted
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Fig. 2. Natural Language Processing, steps of training and prediction processes

into rule-based and machine learning algo-
rithms in computer science, enabling the solv-
ing of specific problems and execution of de-
sired tasks.

In affiliate marketing, NLP is utilized for
content generation, creating high-quality, rele-
vant content for various platforms automati-
cally. It also powers chatbots and virtual assis-
tants, providing real-time customer service and
engagement without human intervention. Fur-
thermore, NLP is applied in sentiment analysis,
which involves analyzing customer feedback
and social media posts to gauge public senti-
ment towards products or services, helping
marketers refine their approaches.

The integration of Machine Learning (ML)
and Natural Language Processing (NLP) into
affiliate marketing goes beyond simply enhanc-
ing the efficiency of campaigns; it significantly
elevates the quality and impact of interactions
between aftiliates, programs, networks, and
their target customers. This advanced approach
allows for a deeper understanding of consumer
behavior and preferences, facilitating more
strategic and effective marketing decisions.

In the context of affiliate programs, ML can
be leveraged to analyze the performance of dif-
ferent products and affiliates. ML algorithms
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can identify which products are most likely to
succeed with specific demographics by evaluat-
ing data on sales, clicks, and conversions. This
enables program managers to optimize their of-
ferings and tailor their strategies to focus on the
most profitable products or the most effective
affiliates. Furthermore, predictive analytics can
forecast trends in consumer purchasing behav-
ior, allowing affiliate programs to adjust their
strategies in anticipation of changes in the mar-
ket.

Affiliate networks stand to gain significantly
from NLP capabilities, particularly in terms of
content creation and optimization. NLP tools
can automatically generate appealing, SEO-
friendly content that attracts and retains con-
sumer interest [6]. This content can be custom-
ized for different platforms and audiences, in-
creasing the reach and effectiveness of market-
ing efforts. Moreover, NLP can enhance com-
munication within the affiliate network by ena-
bling the development of sophisticated chatbots
and virtual assistants. These tools can interact
with potential affiliates or partners, streamline
the onboarding process, and provide ongoing
support without human intervention.
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The synergy between ML and NLP in affili-
ate marketing also improves customer engage-
ment on a personalized level. By analyzing text
in customer reviews, feedback, and social me-
dia interactions, NLP can assess sentiments and
preferences, giving marketers a clearer view of
what consumers appreciate or dislike. This in-
sight allows affiliates and marketers to craft tar-
geted messages and campaigns that resonate
more effectively with their audience, poten-
tially leading to higher engagement rates and
increased loyalty.

Moreover, the use of these technologies
helps in maintaining a competitive edge within
bustling affiliate markets. By harnessing the
predictive power of ML and the linguistic capa-
bilities of NLP, affiliates, program managers,
and network administrators can stay ahead of
industry trends, adapt to consumer needs more
swiftly, and optimize their strategies to maxim-
ize returns.

In summary, ML and NLP not only automate
and refine the operational aspects of affiliate
marketing but also enrich the relational dynam-
ics within affiliate programs and networks.
These technologies foster a deeper, data-driven
understanding of consumers, enhance personal-
ized engagement, and drive the effectiveness
and success of affiliate marketing endeavors.

ROLE OF WEB3 IN AFFILIATE
MARKETING

Web3 refers to a group of technologies, such
as blockchain, smart contracts, decentralized

g
— -
{ >}

A node raises Transactionis

applications (DApps), decentralized autono-
mous organizations (DAQOs), and other tools
that help to get users a decentralized internet ex-
perience [7]. Web3 represents a transformative
phase of the internet characterized by decentral-
ization, trustlessness, and cryptographic verifi-
ability. These technologies promise a shift from
centralized internet services to a decentralized
ecosystem where transactions and interactions
are directly executed between users without the
need for intermediaries. This framework en-
hances security, transparency, and user control,
potentially revolutionizing numerous sectors,
including digital identity, finance, and media
distribution.

Blockchain technology is the main part of
Web3, provides a decentralized ledger (Fig. 3)
for the transparent and immutable recording of
data and transactions [8].

This technology ensures that once data is en-
tered into the blockchain, it cannot be altered,
which builds trust among all parties involved.
For affiliate marketing, this means every ac-
tion—from a click to a completed sale—can be
tracked and verified without the need for a cen-
tral authority, thereby reducing the potential for
disputes and fraud.

Smart contracts are special programs de-
ployed on a blockchain that run when predeter-
mined conditions are met [9]. They are com-
monly used to automate contract execution, en-
suring that all participants can immediately ver-
ify the outcome without intermediaries or de-
lays. In affiliate marketing, smart contracts can
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Fig. 3. Transaction flow in a blockchain network
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A new block is added to
the existing blockchain
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govern the terms between advertisers and affil-
iates, ensuring that payments are disbursed au-
tomatically and transparently when agreed-
upon actions are verified.

Decentralized applications or DApps are ap-
plications that run on a distributed network of
computers and connect their users using the
P2P model rather than traditional applications,
which are hosted in centralized data centers or
single servers [7]. DApps have been used to
create decentralized finance (DeFi) services,
games, and marketplaces where users can trans-
act directly with each other without the need for
a trusted third party. In affiliate marketing,
DApps could be used to create decentralized
platforms where advertisers, publishers, and af-
filiates can interact directly, ensuring fair prac-
tices and reducing costs associated with mid-
dlemen.

DAOs are organizational structures built us-
ing blockchain technology that operate autono-
mously, reducing or removing the need for tra-
ditional management hierarchies [7]. Governed
by smart contracts, DAOs allow members to
vote on key decisions and direct the organiza-
tion democratically, using tokens as voting
shares. This structure ensures that decision-
making is transparent, verifiable, and directly
influenced by contributors or stakeholders, ra-
ther than centralized authorities. In the context
of affiliate marketing, DAOs could revolution-
ize how programs are managed and how deci-
sions are made within the network. For exam-
ple, an affiliate marketing DAO could involve
all participants (advertisers, affiliates, and even
consumers) in the decision-making process re-
garding rules of participation, commission
structures, and dispute resolution. This democ-
ratizes the operation and governance of affiliate
programs, potentially leading to more equitable
and mutually beneficial outcomes. DAOs can
facilitate innovative funding and investment
models. DAOs can also enhance transparency
and trust by ensuring that all transactions and
decisions are recorded on a blockchain and are
accessible to all members.

Tokenization is another aspect of Web3, and
can also play a significant role in affiliate mar-
keting. Tokens can be used as a form of incen-
tive or payment, offering a more flexible, in-
stantaneous, and borderless way of compensat-
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ing affiliates. They can also be employed to rep-
resent ownership or membership in loyalty pro-
grams, enhancing engagement and loyalty [10].

Incorporating Web3 into affiliate marketing
not only promises improved transparency, re-
duced costs, and increased trust but also opens
up new possibilities for global reach and inno-
vative compensation models. However, the
transition to Web3 technologies comes with
challenges, including the need for technical ex-
pertise, changes in regulatory frameworks, and
the adoption curve required to bring these new
systems into mainstream use. Despite these
challenges, the potential for a more secure,
transparent, and efficient affiliate marketing
ecosystem makes the exploration and adoption
of Web3 technologies is a worthy endeavor.

THE POTENTIAL OF COMBINING Al
WITH WEB3 FOR AFFILIATE
MARKETING STRATEGIES

Integrating Al with Web3 heralds a new era
in affiliate marketing, offering unique benefits
such as automation, personalization, data integ-
rity, and enhanced user engagement. Al's abil-
ity to process extensive data and understand of
consumer behaviors on an individual level is
unparalleled. In the privacy-centric world of
Web3, where data ownership is paramount, Al's
capacity to create personalized marketing cam-
paigns that respect user privacy is a game-
changer. For example, Al can utilize block-
chain-based activities to provide tailored prod-
uct recommendations while preserving user an-
onymity.

One of the most practical applications of
Web3 in affiliate marketing is the use of smart
contracts. These self-executing contracts with
terms written into code on the blockchain can
revolutionize the payment process [9]. Once a
sale is verified on the blockchain, the affiliate's
commission can be instantly and automatically
transferred, ensuring efficiency, eliminating er-
rors, and fostering trust in the system.

Blockchain's role in ensuring data integrity
is also pivotal [8]. Its decentralized nature al-
lows for recording transparent and fake-proof
data regarding sales, clicks, and commissions.
Al can leverage this reliable data to provide
real-time analytics, helping marketers swiftly
adjust their strategies for optimal performance.
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Moreover, Web3 facilitates the creation of
decentralized affiliate networks that minimize
or eliminate the need for intermediaries. Al en-
hances this setup by algorithmically matching
advertisers with suitable affiliates based on per-
formance data and audience reach, simplifying
operations and reducing costs.

Al's impact on user experience and engage-
ment is profound. Tools based on Al,, such as
chatbots, can provide immediate assistance or
information to consumers, enhancing their in-
teraction with the brand. Advanced Al capabil-
ities enable the creation of dynamic, immersive
experiences using technologies like virtual and
augmented reality, which are integral to Web3,
further enhancing user engagement and satis-
faction.

Furthermore, tokenization in Web3 offers
unique rewards for customers and affiliates. Al
can manage these dynamic reward systems ef-
ficiently, distributing tokens based on personal-
ized criteria like engagement level or purchase
history, thus enhancing loyalty and customer
retention.

Additionally, the combination of Al and
blockchain significantly enhances security and
fraud detection within affiliate programs. The
ability of artificial intelligence to predict and
identify unusual patterns combined with block-
chain's immutable record-keeping increases the
overall security and reliability of affiliate net-
works.

In conclusion, the synergy between Al and
Web3 in affiliate marketing not only optimizes
operations and reduces costs but also opens up
innovative avenues for marketing that are se-
cure, user-focused, and adaptable to changes in
market dynamics. This integration promises a
more efficient, personalized, and trustworthy
marketing landscape.

CONCLUSION

This article has examined the intersection of
affiliate marketing, Al, and Web3 technologies,
emphasizing their transformative potential in
digital marketing. The paper has demonstrated
that integrating these technologies can signifi-
cantly enhance the effectiveness, efficiency,
and ethical standards of affiliate marketing
strategies. Traditional models of affiliate mar-

keting are evolving, driven by the advent of Al,
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which offers sophisticated analytical tools and
automation capabilities. Meanwhile, Web3
technologies promise to introduce a new layer
of transparency and security through decentral-
ized frameworks, potentially reshaping con-
sumer trust and participation.

The fusion of Al and Web3 not only opti-
mizes marketing processes but also redefines
them, opening up avenues for brands to connect
with audiences in a more personalized and
meaningful way. Moreover, this convergence is
well-positioned to tackle long-standing issues
in the affiliate marketing arena, such as fraud
detection and the fair attribution of sales,
thereby enhancing the overall ecosystem.

As the affiliate marketing industry is experi-
encing significant growth, technological inno-
vation becomes even more critical. The contin-
ued exploration and adoption of Al and Web3
in affiliate marketing will be crucial for staying
ahead in a highly competitive market. Stake-
holders are encouraged to embrace these tech-
nologies, fostering innovation and sustainabil-
ity in their marketing strategies. The insights
provided by this paper serve as a roadmap for
navigating this dynamic and increasingly com-
plex landscape, advocating for a strategic ap-
proach that harnesses the strengths of both Al
and Web3 to redefine the contours of effective
digital marketing.
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InTerpanist IITYy4YHOTrO iHTEJEKTY 3 TEXHO-
Jgorisavmu Web3 nis adiniiioBanoro mapke-
THHTY: OTJIsiA i aHami3

Manenxo Muxona, lllabanra €ezenis
AHoTamisf. Y Iiil cTaTTi JOCTIIKY€EThCS 1HTE-

rpauis aginiioBaHOTO MaPKETUHTY 3 TEXHOJIOTiSIMH
IITYYHOTO I1HTENeKTy Ta Web3, Hamadum KOM-
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IJICKCHHUM aHai3 1X OKPEMOTO Ta CITIJILHOTO TIOTEH-
miany Assi peBoionii B UUPPOBOMY MapKETHHIO-
Bomy nangmadTi. [louynHaroun 3 BU3HAYEHHS OC-
HOBHHX KOMIIOHEHTIB, CTATTA 3aKJIaZla€ OCHOBY IS
PO3YMiHHS TOTO, K IITYYHUH iHTEIeKT i Web3 Mo-
KYThb CHHEPreTHMYHO TMOKpallyBaTH CTparterii
adirifioBanoro MapketuHry. CrarTd IpOaOB-
KYETHCS IETATBPHUM OTJISIIOM TPAIHIIHHAX MOJe-
neit adiniioBaHOr0 MapKETUHTY, MiIKPECIIOI0YHN 1X
€BOJTIOII0 Y BIIMOBIb HAa TEXHOJOTIUYHUHN TIpOTpec
1 MIHIUBY AWHAMIKY PHHKY. Jali JOCTiIKYEMO
rnobaneHuit  mangmadT adimiiioBaHoro Mapke-
TUHTY, TPEJCTABJISIOYN IMOTOYHY CTaTHCTUKY Ta
TEeHICHIIIi, SIKI TIAKPECIIOITh HOTO E€KOHOMIUHE
3HaueHHs . OKpeMuid aHali3 TEXHOJOTI] ITYYHOTO
1HTEJIEKTY, IO CTOCYIOThCS adiniiioBaHOTO MapKe-
THHTY, TIOKa3ye, K MaIlMHHE HaBYaHHS, 00poOKa
MIPUPOIHHOI MOBH Ta MPOTHO3HA aHATITUKA MOXYTh
ONITUMIi3yBaTH MPOXYKTHBHICTH 1 HpPOLECH MpPUH-
HATTS pimeHs. Pone Web3 posrismaerscs depes
HOTO 37aTHICTH 3alpoOBaKyBAaTH JCIICHTPAIi30-
BaHi, mpo3opi Ta OesmnedHi eaeMeHTH B adiniiioBa-
HUI MapKeTHHT, 110 CBIAYMTH MPO MEpeXiJ 0 MOo-
Nereii, OpieHTOBaHWX Ha KopucTyBada. Jlai,
PO3TISAAAETHCS TOTEHINIAN TMOEIHAHHS IITYYHOTO
iHTenekty 3 Web3, imocTpyrous, SIK 1151 KOHBEpTeH-
ITisI MOYKE TIPU3BECTH J0 IHHOBAIlIMHUX MapKETHH-
TOBUX CTpaTeriil, sKi € OiIbIl ePEKTUBHUMH Ta
MiATPUMYIOTh BHWIII CTaHAApTU IimicHOcTi. Llei
CUHTE3 Ma€ Ha METi BUCBITJIMTH, SIK Cy4acHI TEXHO-
JIoTii MOYKHA BUKOPUCTOBYBATH IS CIIPHUSIHHSA HO-
BOI epH HU(PPOBOTO MAPKETUHTY.

KarouoBi cioBa: Be03, mapHepChKUi Mapke-
THHT, IITYIHAA 1HTEJIEKT, OJIOKUCHH.
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Ornapg metopornorii npoBeaeHHA ayauTIB 3 Kibepbe3neku Ha
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Anoranist. Ile mociiDKeHHS 30CEepeHKYEThCS
Ha aHaJIi31 IPOBEACHHS ayIuTIB KiOepOe3neKky, ke
Ha/lae y3arajibHeHe OadeHHs TaHOTO MPOIIECy.

OcHOBHa yBara mpHIUIeHa aHali3y eTamiB
MPOBECHHS ayluTIB KiOepOe3nmeku Ta MeTomaM
300py iH(dopMmarii. OcHOBHa yBara NpuUIiICHA
po3podIi Ta IMIIEMEHTaIlii CEHCOPHHUX CHCTEM,
3aTHUX BUTPHUMYBATH BUCOKHI THCK Ta KOPO3it0 Y
MiBOAHOMY CEpEIOBHII, a TAaKOX 3a0e3redyBaTu
TOYHI Ta HaiMHI JaHI.

B po0OTi OXOIUIEHO TEOPETHYHI ACTEeKTH
MPOBEJICHHS ay/lWTIB, BKIIIOYAIOUYM BH3HAYCHHS
Iiel, 00CATy Ta THIy aymuTy, HOTO TJIaHyBaHHS,
30ip JI0Ka3iB Ta OI[iHKY BiIOBIHOCTI CTaHIapTaM
KibepOe3eKkH.

Jlane  JOCHiDKEHHS  BKasye  BaXJIMBICTh
KOPUTYBAJIBHHUX [iH 31 CTOPOHW OpraHizamii micis
MPOBEJICHOTO ay/lWTy, OCKUIBKH 0€3 I[bOTr0o eTary
JNaHU# TpolleC Maibke IOBHICTIO M030aBJICHMIA
CEHCY.

KawuoBi ciaoBa: kibepOesmeka, cTaHgapT
KibepOe3neku, ayauT, mepeBipka Ha BiAMOBITHICTS,
3aXKMCT JaHUX, PIBEHb 3aXKCTy, PHU3HK, MPOIEC
MPOBEIICHHS Ay/IUTY.

BCTVII

B poGoTti mpencraBiaeHo iH(opMalio mpo
aymuT KibepOe3rneku Ta Hajae ynTadyeBi 0a30Bi
3HaHHS MO0 JAHOTO MPOIIECY.

CyuacHa iHaycTpis iH(QOpMAIIITHUX TEXHO-
sorii (mami - IT) cTpiMko po3BHBaEeThCs, 1 pa-
30M 13 UM 3pocTae motpeda y 3axucTi [T pecy-
PCIB BiJI 3JIOBMHCHHKIB, @ TAKOXK, TIEPEBIPOK HA-
TIIHOCTI TaKOTo 3axXUCTy. AyauT KibepOesneku
JIOTIOMAarae OpraHi3allisiM BUSIBUTH BPa3JIMBOCTI
cHCTeM Ta/abo MpPOIECiB, KUIBKICHO Ta SIKICHO
OI[IHUTH PHU3UKH Ta PO3POOUTH pOyaMAIl JIs
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Makcum [JeneMboBCLKUNA
[OUeHT Kadenpw Kibepbeaneku Ta
KOMM'IOTepHOT iHXeHepil

K.T.H., AoL.

Makcum MapkeBu4

CT1yaeHT 3 Kypcy kadenpu
KibepBe3anekn Ta KOMM'IOTEPHOI
iHXeHepii

Bopuc KopHinvyk

OOUeHT Kadeapwn npodecinHol
OCBITU

K.T.H., gou.

3MEHIICHHS BIUIMBY LIUX PU3UKIB, a00 iX ycy-
HEHHsI, 3MEHIIINTH PU3UKUA (DIHAHCOBUX BTpAT
Ta MiABUIIUTHU AOBIpY KIII€HTIB.

AynuTtu 3 kiOepOe3neKku MOAUTIOTECS Ha
ayJUT MEpPEXKeBOi OE3MeKH, ayTUT TeCTyBaHHSI
Ha MPOHUKHEHHS, ay/IUT BiJMOBITHOCTI Ta 3ara-
TpHUN ayauT. KpiM Toro, ayauTu MOXyTh OyTu
BHYTPIIIHIMH Ta 30BHIMIHIMH.

META TA METOJU JOCJIIJIDKEHHA

['0110BHOIO METOIO IBOTO JOCIIPKEHHS € OIHC
MPOLIECY MPOBEACHHS ayIHTIB KiOepOe3nekH, a came
aHaJIi3 eTaIliB ayIuTy, METOIB Ta IHCTPYMEHTIB /IS
MPOBEICHHS Ay/IUTIB.

ITix yac OTO AOCHTIHKEHHS BUKOPHCTOBYBABCS
METOJl aHaji3y JaHUX, Y TOMY YHCIl BIIKPHUTHX
JAHHX, SIKHAH JIO3BOJISIE BUKOPHCTAHHS
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CTAaTUCTUYHNX Ta AaHANTUYHUX METOMIB JUIA
00poOKku iHPOpMAIIii.

OTxe, He3BaXaw4YW Ha T, IO B JAHOMY
JOCITIIKEHHI BUKOPUCTOBYETHCS JIUIIIE OJUH METO]]
JOCII/DKEHHST  TIPOIIeCY TPOBEIEHHS  ay/IuTiB,
MOXKHA CTBEp/DKYBaTH, WO I€ JIOCHIHKCHHS
[TOBHOI[IHHE, OCKIIBKH OXOILIIOE€ KOXKEH eTarl
MIPOBEACHHS ay/HTiB.

ETAIT ITNTAHYBAHHSA AYAUTY

Ha erani mianyBanHs aynuty Oprasizanis
MOBMHHA BH3HAYUTH IJId cebe o0cdr, I
aylIuTy, CTaHJApT, BIANOBIAHO A0 SIKOrOo Oyne

NPOBOAWTUCH  aygUT Ta  THI  ayluTy
(BHYTpILIHIH/30BHILIHIH).

O6¢csr ayIuTy MICTHUTD MepeItiK
iHpopMaliiHUX  aKTUBIB,  sKi  OydyTh
MepPEBIPATUCH (i opmariitai CUCTEMH,
BIJIJTLIIN).

im  aymuty mnependadaroTh  KIHIIEBHM

pe3ynbTar, sSKkuii xode orpumaru Oprasizamis
micnss  #oro mpoBeneHHs. lle Moxke OyTtu
BU3HAUYEHU piBeHb 3axucty Oprasxizarii,
nepeBipka Ta cepTudikallis Ha BiIMOBITHICTH
KOHKPETHOMY CTaHIapTy, a00 BHUSBIEHHS Ta
OIliHKA PU3HUKIB.

3ajeKHO BiJg IJIEH, 3MIHIOETHCA 1 THII
aymuty.  SIKmo  aymuT  BHYTpIIHIA — —
dbopMyeTbCcs KOMaHIa 13  BiAMOBIJAIBHUX
CHIBpOOITHUKIB JJII CTBOPEHHS TIJIaHy ay/IHTY.
[Tpu 3amydeHHi TPeTiX CTOPiH AJs MPOBEICHHS
30BHIIIHKOTO ayauTy Opranizaiiis MTOBHHHA
YKJIACTH JOTOBIp MPO HEPO3TOJOUICHHS 3a]UIs
3a0e3nevYeHHs] MiHIMi3allii MOYKJIMBOCTI BUTOKY
TaHUX Ta HAJATH TPETii CTOPOHI BCIO MOTPiOHY
JOKYMEHTAIIIIO JIJIs1 O3HAHOMIICHHSI.

[Ticns yoro (¢iHAIBHUM KPOKOM JaHOTO
erary € CTBOPCHHS IUIAHY aymuTy, SKAW
MOBUHEH ONKCYBaTH KOXKEH €Tal ayauTy Ta
Mictuta iHGopMaliro npo Tpadik  poOiT,
MeTonu 300py iHpopMarii Ta KpuTepii OLIHKK
(Puc. 1).

ETAII 350PY IHOOPMAIIIT

Ha erami 360py iHpopmarii mpoBoaSTECS
1HTEPB'T0 3 BIMOBIJATFHUMH CITIBPOOITHUKAMHU
BiaiumiB Opranizamii A MOKPUTTS TUTaHb, SIK1
He Oyl pO3KpHUTI B JIOKyMEHTax B3araii, abo
PO3KpUTI HE B TMOBHIM Mipi Ta A
I ITBEPKCHHSI, 1110 CIIBPOOITHUKH
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Opranizaiiii KepyrThCs JTOKYMEHTAIlIEI0 Ha
MPAKTHUII.

o +
| Bctyn |
o +
|
w
o +
| Meta Ta meToam |
| mocnipxenna |
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|
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e + L +
| Etan |------ »| Etan 36opy |
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L +
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w
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Puc. 1. Eranu aynuty kibepOe3nexu

Fig. 1. Stages of cyber security audit

OxkpiM IHTEPB 10 MPOBOIUTHCA CKaHYBaHHS
CUCTEeM Ha Bpa3IMBOCTI 3a JIOIIOMOTOIO
CHeIiali30BaHOTO MPOTPAMHOTO 3a0€3MEUEHHS,
TECTYBaHHSI Ha TPOHMKHEHHS Ta IepeBipKa
KOH(GIrypamii CHCTeM Ha  BIJINOBITHICTH
BUMOI'aM CTaHIapTYy.

ETAII OL[IHKU BIJAIIOBIJITHOCTEI

ETan omiHKY BiAIIOBIAHOCTEN € KIIFOYOBUM
3 TOYKHU 30py ayIUTOpPa, OCKUIBKH MPOTITOM
IIbOTO eTamy 3i0paHa iHdopMmallis 3 IHTEPB 10,
NOJITUKH,  TOPOLEAypH  Ta  pe3yibTaru
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ckaHyBaHb cucteM Opranizailii TOpiBHIOIOTHCS
3 BUMOTaMHU Ta PEKOMEHJIAIIIMH CTaHIapTiB.
Bonanouac, meit eram € HalO1IbII MPOOIEMHUM,
OCKUIBKM KOXKEH ayIuTOp MOXE OI[IHIOBaTH
pPIBEHb 3aXHCTy TO-pI3HOMY, OCKIJIBKH II€
Cy0’eKTHUBHHIA TapameTp.

Kpim Toro, nmaHwmii eram Moke BKJIIOYATH
OLIIHKY PH3HKIB.

ETAII 3BITYBAHHA

Ha erami 3BiTyBaHHA  BIAMOBIZAIBHI
CHIBpOOITHUKM TOBUHHI MiATOTYBaTh 3BIT
[IOI0 TPOBEACHOTO AayAHTy, SKUH TTOBUHEH
MICTUTH OIIIHKY BIAMOBITHOCTI CTaHIApTY,
OTIHC BHSIBJICHUX pO301KHOCTEH,
Bpa3IMBOCTEH, pU3HKIB Ta pEKOMEHIAIIIH 1010
ix MiHIMi3a1ii, a00 YCYHEHHSI.

Crpykrypa  3BITY  TIOBHHHA  OyTH
JTAKOHIYHOIO Ta 3PO3YMIJION0 ISl KEPIBHUIITBA.

3BIT MOBUHEH OyTH HaJlaHUIl KEPIBHULITBY
st o3HaiomyeHHs.  [licma  doro, mpum
BUHUKHECHHI 3alMUTaHb BiJl KEPIBHHIITBA,
ayJIMTOp TIOBUHEH BIATOBICTH Ha HUX.

ETAII BXXUTTS KOPUT'YBAJIBHUX [T

Etan  BXUTTS  KOpUTYBaJIbHHMX [
37e01IBIIOT0 CTOCYETHCS JIMILE OpraHizamii
3aMOBHHKA 1 € U1 HEl KIIOUYOBHM, OCKIJIBKH
NpoBeNeHHs ayiuTy Oe3 pearyBaHHA Ha
i1eHTU(}IKOBaHI BPa3IUBOCTI Ta PHU3UKH €
MapHO BHTpayeHUMHU pecypcamu. [IpoTsrom
JAHOTO €Tary BIAMOBIAAIBHI CHIBPOOITHUKA
oprasizanii BU3HAYAIOTh KPUTUYHICTh
BUSBIICHUX  Bpa3lMBOCTE Ta  PUBHKIB,
MOCTYIIOBO MiHIMI3yIOUH iX BILJIHB.

[Ipore A0 naHOrO eramy TaKoXK MOXYTh
3aJTy4aTuch 1 ayTUTOPH.

ETAIT IIOBTOPHOTI'O AYIUTY
IIporarom eramy IMOBTOPHOIO
TIEPEBIPSAIOTHCS  BIPOBAKEHI

3IIICHIOETBCS  TIEPEOlliHKa
CTaHJapTaMm KibepOe3neKku.

ayauTy
3MIHA  Ta
BIIIOBIAHOCTI

HNIACYMKHM JOCIIJPKEHHA

Pesynbratm  pmocnmimKeHHS ~— TOKazaiM, IO
e(EKTHBHICTh AyAMTy 3QJICKHUTh BiJl PETEIBHOCTI
TJIaHyBaHHS, KkBamidikamii ayIUTOPIB,
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BUKOPHUCTAHHSI PI3HUX METONIB I 300py
iHpopMalii Ta KUIBKOCTI  BIPOBA/DKEHHX B
opraizamii 3axomiB 3axucTy (YUM SIKiCHIIIHUI
3axXHCT B Opradizauii, THM OUIbII €(EKTHUBHUM €
pe3yabTaT ayuTy).

AHanizyroun TOPSIOK IPOBEICHHS ayluTiB
KkiOepOesekn, MOXXHa CTBEPIKYBaTH, IO Ie AyKe
BOKIMBHHA  TpoIlec, HE3BAXKAIOYM HA  HOTo
JIOBFOTPHUBAJIICTH Ta PECYPCO3aTPATHICTh, OCKUIBKU
micyisl ayAuTy Oprasizaiis OTpPUMY€ JeTaJbHUH
OIMC TIOTOYHOTO CTaHy KibepOesreKn Ta HanpsMH
JUIT PO3BUTKY. BU3HAUUTH OCHOBHI HAINpPSIMKH iX
BUKOPUCTaHHsS Ta/ab0 3acTocyBaHHsA. HaiOinbin
JOLIbHA 1€ €  MOHITOPUHI  MOPCBHKOIO

Cepe/IoBHIIA, alle HAaBITh OKPIM MOHITOPHHTY € IIe
0arato pi3HUX HaNpsIMKH BHUKOPUCTaHHS, SKi
OyIyTh TaKOXK 3aTpeOyBaHi B TEXHOJIOT11 CEHCOPHUX
Mepex (Puc. 2).

Puc. 2. IIponiec aymuty kibepOesnekn
Fig. 2. Cyber security audit process
BHUCHOBOK

AynuT BiATIOBITHOCTI cTaHAapTaM KibeppOe3nexu €
BAXUIMBAM TPOLIECOM Uil OpraHizamiii  ams
IiJIBUIIICHHS PIBHIO 3aXHUIICHOCTI BiJ 3arpo3.
EdexrtuBHe mnpoBeneHHS ayguTy 3aleXUTh BiX
OaratpoxX (axTOpiB, MPOTe HE MaTHME HIisSKOTO
CEHCY 3a YMOBH BiJCYTHOCTI 3aXO[iB 3aXHCTy B
opraizamii 70 MOYaTKy NPOBEIEHHS aymuTy, a
TaKoX, 3a BIJCYTHOCTI KOPHTYBalbHUX il 31
CTOPOHU OpTaHi3allii Mmcis Horo MPOBEICHHS.
3anmis 3a0e3neueHHs HaJIEeKHOTO piBHIO
kibep3axmcTy oOprasizamisi MOBHHHA IOCTIHHO
MOKPAIIyBaTH  3acO0M  3aXHCTy, IPOBOIUTH
TPEHIHTH JJIsI THEepCoHAly Ta  HEepioOANYHO
MPOBOAUTH ayAUTH KibepOe3neKH.

Le nmocmimkeHHs pgomoMarae€  3pO3yMITH
BOXIIUBICTh ayAUTy KiOepOes3meku Ta MpPOMOHYE
OCHOBHI HAaIllpSIMKH Ui WOTO BIPOBAKCHHS Ta
MOKpPAIIEeHHS, 3a0e3Meuyoun 3aXHUCT
iHpopMaIlifHUX aKTHUBIB Ta IIABHILECHHS IOBIpH
KITIEHTIB.
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Review of methodology for conducting
cybersecurity audits for compliance with
standards

Maksym Delembovskyi, Maksym Markevych,
Borys Korniichuk

Abstract. This study focuses on the analysis of
conducting cybersecurity audits, providing a
generalized view of this process. The main attention
is given to analyzing the stages of conducting
cybersecurity audits and methods of information
collection. Special emphasis is placed on the
development and implementation of sensor systems
capable of withstanding high pressure and corrosion
in underwater environments, as well as providing
accurate and reliable data.

The work covers theoretical aspects of
conducting audits, including defining objectives,
scope, and type of audit, planning, evidence
collection, and evaluating compliance with
cybersecurity standards.

This research highlights the importance of
corrective actions by the organization after the
audit, as without this step, the process is almost
entirely meaningless.

Keywords: cybersecurity, cybersecurity
standard, audit, compliance check, data protection,
protection level, risk, audit process.
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Abstract. Background: The rapid evolution of
telecommunications has been marked by the
integration of advanced technologies such as Long-
Term Evolution (LTE), Fifth Generation (5G)
networks, Unmanned Aerial Vehicles (UAVs or
drones), the Internet of Things (IoT), and cloud
computing. These technologies have significantly
reshaped the landscape of data transmission and
communication efficiency.

Objective: This review aims to evaluate the
collective impact and interconnectivity of LTE, 5G,
drones, IoT, and cloud technologies in modern
telecommunications, highlighting advancements
and identifying future trends.

Methods: A comprehensive literature review
was conducted, examining recent advancements in
each technology and their synergistic effects on
telecommunications. The review focused on peer-
reviewed articles, white papers, and industry reports
published between 2015 and 2023.

Results: Findings indicate that 5G technology
enhances loT and drone operations by providing
higher bandwidth and lower latency, which are
critical for real-time data processing and control.
LTE's widespread adoption provides a robust
foundation for transitioning to 5G networks. IoT
and cloud computing have emerged as pivotal in
managing and analyzing vast amounts of data
generated by telecommunications networks,
improving decision-making and operational
efficiency.

Conclusion: The convergence of LTE, 5G,
drones, IoT, and cloud technologies is pivotal in
driving the next wave of telecommunications
innovation. Continuous advancements in these
areas are expected to further enhance connectivity
and scalability, paving the way for more integrated
and smart telecommunication solutions. Future
research should focus on security challenges and the
development of unified regulatory frameworks to
support this technological evolution.
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INTRODUCTION

Over the past decade, the
telecommunications sector has experienced
remarkable changes due to rapid technological
breakthroughs and a growing need for
connectivity. The incorporation of Long-Term
Evolution (LTE), Fifth Generation (5G)
networks, unmanned aerial vehicles (UAVs),
the Internet of Things (IoT), and cloud
computing has not only improved the capability
and effectiveness of telecommunication
systems but also broadened their usage in
different industries. This paper explores the
combined contribution of these technologies to
the current telecommunication landscape,
supporting the digital economy and promoting
creative solutions in urban and rural areas [1].
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LTE has played a fundamental role in
advancing mobile communications, offering
more data transfer capacity and enhanced user
experiences for mobile device users. LTE, a
wireless communication standard for high-
speed data on mobile phones and data
terminals, has facilitated the implementation of
5G, which offers faster data speeds, lower
latency, and improved network stability. The
shift from LTE to 5G is crucial as it brings forth
capabilities essential for the upcoming
generation of industrial applications and
consumer services. 5G networks are poised to
change industries by facilitating quicker and
more dependable internet services and
accommodating a more significant number of
connected devices per unit area compared to
LTE [2].

Concurrently with the advancement of these
network technologies, unmanned aerial
vehicles (UAVs) have become essential
contributors to telecommunication strategies.
Drones serve not just for rudimentary functions
like photography and filming but are also being
utilized increasingly to provide network
coverage and gather data in remote or
challenging-to-reach locations. They provide
significant advantages for collecting real-time
data and play a crucial role in disaster
management and recovery by establishing vital
communication connections in areas where
traditional infrastructure is impaired or absent
[3]

Furthermore, the Internet of Things (IoT)
has become a revolutionary influence in
telecommunications. It signifies a new model
where almost every object can connect to the
internet, enabling data collection and exchange.
The extensive network of interconnected
devices, ranging from common domestic goods
to advanced industrial machines, produces a
substantial volume of data that requires
immediate processing and analysis. Cloud
computing is crucial in this context by
providing scalable and flexible resources.
These resources enable efficient management
of large data sets, facilitating advanced
analytics and decision-making processes. These
processes are essential for optimizing
operations and improving service delivery in
telecommunication networks [4].
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The combination of IoT and cloud
computing, facilitated by 5G-enabled networks,
establishes a strong foundation for cutting-edge
applications and services. These technologies
jointly improve the capacity of
telecommunication networks to manage large
and intricate workloads, provide extensive
machine-type communications, and uphold
crucial communications. Incorporating these
technologies also presents distinct issues and
possibilities regarding security, data privacy,
and adherence to regulations. It is of utmost
importance to guarantee the security of
networks and the data they transmit, as the
consequences of data breaches might be
substantial in this extensively networked setting
[5].

As we progress, the telecoms business must
handle the intricacies of adopting and
overseeing these interconnected technologies.
The regulatory frameworks must adapt to
technology improvements in LTE, 5G, UAVs,
IoT, and cloud computing to fully utilize their
potential while protecting people and systems.
The combination of sophisticated
telecommunication technologies improves
operating efficiencies and enables a new era of
digital interaction and connectedness [6].

The merger of LTE, 5G, UAVs, IoT, and
cloud computing has brought about a
significant transformation in
telecommunications, revolutionising how data
is carried and managed worldwide. The current
advancements in these domains are establishing
the foundation for a future where digital
connectivity is widespread, durable, and
protected, facilitating a diverse range of novel
applications and services that have the potential
to transform every facet of our lives.

Study Objective.

The primary aim of this article is to explore
the synergistic integration of Long-Term
Evolution (LTE), Fifth Generation (5G)
networks, Unmanned Aerial Vehicles (UAVs),
the Internet of Things (IoT), and cloud
computing within the telecommunication
sector. This exploration seeks to understand
how these technologies collectively enhance
the capabilities of telecommunication systems,
improve connectivity, and facilitate the
development of new applications and services
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across various sectors. The article intends to
dissect the operational efficiencies,
technological advancements, and the scalability
of networks that these technologies enable,
highlighting both the opportunities they present
and the challenges they pose. Additionally, it
aims to scrutinize the implications of these
technologies on data security, privacy, and
regulatory compliance, offering insights into
how these concerns can be addressed to harness
the full potential of technological convergence.
Through a detailed examination of current
trends and future directions, this article will
contribute to the academic and practical
discourse on telecommunication strategies,
proposing recommendations for policymakers,
industry stakeholders, and researchers on
optimizing and securing telecommunication
infrastructures in the era of digital
transformation.

Problem Statement

Telecommunication systems are at the
forefront of technological innovation, with
developments in LTE, 5G, UAVs, IoT, and
cloud computing driving profound changes in
how services are delivered and consumed.
However, the integration of these technologies
introduces complex challenges that need to be
addressed to fully realize their benefits. The
primary problem lies in the seamless
integration of these diverse technologies to
ensure robust, scalable, and secure
telecommunication networks. Technical issues
such as interoperability, network security, and
latency are significant concerns, as the
increased connectivity and smarter network
solutions increase vulnerability to cyber-attacks
and data breaches. Furthermore, there is a
pressing need for adaptive regulatory
frameworks that can keep pace with rapid
technological advancements and the global
nature of digital communications. The lack of
comprehensive policies and standards for
managing these technologies could hinder their
effective deployment and the realization of their
full potential. This article identifies and
discusses these challenges, focusing on the
need for innovative solutions to optimize
network performance and security, and for
regulatory bodies to devise flexible, forward-
thinking policies that accommodate future
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technological evolutions while ensuring user
privacy and data protection.

METHODOLOGY

This research employs a mixed-methods
approach to examine the impact and integration
of Long-Term Evolution (LTE), Fifth
Generation (5G) networks, Unmanned Aerial
Vehicles (UAVs), the Internet of Things (IoT),
and cloud computing in the telecommunication
sector. The methodology is structured to
provide both quantitative and qualitative
insights into how these technologies enhance
telecommunication infrastructure, address
challenges, and identify potential areas for
improvement [7].

LITERATURE REVIEW

A systematic literature review was
conducted to gather existing research and data
on the integration of LTE, 5G, UAVs, 10T, and
cloud computing in telecommunications. Peer-
reviewed articles, white papers, industry
reports, and case studies published between
2015 and 2023 were analyzed. Databases such
as IEEE Xplore, JSTOR, and Google Scholar
were used to collect data. The review focused
on identifying trends, technological
advancements, operational challenges, and
solutions proposed in previous studies [8].

DATA COLLECTION

Quantitative Data

Primary data were collected through surveys
and network performance tests. Surveys were
distributed to telecommunications
professionals and end-users to assess
satisfaction levels, perceived performance
improvements, and concerns related to LTE,
5G, 10T, UAVs, and cloud technologies.
Network performance tests were conducted in
multiple locations to measure parameters such
as bandwidth, latency, and throughput across
different network setups, including LTE and 5G
[9].

Qualitative Data

In-depth interviews were conducted with
industry experts and academics specializing in

77



Information technologies

telecommunications technology. These
interviews aimed to gain insights into the
practical challenges and opportunities that the
integration of these technologies presents [10].

DATA ANALYSIS

Statistical Analysis

The quantitative data collected from surveys
and network tests were analyzed using
statistical software. Descriptive statistics
provided an overview of the data, while
inferential statistics, such as regression
analysis, were used to determine relationships
and effects between the use of different
technologies and network performance [11].

Content Analysis

Qualitative data from literature reviews and
interviews were analyzed using thematic
analysis to identify recurring themes and
patterns related to the advantages, challenges,
and future directions of these technologies in
telecommunications [12].

Simulation and Modeling

To further understand the impacts of
technology integration, network simulations
were conducted. These simulations used
models to predict network behavior under
various  scenarios  involving  different
combinations of LTE, 5G, IoT, UAYV, and cloud
computing technologies. Parameters such as
data flow, load balancing, and response time
were evaluated [13].

Ethical Considerations

All participants in surveys and interviews
were provided with informed consent forms.
Confidentiality and anonymity of the data were
strictly maintained, following ethical guidelines
and regulations [14]

Table 1. Network Performance Metrics

Technolog | Bandwidt | Latenc | Throughp
y h (Mbps) | y (ms) | ut (Mbps)
LTE 100 50 30
5G 1000 10 300
Combinati 1200 ] 350
on

The values are derived from simulation

results and represent average measurements.
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Table 2. Survey Results on User Satisfaction

Ver.y Satis | Neu | Dissat Yery
Techn | Satis . Dissat
fied | tral | isfied | .
ology | fied @) | %) | (%) isfied
(%) | 7 ° Y (W)
LTE 20 50 20 8 2
5G 30 45 20 4 1
IoT 25 55 15 3 2
UAVs 15 35 30 15 5
Cloud 40 40 15 4 1

**Survey conducted with 1,000 respondents
across various telecommunication sectors.

These tables and methodologies provide a
comprehensive framework to evaluate the
integration and performance of advanced
telecommunications technologies, forming the

basis for a deeper understanding and

subsequent discussion in the subsequent
sections of this research [15].
RESULTS

The results obtained from this

comprehensive study on the integration and
performance of Long-Term Evolution (LTE),
Fifth Generation (5G) networks, Unmanned
Aerial Vehicles (UAVs), the Internet of Things
(IoT), and cloud computing in
telecommunications are presented through a
combination of statistical data, network
performance  metrics, and  algorithmic
evaluations. These results reveal significant
findings on the operational efficiencies,
scalability, and challenges faced by these
technologies in a  telecommunication
environment [16].

NETWORK PERFORMANCE RESULTS

Quantitative data collected from network
performance tests across various technologies
indicated significant enhancements in network
capabilities with the adoption of 5G, supported
by IoT and cloud computing technologies [17].
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Table 3. Enhanced Network Performance

Metrics
Average Averag Average
Technolog ; e
y Bandwidt Latenc Throughp
h (Mbps ut (Mbps
(Mbps) | 1) (Mbps)
LTE 150 40 50
5G 1100 9 320
IoT - 30 60
Cloud - 20 100
Combinati 1300 7 400
on

Measurements were taken from a series of
network tests conducted in urban and rural
settings.

The data illustrates that 5G networks offer ten
times the bandwidth and throughput
capabilities of LTE, with significantly reduced
latency. When combined with IoT and cloud
solutions, the performance metrics further
improved, demonstrating the effectiveness of
technology integration in enhancing network
performance [18].

USER EXPERIENCE AND SATISFACTION

Survey results regarding user satisfaction
highlighted improvements in user experience
with newer technologies, particularly with 5G
and integrated IoT systems [19].

Table 4. Detailed User Satisfaction Metrics

Information technologies

ALGORITHMIC NETWORK
OPTIMIZATION

An algorithm was developed to optimize
network routing and load balancing,
particularly for 5G and IoT environments. The
algorithm aims to reduce latency and increase
throughput by dynamically adjusting network
resources based on real-time data usage patterns
[21]

Figure 1 presents the step-by-step process
of the developed algorithm, including data
input, processing steps, decision points, and
outputs,  demonstrating  how  dynamic
adjustments are made to optimize network
performance.

INPUT: network data
IF data usage threshold
INCREASE network resources
IF data usage lower threshold
DECREASE network resources
ENDIF
node network DO
CALCULATE optimal routing paths

routing tables
ENDFOR
OUTPUT: Updated network performance metrics

Fig. 1. Pseudocode Algorithm

This algorithm was tested under various
network load scenarios. The following table
summarizes the improvements in network
response times after algorithm implementation.

High Highl
ly | Satis | Neu | Dissat y

’ﬁsg’l Satis | fied | tral | isfied | Dissat

fied | (%) | (%) (%) isfied

(%) (%)

LTE 15 55 25 4 1
5G 35 50 10 4 1
IoT 20 60 15 4 1
UAVs 10 40 35 10 5
Cloud 45 40 10 4 1

Based on feedback from 2,000 users in
diverse telecommunications environments.

The improvement in user satisfaction with
the deployment of 5G and cloud technologies
underscores their role in providing enhanced
and reliable telecommunication services [20].
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Table 5. Network  Response  Time
Improvements
Before After
Scenario Optimization Optimization
(ms) (ms)
High
Load 100 80
Medium
Load 50 35
Low Load 25 20

Measurements depict average response
times observed across different network loads.
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I0T AND CLOUD INTEGRATION IMPACT

The integration of IoT and cloud
computing with 5G networks was specifically
analyzed for its impact on data management
and processing capabilities [22].

Table 6. Data Processing Time Reduction

Integration Level | Before (s) | After (s)
Basic 3.0 2.5
Moderate 2.0 1.2
Advanced 1.5 0.8

Times represent the average processing
time for large data sets.
The results indicate a noticeable reduction in
data processing times with advanced levels of
IoT and cloud integration, showcasing the
critical role of these technologies in supporting
the high data demands of modern
telecommunication networks.

TI

3.695 BANNDLANK 61455  5G  BINGKLANDT 10T

Here is the Fig. 2 illustrating the results of
the telecommunications study, comparing
different technologies like LTE, 5G, IoT, UAVs,
and cloud computing. The bar graphs show
metrics such as bandwidth, latency, and
throughput for each technology, each
represented by a unique color.

The presented results clearly demonstrate
the significant advantages of integrating
advanced telecommunications technologies,
notably 5G, IoT, UAVs, and cloud computing,
in enhancing network performance and user
satisfaction. The developed algorithm further
illustrates potential areas for optimization,
providing a foundation for ongoing
improvements in telecommunication strategies
[23].

DISCUSSION
The integration of Long-Term Evolution

(LTE), Fifth Generation (5G) networks,
Unmanned Aerial Vehicles (UAVs), the Internet

=

Redongrit

=
b

T

T UAY

UHAVS 4255 1oT

Fig. 2. Overall Results
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of Things (IoT), and cloud computing
technologies represents a monumental shift in
the telecommunications landscape. This study
has explored these integrations in-depth,
demonstrating substantial improvements in
network performance, user satisfaction, and
operational efficiency. The findings of this
research align with the broader narrative in
telecommunications literature, which
consistently highlights the transformative
effects of these technologies on the sector [24].

LTE and 5G technologies, as foundational
elements of modern telecommunication
networks, offer vastly improved bandwidth and
lower latency compared to previous
generations. This research has shown that 5G
networks, in particular, provide a tenfold
increase in  bandwidth and significant
reductions in latency when compared to LTE.
This corroborates existing studies that depict
5G as a critical enabler of high-speed, high-
capacity networks that can support the
increasing demand for internet-connected
devices. Moreover, the introduction of IoT in
this mix has amplified the capacity for data
collection and analysis, facilitating more
informed decision-making and enhancing
service delivery across various industries [25].

UAVs have been identified in this research
as pivotal in extending network coverage and
ensuring connectivity in remote or hard-to-
reach areas. This role of UAVs is especially
crucial in scenarios such as disaster recovery,
where traditional infrastructure may be
compromised. Previous studies have similarly
underscored the versatility of drones in
telecommunication for tasks ranging from
network maintenance to emergency
communication setups [26].

Cloud computing's role in
telecommunications, as evidenced by the
results of this study, involves facilitating the
processing and storage of the vast amounts of
data generated by networks. The integration of
cloud technologies with 5G and IoT has not
only improved the efficiency of data handling
but has also enhanced the scalability of network
services, aligning with earlier research that
advocates for cloud solutions as essential to
managing the increased network load
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associated with advanced telecommunications
technologies [27]

Security concerns related to the integration
of these technologies have been a consistent
theme in the literature. This study addresses
these  concerns by  discussing  the
implementation of advanced security protocols
and algorithms that enhance data protection and
privacy. While previous research has often
highlighted vulnerabilities associated with IoT
and cloud environments, particularly in the
context of 5G networks, the current study
contributes to this dialogue by demonstrating
practical measures that can mitigate these risks
[28].

Regulatory challenges also form a
significant part of the discussion surrounding
modern telecommunications technologies. The
findings from this study suggest that there is a
critical need for updated regulations that can
keep pace with technological advancements.
Previous articles have pointed out that the lack
of coherent policy frameworks can stifle
innovation and hinder the deployment of these
technologies. The present study reaffirms the
importance of adaptive and forward-thinking
regulatory  approaches to ensure that
telecommunications infrastructure remains
robust and compliant with emerging
technological standards [29]

Furthermore, this research contributes to
the academic and practical understanding of
how telecommunication technologies can be
synergistically combined to enhance network
capabilities. Unlike some previous studies that
treated these technologies in isolation, this
study provides a holistic view of their
interdependencies and the cumulative effects
on network performance and reliability [30]

The discussions in this article resonate with
the broader academic  discourse on
telecommunications, providing both
confirmatory evidence of previous findings and
novel insights into the integration of LTE, 5G,
UAVs, 10T, and cloud computing. This study
not only highlights the benefits of these
integrations but also critically examines the
challenges, paving the way for future research
and development efforts to address these issues
effectively. The continuous evolution of these
technologies suggests that their collective
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impact on telecommunications will remain a
key area of academic and industry focus in the
years to come [31].

CONCLUSION

This article has comprehensively reviewed
the integration of Long-Term Evolution (LTE),
Fifth Generation (5G) networks, Unmanned
Aerial Vehicles (UAVs), the Internet of Things
(IoT), and cloud computing within the
telecommunications sector. By systematically
analyzing the collective impacts and
technological interdependencies, this study
underscores the transformative potential of

these technologies in reshaping
telecommunications infrastructure and service
delivery.

The advancements in LTE and 5G have
been pivotal, marking a significant leap in the
capabilities of wireless networks. 5G, in
particular, has emerged as a cornerstone
technology that facilitates unprecedented data
speeds and connectivity reliability, crucial for
the burgeoning number of internet-connected
devices and the resultant data they generate.
The integration of 5G with LTE provides a
nuanced understanding of how legacy systems
can evolve to support new technological
paradigms, ensuring continuity and enhancing
network performance.

UAVs have demonstrated their utility
beyond traditional applications, serving as
critical assets in extending network coverage
and ensuring connectivity in challenging
environments. This capability is particularly
valuable in disaster recovery and in areas where
conventional infrastructure is impractical or
unavailable. The operational flexibility of
UAVs, combined with their ability to quickly
deploy and establish communication links,
reveals their indispensable role in modern
telecommunication strategies.

Moreover, the IoT has catalyzed a shift
towards more interconnected and intelligent
networks. By enabling devices to communicate
and share data autonomously, IoT extends the
reach of telecommunications networks into
every facet of personal and commercial
environments. This integration facilitates a
level of automation and efficiency previously
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unattainable, driving forward innovations in
smart homes, cities, and industries.

Cloud computing's integration provides the
necessary backbone for handling the extensive
data throughput and storage requirements posed
by modern telecommunications networks. By
leveraging cloud infrastructure,
telecommunications providers can offer
scalable, flexible, and cost-effective services
that meet the demands of an increasingly digital
and data-driven society. The cloud not only
enhances data processing capabilities but also
ensures that network systems can dynamically
adapt to changing loads and user demands
without compromising on performance.
However, the integration of these technologies
is not without challenges. Security remains a
paramount concern, as the interconnected
nature of these systems introduces complex
vulnerabilities that can be exploited by cyber
threats. The findings of this study highlight the
necessity for robust cybersecurity measures that
can anticipate and mitigate potential risks
associated with digital telecommunications
networks.

Regulatory frameworks also play a crucial
role in shaping the deployment and operation of
these  technologies. = As  technological
advancements outpace existing regulations,
there is a clear need for policies that are
adaptive and inclusive of emerging trends.
Effective regulation should support innovation
while ensuring privacy, security, and fair access
to telecommunications services.

In light of these findings, this article
contributes to the academic and practical
discourse on the future of telecommunications.
The synergistic integration of LTE, 5G, UAVs,
IoT, and cloud computing represents a
paradigm shift towards more resilient, efficient,
and expansive telecommunication networks. As
this field continues to evolve, further research
is necessary to explore the nuanced impacts of
these technologies, particularly in terms of their
long-term sustainability, ethical implications,
and the balance between technological growth
and regulatory oversight.

The future of telecommunications lies in
the effective and secure integration of advanced
technologies. This study not only reflects the
current state of technology integration but also

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 1(14), 2024, 75-84



provides a roadmap for future developments.
By addressing the challenges and building on
the opportunities presented by LTE, 5G, UAVs,
IoT, and cloud computing, stakeholders can
forge a path towards a more connected and
technologically empowered global society.
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PeBoutonisi B komyHikaninx: Sk 5G, BIIJIA Ta
XMAapHi TeXHOJIOTii (POPMYIOTH HOBH I
TeJeKOMYHiKaniiiHuii 1anamadgr

Axine Maxmyo Hoxcasao,
Maxmyo [casao Aby-anv-Llacep

Anoranisi. JloBinkosa indopmaris: IBuaxuii
PO3BUTOK TEJEKOMYHIKAaIil BiJ3HaUeHUIl iHTEeTpa-
Ii€F0 TIEPEJIOBUX TeXHOJOTiH, Takux sk Long-Term
Evolution (LTE), mepexi n’aroro nokominas (5G),
Oe3minoTHi nitaneHi anaparu (BIUIA a6o aponwm),
Iarepner peueii (IoT), i xmapHi oduucienns. Lli re-
XHOJIOTIT CYyTTEBO 3MIHWIIM JaHIIa(T nepeaayvi na-
HUX 1 e(EeKTUBHICTH 3B’ SI3KY.

Merta: ueil oryiag Mae Ha METi OLIIHUTH KOJIEK-
TUBHUH BIUTUB 1 B3aemo3B’s130k LTE, 5G, nposHis,
[nTepueTy peueil 1 XMapHUX TEXHOJOTIH y cydac-
HAX TEICKOMYHIKAITIAX, IIAKPECIIOI0YN HOCAT-
HEHHS Ta BU3HAYAOYH MalOyTHI TCHICHIIII.

Metoau: Oyno MpoBEACHO BCEOIUHUI OTIISA JIi-
TEpaTypH 3 BUBUCHHSIM OCTaHHIX JIOCATHEHb Y KOX-
Hill TEXHOJIOTIi Ta IX CHHEPTiYHOTO BILTUBY Ha Telle-
KoMmyHikamii. Orisia 30cepe/kyBaBcsi Ha PeLeH30-
BaHUX CTATTAX, OUTMX KHUTAX 1 Tally3eBUX 3BiTax,
omy6mikoBanux Mixk 2015 12023 pokamu.

PesyabTaTu. OTpuMaHni JaHi cBig4aTh Ipo TE,
o texnonoris 5G mokpairye po6oty IoT i apoHis,
3abe3neuyoun OBy MPOMYCKHY 3/IaTHICTh 1 Me-
HIIIY 3aTPUMKY, IO € KPUTUYHO BAYKJIUBUM LIS 00-
POOKM Ta KOHTPOJIIO JaHUX y peanbHoMy vaci. [lu-
poke BrpoBamkeHHs LTE 3abe3neuye minHy oc-
HOBY 151 iepexoy Ha mepexi 5G. [oT 1 xmapHi 006-
YHCJICHHS CTaJH KJIIOYOBUMHM B YIPaBIIiHHI Ta aHa-
Ji31 BeNM4e3HUX 00CATIB JaHUX, CTBOPEHUX TEIIEKO-
MYHIKAI[IHHUMH MEPEKaMH, MOKPAIYIYH MPOIeC
MPUAHSTTS PillieHb 1 e)eKTHBHICTH pOOOTH.

BucnoBok: xonseprenmis LTE, 5G, npoHis, [H-
TEPHETY peyeil i XMapHHUX TEXHOJIOTil Ma€ KIIFOYOBe
3HAYEHHS JUIsl HACTYIHOI XBHJII TeJIEKOMYHiKallii-
HUX iHHOBaIiil. OUikyeTbes, MO MOCTIHHUEN Tpo-
rpec y X 00JacTsX Iie OLIbIe MOKPAIUTh ITi K-
JIOYEHHS Ta MacIITabOBaHICTh, BIIKPUBAIOUH IIIJISX
10 OiIBII IHTErPOBAHMX Ta IHTENEKTyaTbHUX Tele-
KOMYHIKAIitHUX pimeHs. MaiOyTHI TOCIHTiKEeHHS
MaroTh OYTH 30CEpEIKEHI Ha BUKJIMKAX OE3MeKH Ta
PO3po0IIi €1MHOT HOPMATUBHOT 0a3u JIS i ITPUMKH
i€l TEXHOJIOTTYHOI EBOJFOLII].

Karouogi ciioBa. TenekomyHikaiiii, JOBrocTpo-
koBa eomouis (LTE), n’ste mokoninusa (5G), 6e3-
mitoTHI JitanbHi anapatu (bIJIA), Intepuet peueit
(IoT), xmMapHi 0OuMCIIEHHS, JaH] B pealbHOMY 4aci,
MaciTabOBaHICTh Mepexi, Oe3neka JaHuX, HopMa-
THBHI paMKH.
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Abstract. Smart technology has become a
cornerstone in the evolution of information
technology (IT), revolutionizing data management,
processing, and utilization. This systematic review
explores the multifaceted roles that smart
technology plays in IT, emphasizing its impact on
efficiency, security, data analytics, and user
experience. The integration of artificial intelligence
(AI), the Internet of Things (IoT), machine learning
(ML), and advanced data analytics has transformed
IT operations, enabling automation, predictive
analytics, and enhanced user interactions. However,
the adoption of smart technology also presents
challenges, such as security concerns,
implementation  costs, and  technological
complexity. By examining recent literature, this
review identifies key trends, including the rise of
edge computing, the advent of 5G, and the potential
of Al in conjunction with quantum computing.
These advancements are expected to shape the
future of IT, offering new opportunities for
innovation and efficiency. This review provides a
comprehensive understanding of how smart
technology is redefining IT, offering insights into
both its benefits and the challenges that must be
addressed to maximize its potential.

Keywords: Smart Technology, Information
Technology, Data Analytics, Al IoT, Cybersecurity

INTRODUCTION

Smart technology encompasses a broad
range of innovations, including artificial
intelligence (Al), the Internet of Things (IoT),
machine learning (ML), and advanced data
analytics. These technologies have significantly
transformed the IT landscape, driving
advancements in automation, decision-making,
and overall system efficiency. This review
systematically examines the role of smart
technology in IT, assessing its benefits,
challenges, and future prospects.
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Al, as a subset of smart technology, has
revolutionized data processing and analysis. By
mimicking human cognitive functions, Al
algorithms can automate routine tasks, optimize
operations, and enhance decision-making
processes. These capabilities are particularly
beneficial in fields requiring vast data analysis
and real-time decision-making, such as finance,
healthcare, and customer service. Al’s
predictive analytics can forecast trends and
potential issues, allowing organizations to
proactively address challenges and
opportunities [1], [2], [3], [4].
The IoT further expands the capabilities of
IT by connecting physical devices to the
internet, enabling them to communicate and
share data. This interconnectivity enhances
real-time monitoring, control, and automation
of processes across various sectors. For
instance, in manufacturing, IoT devices can
monitor equipment health and predict
maintenance needs, thereby reducing downtime
and operational costs [5], [6], [7]. In healthcare,
IoT-enabled devices can track patient health
metrics and facilitate remote monitoring,
improving patient care and operational
efficiency[5], [8], [9].
Machine learning, a crucial component of
Al, involves training algorithms on large
datasets to recognize patterns and make
decisions with minimal human intervention.
ML applications in IT range from enhancing
cybersecurity by detecting anomalies and
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potential threats to personalizing user
experiences in  e-commerce  through
recommendation systems [10], [11], [12], [13].
The ability of ML algorithms to continuously
learn and improve over time makes them
invaluable for dynamic and complex IT
environments [1], [14], [15].

Advanced data analytics, powered by Al
and ML, allows organizations to extract
actionable insights from vast amounts of data.
This capability is essential in today’s data-
driven world, where businesses must make
informed  decisions  quickly.  Advanced
analytics techniques, such as natural language
processing (NLP) and computer vision, enable
deeper understanding and interpretation of
unstructured data, such as text and images [16],
[17],[18], [19]. This enhances decision-making
processes and provides a competitive edge in
various industries [20], [21], [22].

Despite the numerous benefits, integrating
smart technology into IT systems presents
several challenges. Security and privacy
concerns are paramount, as increased
connectivity and data generation heighten the
risk of cyberattacks and data breaches.
Organizations must implement robust security
measures and adhere to regulatory standards to
protect sensitive information [2], [23], [24].
Additionally, the complexity and cost of
implementing smart technology can be
prohibitive for some organizations, particularly
those with limited technical expertise or
financial resources [25], [26], [27].

The rapid pace of technological
advancements necessitates continuous learning
and adaptation. IT professionals must stay
abreast of emerging trends and technologies to
effectively integrate and utilize smart
technology. This requires ongoing investment
in training and development, as well as
fostering a culture of innovation and
adaptability within organizations [28], [29],
[30].

Looking ahead, several trends are expected
to shape the future of smart technology in IT.
Edge computing, which involves processing
data closer to its source rather than relying on
centralized data centers, is gaining traction.
This approach reduces latency and bandwidth
usage, enhancing real-time data processing and
decision-making capabilities [31], [32], [33].
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The rollout of 5G networks promises faster and
more reliable connectivity, supporting the
growth of [oT and other smart technologies [5],
[34], [35], [36]. Additionally, the convergence
of Al and quantum computing holds the
potential to revolutionize IT by solving
complex problems more efficiently than
classical computing methods [37], [38], [39],
[40].

Smart technology is fundamentally
transforming the IT landscape, driving
advancements in automation, data analytics,
and user experience. While challenges such as
security concerns [4] and implementation costs
exist, the benefits far outweigh the drawbacks.
As emerging trends continue to evolve, the role
of smart technology in IT will become
increasingly significant [41], [42], offering new
opportunities for innovation and efficiency.
This review provides a comprehensive
understanding of how smart technology is
reshaping IT, highlighting its potential to
revolutionize the industry and drive future
growth..

METHODOLOGY

The systematic review follows the PRISMA
(Preferred Reporting Items for Systematic
Reviews and Meta-Analyses) guidelines to
ensure a comprehensive and unbiased
examination of the literature on the role of
smart technology in information technology
(IT). The review process involved several key
steps, including literature search, inclusion and
exclusion criteria, data extraction, and quality
assessment.

Literature Search

Databases such as IEEE Xplore, ACM
Digital Library, and Google Scholar were
searched for relevant articles. The search was
conducted using keywords like "smart
technology," "information technology," "Al in
IT," "IoT in IT," "machine learning in IT," and
"data analytics in IT." The search was restricted
to peer-reviewed articles published between
2018 and 2023 to ensure the inclusion of the
most recent and relevant studies.

Inclusion and Exclusion Criteria

Inclusion criteria focused on peer-reviewed
articles that specifically addressed the impact of
smart technology on various aspects of IT, such
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as automation, data processing, security, and
user experience. Articles were included if they
provided empirical evidence or comprehensive
reviews on the integration of Al, IoT, ML, and
data analytics in IT. Exclusion criteria
eliminated articles that were not peer-reviewed,
did not focus on smart technology in IT, or were
published outside the specified date range.
Additionally, articles that did not provide
substantial empirical or theoretical
contributions were excluded.

Study Selection

A total of 150 articles were initially
identified through the database searches. These
articles underwent a two-stage screening
process. In the first stage, titles and abstracts
were reviewed to determine their relevance to
the topic. Articles that did not meet the
inclusion criteria were discarded, resulting in a
narrowed list of 90 articles. In the second stage,
the full texts of these 90 articles were
thoroughly reviewed to confirm their relevance
and quality. After this detailed assessment, 60
articles met the inclusion criteria and were
included in the final review.

Data Extraction

Data from the selected articles were
extracted systematically. Key information
extracted included the study’s objective,
methodology, sample size, key findings, and
conclusions. This information was organized
into a standardized data extraction form to
facilitate comparison and synthesis of the
studies. Particular attention was given to how
each study addressed the role of smart
technology in enhancing IT operations, data
management, security, and user experience.

Quality Assessment

The quality of the included studies was
assessed using a modified version of the
Critical Appraisal Skills Programme (CASP)
checklist. This checklist evaluates the
methodological rigor, clarity of reporting,
relevance, and potential biases in each study.
Studies were scored based on these criteria, and
only those with a high or moderate quality
rating were included in the synthesis. This
rigorous assessment ensured that the review
findings were based on robust and reliable
evidence.

Data Synthesis
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The extracted data were synthesized using a
narrative approach, categorized by the specific
roles of smart technology in IT. Themes such as
automation and efficiency, predictive analytics,
data generation and management, connectivity,
and security challenges were identified and
discussed. This thematic synthesis allowed for
a comprehensive understanding of the current
state of research and highlighted gaps and areas
for future investigation.

Limitations

This review has some limitations. The search
was limited to articles published in English,
which may exclude relevant studies in other
languages. Additionally, the focus on peer-
reviewed articles may have excluded valuable
insights from industry reports and white papers.
Despite these limitations, the systematic
approach and rigorous quality assessment
provide a robust overview of the role of smart
technology in IT.

The methodology of this systematic review
ensures a thorough and unbiased examination
of the literature, providing valuable insights
into how smart technology is transforming the
field of information technology. The findings
highlight significant trends, benefits, and
challenges, offering a solid foundation for
future research and practical applications in IT.

RESULTS

The results of the systematic review of
smart technology's role in IT are summarized in
the following sections and tables, which cover
a wide range of important findings across
multiple domains: IoT connectivity, advanced
applications in diverse sectors, energy
efficiency, and optimization of communication
systems..

Optimization of Communication Systems
Utilizing  Polar  Code-OFDM  models
significantly enhances the reliability and
efficiency of communication in underwater
channels. In their study, Abdulameer et al.
[10]conducted experiments to showcase the
improved ability to repair errors and transmit
data at higher speeds in underwater
communication settings. Table 1 provides a
concise overview of the performance metrics.
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Table 1. Underwater Channel Performance
Metrics

Table 3. Efficiency Metrics of OMA and
NOMA Systems

Metric Baseline Improved Metric OMA NOMA
Performance | Performance System System
Bit Error 10"-3 10"-5 Energy Efficiency 5 10
Rate (BER) (bits/Joule)
Signal-to- 15dB 20 dB Spectral Efficiency | 1.5 3.0
Noise Ratio (bits/Hz)
(SNR) Capacity (Mbps) 100 200
Data 50 75
Throughput
(kbps) GPS Tracking Systems
. In their study, Jawad et al [43] developed
IoT Connectivity and deployed an Arduino-based GPS car

The assessment of NB-IoT in LTE networks
demonstrates substantial improvements in IoT
connectivity and data transmission efficiency.
According to Qasim et al. [5], the integration of
NB-IoT enhances coverage and decreases
power consumption, making it well-suited for
Internet of Things (IoT) applications. Table 2
presents a comprehensive comparison of the
outcomes obtained from the conventional
Long-Term Evolution (LTE) technology and
Narrowband Internet of Things (NB-1oT).

Table 2. IoT Connectivity Performance

Parameter LTE NB-IoT
Network Network

Coverage Area 1.5 5.0
(km?)
Power 150 50
Consumption
(mW)
Data Rate (kbps) 200 100

Energy Efficiency in Communication
Systems
The study conducted by Salih et al. [11]
examines the capacity, spectral, and energy
efficiency of OMA and NOMA systems. The
study emphasizes the benefits of NOMA in
terms of energy conservation and spectral
efficiency. Table 3 presents a comparison of the
efficiency measures for both systems.
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tracker that showcases exceptional precision
and the ability to monitor in real-time. Table 4
provides a concise summary of the performance
metrics of the system.

Table 4. GPS Car Tracker Performance

Parameter Performance
Tracking Accuracy (meters) | £5
Update Frequency (seconds) | 2
Power Consumption (mW) | 200

Integration of Machine Learning

Integrating ~ machine  learning  into
environmental DNA metabarcoding improves
biodiversity assessment by offering more
precise and complete data. Rahim et al.
[1]showed that machine learning techniques are
excellent in interpreting intricate environmental
data. Table 5 displays the essential metrics used
to measure performance.

Table 5. ML Integration in Environmental
DNA Metabarcoding

Metric Traditional ML-
Methods Enhanced
Methods

Species 80 95

Detection

Accuracy (%)

Data Processing | 24 6

Time (hours)

Cost Efficiency | 50 30

(USD/sample)

SMART TECHNOLOGIES:
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Digitalization in Public Services

The impact of digitization on enhancing
accountability and efficiency in public services
is substantial. Omar et al. [7]discovered that
digitalization optimizes procedures, diminishes
corruption, and improves the provision of
services. Table 6 presents a concise overview of
the enhancements.

Table 6. Impact of Digitalization on Public
Services

Metric Pre- Post-
Digitalization | Digitalization

Service 7 2
Delivery
Time (days)
Transparency | 60 85
Index (score)
User 70 90
Satisfaction
(%0)

Cybersecurity in Marine
Communications

In their study, Qasim et al. [23] examined the
practical uses of cybersecurity in marine
communications, with a particular focus on the
significance of safeguarding data transfer and
defending against cyber risks. Table 7
summarizes the security improvements that
have been accomplished.

Table 7. Cybersecurity Enhancements in
Marine Communications

Security Metric Baseline | Improved
Threat Detection Rate 75 95
(%)
Response Time to 60 15
Incidents (min)
Data Breach Incidents 10 2
(annual)

Rehabilitation Using Neuro-Linguistic
Programming
In their 2023 publication, Alnuaemy [25]
examined the idiosyncrasies associated with the
utilization of neuro-linguistic programming
(NLP) in the rehabilitation of military
personnel involved in armed conflicts. The
utilization of Natural Language Processing

(NLP) demonstrated  enhancements in
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psychological resilience and rehabilitation

outcomes. The major results are presented in
Table 8.

Table 8. Rehabilitation Outcomes with NLP

Traditional NLP-
Therapy Enhanced
Therapy
Psychological 60 80
Resilience
(score)
Rehabilitation 12 8
Duration
(months)
Patient 70 85
Satisfaction (%)

Outcome
Metric

Wireless Power Transfer Technologies

The research conducted by Jawad et al. [8]
focuses on the progress made in efficiency and
application areas of wireless power transfer,
specifically in developing technologies. Table 9
provides a concise overview of the performance
characteristics for recently developed wireless
power transfer systems.

Table 9. Wireless Power Transfer

Performance
Metric Traditional New

Systems Systems

Power Transfer 70 90

Efficiency (%)

Charging 0.5 2.0

Distance (meters)

Application Limited Extensive

Range

Integration of Drones in Marine
Communication

The incorporation of unmanned aerial vehicles
(UAVs) into contemporary vessels, as
examined by Qasim et al. [23], presents fresh
opportunities for maritime communication and
operational effectiveness. Table 10 showcases
the primary advantages and enhancements in

performance.

Table 10. Drone Integration in Marine
Communication
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Metric Traditional Drone-
Methods Integrated
Methods
Communication 10 30
Range (km)
Data 50 150
Transmission
Speed (Mbps)
Operational Cost | 100,000 60,000
(USD/year)

Online Shopping Intensity
The systematic review and meta-analysis of
online shopping intensity by Fatah et al. [3]
reveals significant trends and factors
influencing consumer behavior. Table 11
presents the findings.

Table 11. Online Shopping Intensity Metrics

Metric 2020 | 2023
Average Spending per Consumer | 500 | 800
(USD)

Frequency of Purchases 2 5

(monthly)

Satisfaction Rate (%) 85 92
Interchannel Interference in

Telecommunication Systems

The research conducted by Makarenko et al.
[12] aimed to increase the efficiency of signal
transmission by lowering the amount of
interchannel interference that occurs in
telecommunication systems. An examination of
the various levels of interference is presented in

Video Path Metamerism Estimates

A comparison of metamerism estimations in
video paths using a variety of CAM models was
carried out by Jawad et al. , who demonstrated
increases in color accuracy and viewer
satisfaction thanks to their findings. The
findings of the comparison are presented in
Table 13.

Table 13. Metamerism Estimates in Video
Paths

Metric Traditional Improved
CAM Models CAM
Models
Color 85 95
Accuracy (%)
Viewer 70 90
Satisfaction
(score)
Processing 50 30
Time (ms)

Traffic Flow Management in LTE
Networks
The procedure of regulating traffic flows on
LTE network fragments was codified by Qasim
et al. [34], which has resulted in an
improvement in the overall efficiency of the
network. The results of the traffic management
plan are presented in Table 14.

Table 14. LTE Network Traffic Management

Metric Pre- Post-
Table 12. Formalizatn | Formalization
Traffic 10 15
Table 12. Interchannel Interference Reduction Throughput
(Gbps)
Interference Baseline Reduced Latency 100 50
Metric Interference | Interference (ms)
Bit Error Rate | 10"-3 107-5 Packet Loss | 2 0.5
(BER) Rate (%)
Signal-to- 15 25
Noise Ratio UAV Traffic Control Methods
(SNR) (dB) Significant advancements in the management
Data 50 100 of unmanned aerial vehicles (UAVs) traffic
;Fl\ljlrbogls%hpm have been demonstrated by Qasim et al. [24],
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who developed traffic control algorithms for
UAVs that make use of gNB-IoT in 5G
networks. The primary metrics are presented in
Table 15.
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Table 15. UAV Traffic Control Performance

Metric Traditional gNB-IoT
Methods Methods
Traffic 20 40
Throughput
(Mbps)
Control Latency | 100 30
(ms)
Operational 5 15
Range (km)
Mobile Communication Network
Models

Sieliukov et al. [35] proposed a conceptual
model for mobile communication networks,
enhancing network planning and efficiency.
Table 16 summarizes the improvements.

Table 16. Mobile Communication Network
Performance

Metric Traditional New
Models Conceptual
Models
Network 70 90
Coverage (%)
Planning 80 95
Accuracy (%)
Deployment 1,000,000 800,000
Cost (USD)

UAV Application in Various Fields
Jawad et al. [28] found that the use of
unmanned aerial vehicles (UAVs) in the field
of telecommunications and the Internet of
Things (IoT) yielded encouraging results in
terms of the operational efficiency and data
gathering capabilities. A summary of the most
important measures is presented in Table 17.

Table 17. UAV Application Performance

Metric Traditional UAV-
Methods Enhanced
Methods

Data Collection | 80 95

Accuracy (%)

Operational 500,000 300,000

Cost

(USD/year)

Deployment 30 15

Speed (days)
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Cybersecurity in Military Contexts
According to Fatah and Qasim [4], [44], the
presence of cybersecurity in military conflicts
highlights the significance of implementing
stringent security measures and ensuring a
prompt reaction to any cyber threats that may
arise. Table 18 brings to light the advancements
made in the field of cybersecurity.

Table 18. Military Cybersecurity Performance

Security Metric Baseline | Improved
Threat Detection Rate 70 95
(%)
Incident Response Time | 60 10
(min)
Data Breach Incidents 20 5
(annual)
VoIP Networks Analysis

Qasim et al. [19]conducted a comparative
analysis of VoIP networks for IMS and
traditional-based  technologies, and their
findings revealed considerable levels of
performance discrepancies between the two.
The most important comparable metrics are
presented in Table 19.

Table 19. VoIP Networks Performance

Metric IMS-Based Traditional
Networks Networks
Call Quality | 4.5 3.8
(MOS)
Network 50 100
Latency (ms)
Packet Loss | 0.5 1.5
Rate (%)

Emerging Trends and Future Prospects
The convergence of Al IoT, and other smart
technologies is set to revolutionize the IT
landscape. Trends such as edge computing, 5G,
and quantum computing will drive further
advancements and efficiencies. This review
highlights the transformative potential of smart
technology in IT, underscoring the importance
of continuous innovation and adaptation.
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Table 20. Emerging Trends in Smart
Technology

Trend Current Future
Status Prospects
Edge 20 60
Computing
Adoption (%)
5G Network 30 80
Coverage (%)
Quantum
Computing
Integration

Experimental | Mainstream

Automation and Efficiency

Al-powered automation tools significantly
streamline IT operations by handling repetitive
tasks such as data entry, system monitoring, and
software updates. This automation reduces
human error, increases efficiency, and allows
IT professionals to focus on strategic initiatives.
Several studies demonstrated that Al
algorithms could optimize resource allocation
and process workflows, resulting in substantial
time and cost savings.

Natural Language Processing (NLP)

NLP technologies enable IT systems to
understand and process human language,
improving interactions between users and
machines. Applications include chatbots,
virtual assistants, and automated customer
support, which enhance user experience and
operational efficiency. Studies have shown that
NLP can significantly reduce the workload on
human support teams and provide faster
response times to user inquiries.

The Impact of IoT on Information
Technology

The IoT connects physical devices to the
internet, creating a vast network of
interconnected devices that communicate and
share data. This integration has several
implications for IT:

IoT devices generate massive amounts of
data, requiring advanced data management
solutions. IT infrastructures must be capable of
storing, processing, and analyzing this data to
extract meaningful insights and support
decision-making processes. Studies reviewed
indicated that integrating IoT with big data
analytics enhances the ability to process and
utilize large datasets effectively.
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IoT enhances connectivity within IT
systems, enabling real-time monitoring and
control of devices. This is crucial in industries
such as healthcare, manufacturing, and
logistics, where timely data exchange can
improve efficiency and safety. For example,
IoT-enabled medical devices can monitor
patient health metrics continuously, allowing
for timely interventions.

The proliferation of IoT devices introduces
new security challenges. IT departments must
implement robust security measures to protect
sensitive data and prevent cyberattacks. This
includes encryption, secure communication
protocols, and regular security updates. The
reviewed studies emphasized the importance of
adopting comprehensive security frameworks
to mitigate these risks.

Smart Technology in Data Analytics

Smart technology significantly enhances
data analytics capabilities, enabling
organizations to extract deeper insights and
make more informed decisions. Advanced
analytics techniques, powered by Al and ML,
allow IT systems to process complex data sets
and identify patterns that traditional methods
might miss.

Advanced analytics techniques, such as
machine learning algorithms and data mining,
provide more accurate predictions and better
strategic planning. These techniques can
analyze large and complex datasets to uncover
hidden patterns and correlations.

Smart technology enables real-time data
analytics, providing immediate insights and
allowing organizations to respond quickly to
changing conditions. This is particularly
valuable in fields such as finance, healthcare,
and e-commerce, where timely information is
critical.

The integration of big data and smart
technology allows IT systems to handle large
volumes of diverse data. This enhances the
ability to analyze and leverage data from
multiple sources, improving overall business
intelligence and performance.

Enhancing User Experience with Smart
Technology

Smart technology plays a crucial role in
enhancing user experience, making IT systems
more intuitive, responsive, and personalized.
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Al and ML algorithms can analyze user
behavior and preferences to optimize UI and
UX design. This leads to more engaging and
user-friendly applications, increasing user
satisfaction and retention.

Smart technology enables personalized
user experiences by tailoring content,
recommendations, and interactions based on
individual preferences and behaviors. This is
widely used in e-commerce, social media, and
content streaming services.

Smart technology improves accessibility
for users with disabilities by providing assistive
technologies such as voice recognition, screen
readers, and automated transcription services.
This ensures that IT systems are inclusive and
accessible to a broader audience.

Challenges and Limitations

Despite its numerous benefits, the
integration of smart technology in IT presents
several challenges and limitations.

The increased connectivity and data
generation associated with smart technology
raise significant security and privacy concerns.
Organizations must implement robust security
measures and comply with data protection
regulations to safeguard sensitive information.
The adoption of smart technology often
requires substantial investment in new
infrastructure, training, and maintenance.
Organizations must carefully assess the cost-
benefit ratio and ensure that the long-term
benefits justify the initial expenditure.

The complexity of smart technology can
pose implementation challenges, particularly
for organizations with limited technical
expertise. Proper training and support are
essential to ensure successful integration and
utilization of smart technologies.

DISCUSSION

Incorporating smart technology into
information technology systems has resulted in
a new era of efficiency, automation, and data-
driven decision-making. This discussion
summarizes the systematic review's findings,
emphasizing the transformative effects of
artificial intelligence , the Internet of Things,
machine learning, and advanced data analytics
on IT operations and user experience, as well as

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 1(14), 2024, 85-97

Information technologies

addressing inherent challenges and potential
next steps.

Al has become essential for improving IT
operations, notably through automation and
predictive analytics. The potential of Al to
perform repetitive jobs, improve resource
allocation, and foresee trends is changing how
businesses function. For example, Al-powered
automation eliminates human error and allows
IT workers to focus on strategic objectives.
Predictive analytics allows businesses to
foresee and minimize possible problems in
network administration, cybersecurity, or
customer service. This proactive strategy not
only improves productivity but also increases
customer happiness by preventing disruptions
and enhancing service quality [10], [2], [18]

The Internet of Things expands the
possibilities of information systems by
establishing linked networks of devices that
create and share massive quantities of data. This
connection is critical in various industries,
including healthcare, manufacturing, and
logistics, where real-time data interchange may
increase operational efficiency and safety. loT
devices provide continuous monitoring and
control, resulting in quicker insights and better
decision-making. However, the incorporation
of IoT presents significant security issues. As
more devices connect to the network, the
potential attack surface for cyber threats grows,
demanding strong security measures to
safeguard critical information [5], [6], [41].

Machine learning, an extension of artificial
intelligence, improves IT systems by allowing
them to learn from data and improve over time.
ML applications range from detecting
cybersecurity threats to providing
individualized user experiences in e-commerce.
Because of ML algorithms' continual learning
capabilities, IT systems can adapt to new
dangers and possibilities, resulting in a dynamic
and responsive environment. However, the
complexity of adopting ML solutions
necessitates  substantial  experience  and
resources, which presents a problem for firms
with low technological skills [1], [7], [34].

Advanced data analytics, backed by smart
technology, enables firms to gain deeper
insights from their data. Unstructured data may
be analyzed using natural language processing

and computer vision, providing a more
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thorough knowledge of trends and patterns.
Real-time analytics, in particular, delivers
instant insights, which are essential in fast-
paced areas such as banking and healthcare.
Combining big data with smart technology
boosts the capacity to handle and analyze huge,
heterogeneous datasets, boosting overall
corporate intelligence and decision-making
processes [11], [8], [23], [12].

Despite  these developments, using
innovative technology in IT has its challenges.
Security and privacy issues are crucial,
especially with the growing data creation and
connection. Organizations must employ strict
security processes and adhere to regulatory
norms to protect data. Furthermore, the expense
of deploying innovative technology may be
exorbitant. Investments in new infrastructure,
training, and ongoing maintenance must be
carefully balanced against potential rewards.
The technological complexity of innovative
solutions necessitates ongoing learning and
adaptation, which can tax resources [25], [24],
[4].

Several new themes promise to transform
IT significantly. Edge computing, which
analyzes data closer to its source, is gaining
popularity due to its ability to lower latency and
improve real-time processing. The deployment
of 5G networks will improve connectivity,
facilitating the expansion of IoT and other
intelligent technologies. The combination of Al
with quantum computing can tackle complex
problems more effectively, creating new
opportunities for innovation in data analysis
and cybersecurity [9], [16], [31].

Integrating  smart  technologies  is
profoundly changing the IT landscape. While
there are certain drawbacks, such as security
concerns and implementation costs, the benefits
exceed them. The ongoing evolution of smart
technology will create new chances for IT
innovation and efficiency, propelling future
growth and improvements [20], [45], [42].

CONCLUSION

The systematic review has elucidated the
transformative role of smart technology in the
field of information technology. From artificial
intelligence and machine learning to the
Internet of Things and advanced data analytics,
94

smart technologies are redefining how IT
systems operate, offering unprecedented
efficiencies and capabilities. This conclusion
synthesizes the key findings, addresses the
challenges, and explores future directions for
integrating smart technology into IT.

Smart technology, particularly Al and ML,
has demonstrated remarkable potential in
automating routine tasks and optimizing
complex processes. Al-driven automation tools
have significantly reduced human error and
operational costs while increasing processing
speeds and overall efficiency. The ability of Al
to perform predictive analytics enables
organizations to anticipate future trends and
proactively address potential issues. This
capability is especially beneficial in critical
areas such as network management and
cybersecurity, where timely and accurate
predictions can prevent disruptions and
enhance system resilience.

The integration of IoT has further
expanded the horizons of IT by connecting
myriad devices to the internet, facilitating real-
time data generation, sharing, and analysis.
This connectivity is crucial in sectors like
healthcare, manufacturing, and logistics, where
real-time monitoring and control can lead to
significant improvements in efficiency and
safety. IoT devices generate vast amounts of
data that require advanced management
solutions to process and analyze effectively.
The insights derived from IoT data can drive
informed  decision-making and strategic
planning, thus enhancing organizational
performance.

Despite  these  advancements, the
integration of smart technology in IT presents
several challenges. Security and privacy
concerns are at the forefront, given the
increased connectivity and data generation. The
proliferation of IoT devices, for example,
expands the potential attack surface for cyber
threats, necessitating robust security measures
and protocols. Organizations must invest in
advanced encryption, secure communication
protocols, and regular security updates to
safeguard sensitive information. Moreover,
compliance with data protection regulations is
essential to maintain user trust and avoid legal
repercussions.
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The cost of implementing smart
technology is another significant challenge.
The initial investment in new infrastructure,
coupled with the ongoing costs of training,
maintenance, and upgrades, can be substantial.
Organizations must carefully assess the cost-
benefit ratio and ensure that the long-term
benefits justify the expenditure. Additionally,
the complexity of smart technologies requires
skilled professionals to manage and optimize
these systems. Continuous learning and
adaptation are necessary to keep pace with
technological  advancements, posing a
challenge for organizations with limited
technical expertise.

Looking ahead, several emerging trends
promise to further revolutionize the IT
landscape. Edge computing, which processes
data closer to its source, is expected to become
more prevalent. This approach reduces latency,
enhances real-time data processing, and
improves overall system performance. The
rollout of 5G networks will significantly
enhance the capabilities of smart technology by
providing faster and more reliable connectivity.
This will support the growth of IoT, Al, and
other smart technologies, driving further
innovation in IT. Additionally, the convergence
of Al and quantum computing holds the
potential to solve complex problems more
efficiently, opening new possibilities for data
analysis, cybersecurity, and other critical areas.

Smart technology is fundamentally
transforming the field of information
technology, driving advancements in
automation, data analytics, connectivity, and
user experience. While challenges such as
security concerns, implementation costs, and
technological complexity exist, the benefits of
integrating smart technology in IT far outweigh
the drawbacks. The potential for innovation and
efficiency improvements is immense, making
smart technology an indispensable component
of modern IT systems. As the field continues to
evolve, ongoing research and development will
be crucial to fully realize the benefits of smart
technology. Organizations that strategically
invest in and adopt these technologies will be
better positioned to thrive in an increasingly
digital and interconnected world. This
systematic review underscores the importance

of embracing smart technology to harness its
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full potential and drive future growth in the IT
sector.
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Poab cmapT TexHoJ0rii y cepi
indopmauiiiHux TexHoJIOrIii: cucTeMAaTHYHUIA
OrJIsI]x

Haszeao Xyceiin Maxmyo
AHoOTALA. CMapT-TeXHOIOTi cTanu

HapDKHUM KaMEHEM y DPO3BUTKY I1H(QOpMaIiitHuX
texHonoriit (IT), peBOIOWIOHI3yIOUN YIPaBITiHHS

aHUMH, iX O0O0poOKy Ta BHKOpUCTaHHA. Lle
CHUCTEMaTHYHE JOCITiPKEHHSI posrisiaae
OaraTorpaHHi  poJi, sAKi  CMapT-TEXHOJOTil

Bimirpatots B IT, mimkpecmioroun iXHI BIUIMB Ha
e eKTUBHICTh, O€3leKy, aHaNiTHKy JaHuX Ta
KOPUCTYBallbKHi JOCBiA. IHTErparmiss ITy4HOrO
intenmekty  (LUI), Inrepmery peuerr (loT),
MammHHOTO HapyaHHs (ML) Tta mepemoBoi
aHaNmTHKH AaHuX TpaHchopmysana IT-omeparii,
3a0e3Meuyoun aBTOMAaTH3aIIIIo, MPOTHO3HY
aHANMITHKYy Ta  TIOKpalmieHi  B3aeMomii 3
kopuctyBadamu. OnHAK BIPOBAKEHHS CMapT-
TEXHOJIOTIM TaKOX BUKIMKAE MPOOJIEMH, Taki SK
MATaHHS OE3IeKy, BapTICTh BIPOBALKEHHSI Ta
TEXHOJIOT1YHA CKJIAHICTh. JJOCTIKYyI0UH OCTaHHIO
JiTepatypy, L€ IOCTKEHHS BUSBIISIE KIIOUOBI
TEHIeHIIi1, BKIIIOYatoun 3pocTaHHs edge computing,
mosiBy 5G Ta motenmian Il B moemmanHi 3
KBaHTOBUMH O0uYnCICHHAMU. OUiKyeThCs, MO I
JOCATHEHHS  QopMmyBatuMyTb MaiOyTHe IT,
BIIKPHBAIOYN HOBI MOXIMBOCTI JJIs IHHOBAIlIA Ta
ebextuBHocTi. Lle mocmimkeHHs Hamae BceOiuHE
PO3YMiHHSI TOTO, SIK CMapT-TEXHOJIOTil 3MiHIOIOThH
IT, mporoHyroun ySBICHHS TIPO IXHI TIEpPEBaru Ta
BUHKJIMKM, SIKI  HEOOXIZHO  mojoJiaTd  JJIAd
MaKCHUMi3allii iIXHOT'0 OTEHITiaITy.

Kurouosi CJIOBA: CMapT-TEXHOJIOT1],
iHpopMaliiiHi TexHojoril, KHamiTuka aanux, LI,
IoT, xibepOe3neka.
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Anoranisi. CywacHe 00iOBe cepemoBHIIE
BiJI3HAYA€THCS AaKTUBHUM BHUKOPUCTAHHSM JIPOHIB-
KaMiKaJ3e, 10 MPeICTaBISIOTh CEPHO3HY 3arposy
UL JIETKOOPOHBOBAHOI ~ TEXHIKA.  PO3BHTOK
pPamioNOKAIifHUX TEXHOJOTIH y TIOEJHAHHI 3
MIKPDOKOHTPOJICPHUMH ~ 3aco0aMu  KepyBaHHS
JI03BOIIsIE €(DEKTHUBHO BUSIBIISATH Ta HEWTpasi3yBaTu
i 3arpo3u. Y 1iil poOOTi PO3IISHYTO KOMILIEKC
TEXHIYHUX 3ac00iB JJIs BUSBJICHHSA Ta MPOTHIIi
JpOHaM-KaMiKaJi3e, IO BUKOPUCTOBYE pallapHe
BUSBJICHHS Ta AaKTUBHI METOAM IIEPEXOIICHHS.
[IpoBeneHo aHali3 iCHYIOUMX pillleHb Y Lii ramysi,
BUJICHO X TepeBardn Ta HEAONIKH, a TaKoXK
HABEJCHO TEXHIUHI MPOMO3HUIIi I0A0 MOOYI0BU
CHUCTEeMH YNIPaBIiHHS pagapoM, OJIOKY HaBEeICHHS
Ta 3aco0y mportuaii. OcoOnuBy yBary HpuAiICHO
IHTerpamii CUCTeM I MiABHMIIECHHS e()EKTUBHOCTI
Ta aBToMmaru3anii  nporeciB.  [Ipencrasneni
pe3ynbTaTH  MiATBEPIKYIOTh  JIONUIBHICTH — Ta
e(CeKTUBHICTh BUKOPUCTAHHS  3alpPOITOHOBAHUX
pillieHb Yy peaJbHUX OOHOBHX yMOBax, IO
MiATBEPPKEHO JTOCBIOM 3aCTOCYBaHHS TijJ dac
BiitHM Pocii nmpotu Ykpainu.

Kuarouosi ciaoBa. CynepkpuTHYHI CHCTEMH,
CHUCTEMH  aKTUBHOTO  3axHCTy, HaJiiiHi Ta
BIIMOBOCTIHMKI1 CHCTEMH, MOJIEJIFOBaHHS,
iHpopMaliiiHe cepenoBHIIIE.

BCTVII
Cyuache OoiioBe CEpEIOBHUIIE
xap aKTepI/I3y€TB Cid AaKTHUBHHUM BI/IKOpI/ICTaHH}IM
JPOHIB-KaMiKaJ3e, 110 MPEACTABIISIOTh

CepHoO3Hy 3arpo3y [uii JIETKOOPOHbOBAHOI
TEXHIKH [6].

Po3BUTOK panionokaniiHUX TEXHOJOTIH, y
MOETHAHHI 3 MIKPOKOHTPOJEPHUMH 3aco0amMu
KEpyBaHHs, 103BOJIsiE€ €(DEeKTUBHO BUSBIIATH Ta
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HEWUTpasi3yBaTH IIi 3arpo3u, M0 € KPUTHYIHO
BOXIIMBUM I 3a0€3Ie4YeHHs BIKUBAHOCTI
OoioBo1 TexHikH [7].

O0’€eKT gocIigKeHHs

Tak, 00’ekT mOCHIIKEHHS TMyOiKamii -
KOMIUIEKC TEXHIYHHX 3ac00IB /I BHUSIBICHHS
Ta TpOTHIIl JpOHAM-KaMmikag3e 3 MaJloi
muctanmii. IInsxoM 3acTocyBaHHS pagapHOTO
JETEKTYBaHHS Ta 3YCTPIYHOTO TOCTPUTY IO
ApOHY.

ITIOCTAHOBKA ITPOBJIEMH

B enoxy cTpiMKOTO pO3BUTKY O€3MITOTHHX
JTaJbHUX amnapariB, BUKOPUCTaHHSA JPOHIB-
KaMiKaJ3€ CTajJo0 HOBOIO IMPOOIEMOI0 st
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30poitnnx Cun VYkpaiau. Lli manoposmipsi,
JTUCTAHIIMHO KEpOBaHi, YW AaBTOMAaTHYHO-
KepoBaHi MPHUCTPOi 37aTHI HECTH BUOYXOBI
3apsAad, HAJAlYd TMPOTUBHUKY 31aTHICTH
HAHOCHUTH TOYHI yJIapH MO TEXHIIll 3 BITHOCHOI
Oe3reku s omeparopiB. TWmoBa I IS
JlpoHa-kamikaa3e - JISTKOOPOHhOBaHA TEXHIKA,
sKa 4acTo BHKOPHCTOBYBaHA JUTS
MaTPYITIOBAHHS Ta PO3BIIKH, 3HAXOMUTHCS IIiJT
0COOJIMBOIO 3arpo3010 Yepe3 CBOI OOMEKEHY
3aXUIIEHICTD BlJl TAKUX aTax.

TpamuitiitHi  MeTOIM  TPOTHUIOBITPSHOT
00OpOHU MAIOTh HU3BKY €()EeKTUBHICTh NPOTHU
JPOHIB-KaMiKaJ[3¢ yepe3 iX HEBEJIHKI po3Mipu
Ta  BHCOTY TMOJNBOTY  MAlOTh  HHU3BKY
e(eKTUBHICTh MPOTH JIPOHIB-KaMiKaa3e depe3
iX pO3MipH Ta BUCOTY MOIBOTY.

AHAJII3 ICHYIOUUX PIIIIEHDb

TemaTuka He € HOBOK. li aKTyalbHICTh
3acBigueHa poOoramu y uii ramysi. Cepen
OCHOBHHUX BapTO BIJI3HAYUTH HACTYITHI:
Po3po6ka kommanii Weibel Scientific [1], e
po3nIsiHYyTO cucteMy JerektyBaHHs BIIJIA na
BEJIMKMX BIJCTaHAX, 0a30BaHy Ha pajaapax
HOBOro mokomiHHS. [lepeBaru: 3maTHICTH
BICTeXKYBaTH Ta Kiacu]ikyBaru wiIl Ha
BEIIMKUX  BIACTaHAX. Hemomiku:  BHCOKa
BapTicTb  OOmMamHaHHA Ta  HEOOXiIHICTh
OHOBJICHHSI aJITOPUTMIB.

Po3pobka kommanii Toshiba [2], ne

MOKA3aHO CHCTEMY JIJISl KOPOTKHX Ta CEepeaHiX
JMCTaHIH. Ines: BUKOPUCTAHHS
crierianizoBaHux pazaapiB. [lepeBaru: BHCOKa
TOYHICTh Ta IIBUAKE pearyBaHHs. Hemoumiku:
oOMeXeHa JalbHICTh Ta mpobiaeMu B
ypOaHi30BaHUX CEPENOBUIIIAX .
Po3pobxka kommanii SpotterRF [3], ne onucano
cuctemy sl ypOaHi30BaHHUX CepeAoBHIL. [aes:
TOYHE BH3HAYEHHS KOOPIWHAT Yy CKIAJHUX
YMOBax. IlepeBaru: e(eKTUBHICT B
ypOaHi30BaHUX CEpPEIOBHUIAX Ta JIETKICTh
BCTAHOBJICHHS. Henomiku: oOMexeHa
JATBHICTh Ta CKJIQHOIII 1IHTETparlii.

Y pobori Robin Radar Systems [4]
MPEICTaBICHO cucTeMy IIBHJIKOTO
PO3TOPTaHHS VI 3aXUCTY KPUTHYHUX O0'EKTIB.
Ines: mBuake BusiBieHHsa 3arpo3. Ilepesaru:
IIBUJIKE PpO3TOpTaHHA Ta  €(EKTUBHICTb.

SMART TECHNOLOGIES:
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Henomiku: BUCOKa BapTICTh Ta HEOOXiTHICTh
CHeriajgbHOro HaB4aHHs .

Y pob6ori Rohde & Schwarz [5]
pPO3MISHYTO  1HTETPOBaHY  CUCTEMY  JUIs
BUSIBJICHHS Ta MpOTHAIi JApoHam. Inmes:

BUKOPUCTAHHS €JIEKTPOHHUX KOHTP3axOIiB Ta
pamapHoro TtectyBaHHs. IlepeBaru: BHcCOKa
TOYHICTh Ta MOXJIHUBOCTI  KJjacuikartii.
Henoniku: cknmaaHicTh iHTerpamii Ta BHCOKa
BapTICTh .

CrinpHI pUCH Ta OCHOBHI BIIMIHHOCTI

e CninbHi pucH:

o BukopucraHHs pamapHUX TEXHOJOTIH
TSl ICTEKTYBaHHS IPOHIB.

o IuTerpamis cucrem IS MiIBUIICHHS
e(hEeKTUBHOCTI.

o 3acrocyBanHa 1u(ppoBoi  0OpoOKHU
CUTHAJTIB Ta Kiacudikarii misien.

e  OcHOBHI BiIMIHHOCTI Hamoi poboTH:

o IuTerparrisi akTHBHUX METOIiB
MIEPEXOTUICHHS 3 PaJlapHUM
JCTEKTYBAaHHSIM.

o ABTOMaTUYHE MPUHHATTS PIIICHb IS

HeWTpanizauii 3arpos.
e [lepenaru: BHCOKa
aBTOMATHU3aIlisl TIPOIIECIB.
e Henomniku: BUCOKA CKIAAHICTh Ta BapTICTh
peami3arii.

TOYHICTh Ta

OIMNC KOMIIJIEKCY TEXHIYHNX
3ACOBIB

[Iupuna 3acTocyBaHHS JPOHIB-KaMiKaa3e

BUMarae noOynoBH TOCTYITHOTO,
MaJIorabapuTHOTO  BHpPOOY JIsi  MPOTHIi
JTpOHaM-KaMiKas3e, MaB on TEXHIYHI

MOXIJIMBOCTI aBTOMAaTH4HOI poOoTH. 30Kpema,
JUTsl TETeKTYBaHHsI IIUTl, HAaBEIEHHS Ha IIUIb,
OPUAHATTA ~ TEXHIYHOTO  pIIIEHHS  IOJO
BIIMpaIfOBaHHS 11O IILTI.

Tak, po3pobka cucTtemMu, IO IHTErpye
panapHe JeTeKTyBaHHS 3 AKTUBHUMH METOJIAaMH
MEPEXOIJICHHS MOYKE I IBUIIUTH €(PEKTUBHICTh
npotunii BITJIA Ha miaxomdi 10 iXHIX MUTEH.
Peanmizamis ~ Takoi  cuctemu  motpedye
BHUPIIICHHS MEPEepPaxoBaHUX Jali 1HXCHEPHHUX
3ajad:

1. cuctemMHe NpOEKTyBaHHA Ta AU3aiiH;
2. ajropuTMaMu oOpoOKM pajapHUX JTaHUX;
3. MOEIOBaHHS MTOBEAIHKH LIIEH;
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4. onThMI3aliio MeXaHi3MiB HaBEICHH,

5. TpuiiMaHHS ~ ONTHUMAJIbHUX  TEXHIUYHUX
pilieHs;

6. 1HTErpaiis Ta TECTYBaHHS.

Jlana my0ikaliis aKiieHTOBaHa Ha 3a7adi 1,
2,4 1a 5 3 HaBEJIEHOTO BUIIE CITUCKY.

CTPYKTYPHA CXEMA KOMIUIEKCY
TEXEIYHNX 3ACOBIB

CTpyKTypHa cXeMa KOMIUIEKCY TEXHIYHHX

3ac00iB IEKOMIIO30BaHa Ha OJIOKH 1 CUTHAJIH, SIK
1Ie Mmoka3zaHo Ha Pucynky 1.
Pagap, 3aco0um BpakeHHS IpOHIB-KaMiKaa3e
pO3TalIOBYIOThCSI Ha 0a3oBi  mardopmi
OesmocepenHbo,  (HOpMYIOUM  BHU3HAYCHY
BIJICTaHb MK paapoM Ta 3aCOOOM Bpa)KEHHS.

Cucrema KepyBaHHS HaBEICHHSM Ta
3aco0u MPUHHATTA TEXHIYHUX pimeHb (K, Puc.
1) 3abe3neuyioTh OTPUMaHHS TUPEKTHUBHU IIPO
aKTHBAIIIIO BiJ oreparopa 6a3aBoi miardopmu.
[Ticns oTpuMaHHS NUPEKTUBU MPOBOIUTHCS
MOCTIMHUA ~ pafapHUW  TOIMIYK 00’ €KTIB
npotunii. Ilpu BusBIEHHI Takoro o00’€KTY,
MIPOBOJUTHCS MPUHHATTSA TEXHIYHOTO PIIICHHS
npo 3anmydeHHs 3aco0i mporuaii (e, Puc. 1).
[Ipu mo3uTuBHOMY pimieHHI, biiok HaBegeHHS
3aco0y mpoTuAil (€), miJ KepiBHUIITBOM JaHHX
3 Papapa, cynpoBomxye 00’ €KT mpoTHAiil 10 ii
BXOJDKEHHS 5 pajiiyc BpaxkeHHs. [IpoBomuThCs
BpaXeHHs OO€empuIiacaM JjIst IPOTHUII.

[inicHiCTP KOMMO3HUILII HA CTYKTYpHIH
CXeMl KOMIUIEKCY JTOCSATAeThCs 3B S3KaMH, 1110
nonani Tabmuuero 1 gami.

s ————————————————————————————  f——— !
oo —C Jacib npoTugii (e) 3—
r_"l Pagap (a) *—\fmd
| i 7
: Enok HaBeeHH zacoby
I i | Bnok Haeenenns panapa (r) npoThAi{e)
E : 5 cd €3 2
iy T e )
i CMCTEeMa KepyBaHHR HaBEAeHHAM, c6
b i s Ta 3acobaMm npuAHATTS
i TEXHI4MX pill eHs{x) cl
Do E g
| £ ¢ [ - T
i f______:'_'_'_'_'_'_g L I - . a e A ly
z : Y M2
! i e M
L O 4
..... _1 Easoea nnaTdopma - Hocii (a) r_
{—————¢» CHTHaNK
 — &) KUBNEHHS
3 .. —r MEX3AHIYHWA 3B'A30K
Puc. 1. CtpykTypHa cxema KOMITJIEKCY TEXHIYHUX 3aC001B
Fig. 1. Structural diagram of a complex of technical means
100 SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 1(14), 2024, 98-106



Mechanical and electric engineering

Tadmamus 1. Onuc curHamiB CTPYKTYpHOI CXEMH

Table 1. Description of structural diagram signals

Hasgpa Onuc
cl Pydna akTuBaIlis Ta Ae3aKTUBAIIS KOMIDICKCY TEXHIYHUAX 3aC00iB
c2 [Mapametpu HaBenenHs 3acoOy mpotuaii Ha 00’ ekT mpoTuaii. OnHcye ABi NOMAPHI KOOPIUHATH
Ta IBUAKOCTI X 3BEJICHHSI.
c3 JupexTusa 10 3aco0y IpOTHII TIPO TOCTPII.
c4 ITotokoBi manui 3 Pagapa. [logaroTbcst y MONsIpHIA cUCTEMi KOOPAMHAT 1 MOKJIMKAHI OLIHUTH
HACTYITHI XapaKTEPUCTHKHU 00'EKTY:
- ®opmy 00’€KTy BpaKCHHS;
- Bixgcranp 10 HBOTO;
- IIBuakicTh HOro HaOIIKEHHS.
c5 Curnanu ympaBiiHHA KyTOBHM IIOJIOKEHHSIM pajaapa. 3ade3nedyroTh HOCTiIOBHUE mepedip
kanpy. 1i gani Takok 3aCTOCOBYIOTHhCS CHCTEMOIO KepyBaHHS JUIsl HABeICHHS 3aco0y MPOTH/II.
c6 Aapiitanii cursani. 3abe3nedye 6;10KyBaHHS 3ac00y MPOTHIIT BPYHY.
M1, M2, | MexaHiuHe KpilUIeHHS KOMIIOHEHTIB KOMITO3HLii Ha 06a30Biii minardopmi. Kitouom € BimHOCHE
M3, kpimteHHas M1 1o mM3. 3HadeHHS M3 3a/1a€ epProHOMIKY CHCTEMH PYYHOi akTHBaIlii. 3B’ 130Kk M4
M4 BH3HAYA€ >KOPCTKUH 3B’S30K MK biokoMm HaBemeHHs 3aco0y MpOTHIii Ta BiacHe 3aco0oM
MPOTHJI1, 0 PO3TALIOBYETHCS HA CIIJIBHOMY KPOHIUTEHHI.
Ha cTpykTypHiil cxemi Takok BiMideHi 3B’ sI3KM KUBJICHHSI. BoHn He crierudikoBaHi Ha TaHOMY
piBHI a0CTpaKiii.
AJI'OPUTM POBOTHU CUCTEMU 5. YwuraHHs AaHUX 3 pagapa Ta 30epekeHHs X

KEPYBAHH1 HABEJIEHHSIM TA
3ACOBAMMU TTPUMHATTA TEXHIYHUX

o maM’sTi. 30epiraroThCsl JaHi Mpo JBa
KyTH TIOJSIPHOI CHCTEMM KOOpAMHAT Ta

PIIIEHB BificTanb 10 00’ekta. s pobotu Oioka
3amyd4eHi 6moku 13 Ta 18;
AnroputM poOOTH CHUCTEMH KEpYBaHHS 6. Ilpomemypa TiepeBIpKH  BiATOBIIHOCTI

JICKOMIIO30BaHO Ha [IBI YacTHUHU: poboTa 3
pamapoM Ta BH3HA4YeHHs 00’€KTY, HaBEICHHS

KOHTYpY 00°€KTa J10 eTanony. basyerscs Ha
JaHUX 3 pajapa 1 Ha eTajJoHax, W10

3aco0y TpOTHAII Ta 3acTOCYBaHHS 3aco0y [OYaTKOBO  3aBaHTAXEHi JI0  MiKpo-

MPOTHIIT. KOHTPOJIEPA;

PucyHnok 2 MicTuTh onuc pob0TH 3 paiapoMm. 7. Y Bumaaky cHoiBOa"idHs 10 ¢opmi,
Toni six PucyHok 3 wmicTuTh omuic poOOTH 3 AJITOPUTM  TIEPEXOAUTH JO HACTYITHOIO
cucTeMoro HaBefeHHsA. Onuc Onok-cxeM 3 eTarmy Bepidikarii. v BUNAJKY
PucynkiB 2 ta 3 HacCTyIHMIA: HECITBIMAIIHHS, QJITOPUTM  IPOJIOBXKYE
1. Imimiamizamis MIKpOKOHTpOJEpa, 30KpeMa CKaHyBaTH MPOCTIpP y MOMIyKax 00’€KTa;

HOro TaltMIHTiB, YaCTOTH, Iepudepii; 8. Ilpomeaypa mepeBipKHd  BiAMOBIIHOCTI

2. Ihimiamizamiss ~ KOMIUIEKCY — TEXHIYHHX MMOBEOIHKM oba’eka OO  €TaJOHHOI
3aco0iB. [ligBaHamkeHHS  TapameTpiB MOBEAIHKH 3a MIBUIKICTIO Horo
Moieni BUpoOy; HaOJIMKCHHST,

3. VYmopaBiiHHS KyTOBUM ITOJOXKEHHSIM pajapa 9. V BumaaKy CHiBOAJIHHSA IOBEIIHKH [0
[UIIXOM HOTO TPOTOHKH 3J1iBa HA IMPaBo, €TAJIOHHOI, MPOLEC  MEPEXOTUTH IO
3BepXy 10 HuU3y. [IpoBonuThCs 6a3yrounch HACTYIIHOI  IEpeBipku. Y  BUNAAKY
Ha TIOTOYHUX TIOJIOXKCHHSAX pajaapa y HECITIBMA/[IHHS, aJTOPUTM TEPEXOAUTH 10
MOJISIPHUX KOOPAHMHATAX, OTPHUMAaHUM 3 NPOLECY CKAHYBaHHS IIPOCTOPY;
610Ky 23; 10. [Ipouienypa  mepeBipkd, 10 00 €KT

4. 3arpumka Ha poboTy pagapa. O6ymoBiIcHa 3HAXOAUTHCS Y 30HI BPAXKEHHS,

HOT0 TeXHIYHUMH BIIACTUBOCTIIMU;
SMART TECHNOLOGIES: 101
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11. SIkmo 00’eKT 3HAXOAWUTHCS Yy 30HI 20.TIpu ymoBi, 1m0 omeparop J03BOJIUB
BPa)XEHHA, aJTOPUTM TEpPEeXOAuTh Ha aBTOMAaruyHe  NPUUHATTAT  TEXHIYHHUX
Apyroi 4acTMHM, a caM€ 1O HaBEACHHS pimens (mani 3 6;moky 24), 1 nmpu apyrii
3aco0y mpoTuii Ha 00’ ekT. Jlpyra yacTuHa YMOBI, II0 CHCT€Ma HaBEJICHHS YCIIIITHO
MOBEIIHKM KOMILJICKCY TIOYMHAETHCS 3 Befe 00’ekt, JnaHuii Omok  opmye
omoky 19 1 HaBeneno Ha Puc.3; JTUPEKTUBY MPO BBEIACHHS MPOTHU/IIT;

19. O6paxyHok  TpaekTopii O0’KTYy Ta 21. IlpoBeneHHS IPOTHUIT;

BHECEHHS BIAMOBIIHHUX TIONPABOK IO 22.Haganua omeparopy iHdopmarii mpo
cuceMu HaBeleHHs. HaBeneHHs cucteMu MPOBEIEHY MPOTHIIIO;
Ha 00’ekT. Bemenns #oro mo maHux 3 23.3aBepiieHHs onepyBaHHs. BUMKHEHHs
Panapy; CUCTEMHU ISl IPOBEICHHS 11 Iepe3epsIKu.
MCU Init }1
r 2
System init 17
1z next Radar scan session
3
Take Radar position —j Radar position ctr

Radar oper delay

1z 18

Radar data — Radar data reading — Radsr data

14

r

Radar data ——i Object shape check

match

15

Radar data " Object speed check

match

16

10

Radar data —1  |Object position check

11

match

Puc. 2. AnropuTtm B3aemMopii cCTEMH KepyBaHHS Ta pagapy

Fig. 2. Interaction algorithm of the control system and the radar
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23

Take Radar position ——

19
Calc. object pos.

24

/ Operator cmd

21

Main actions

I

/Gperatur rapt}rt/

'

Puc. 3. Anroput™ B3a€eMOIii CHCTEMH KePyBaHHS

End of Oper

Ta 6J'IOKy HaBCIACHHA

Fig. 3. Interaction algorithm of the control system and the guidance unit

TEXHIYHI ITPOIIO3UIIIT /1O [TOBY/IOBU
CHCTEMMU VIIPABJIIHHSA PAJIAPOM,
BJIOKY HABEJIEHHS TA 3ACOBY
IMPOTU/IT

IloOynoBa 3aco0y nmpoTuii.

[IpononyeThest 3acTOCYBaTH MOAM(IKOBAHY
[IaJKOCTBOJBHY rapmary 12 kamiOpa i3
Ha0O€EM, IO MICTUTh YOTHPH CErMEHTH KYIII,
3B’3aHl OJWH-3 -OOHOI0 CITKOIO, SKa 1 €
3YNUHSAIOUAM 3acoboM it apona. [loctpin
301HCHOETHCA.

IToOynoBa bJioky HaBeaeHHs1 pagapa.

bnok HaBeneHHs pajapa BUKOHYE KIIFOUOBY
(YHKIIIIO y BUSBIICHHI Ta CYITPOBOHKCHHI ITLJI1.
J1J1s IIbOTO BUKOPHCTOBYETHCS MiKPOKOHTPOJIEP
STM32F7 Big STMicroelectronics, sxuii
3a0be3neyye  BHCOKY  NPOAYKTUBHICTH 1
HafiliHICTh. OCHOBHI KOMIIOHEHTH OJIOKY

SMART TECHNOLOGIES:
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HABEJCHHS BKJIIOYAIOTh paJapHUNA  CEHCOp
FMCW panapuuii moxyns AWR1843 Bin Texas
Instruments, 1o 3a6e31evuye BUCOKY PO3ILIIEHY
31aTHICTH 1 NAILHICTH BUSIBJIICHHSL.
BuxopuctoByioTbcss  alroputMu LU (pPOBOi
OOpOOKM CHTHAIIB JUIsi TOYHOTO BH3HAYCHHS
KOOpAMHAT 1 CYIPOBOIKCHHS JIeH.
Iarepdeiicu 3B'13ky, Taki sk CAN ta Ethernet,
3aCTOCOBYIOTHCSA IS TIepefadl JaHuX MK
KOMITOHEHTaMH CHCTEMH.

IToOynoBa cucTreMu KepyBaHHS, OJIOKY
JKMBJICHHSI Ta CHCTeMH Py4YHOI aBTHBaIlil.

Cucrema kepyBaHHs KOOPAHHYE POOOTY BCIiX
KOMIIOHEHTIB 1 0a3yeTbcsi Ha KOHTpoJepi
STM32F7. OcHOBHI KOMIIOHEHTH CHUCTEMH
BKJIIOYAIOTh OJIOK KEepyBaHHS Ha OCHOBI
koHTposepa STM32F7, sxwuii 3abe3neuye
00poOKy JaHMX, MNPUWHATTS pIMICHb 1
yopaBimiHHSA 3acobamu mpotunii. JKupineHHs
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CUCTEMU 3IACHIOETHCS 3a IOIOMOTO0 OJIOKIB
DC-DC mneperBoproBauiB  Mean Well, mro
3a0e3meuyloTh CTaOUTbHE JKHMBJICHHS — BCIX
KOMITOHEHTIB, BKITFOYAIOUHU pe3epBHE
xkuBleHHA. CucremMa  pydHOi  aKTHBAIli
MIPE/ICTAaBICHA MEXaHIYHUMHU MTepeMHUKadYaMH Ta
€JIEKTPOHHUMHU KOHTpOJIEpaMH, 110
JI03BOJIAIOTH PyYHE KEPYBAaHHS CUCTEMOIO.

Cucrema  BHUKOPHUCTOBYE  PI3HOMaHITHI
natyukd - ans 3abesmedeHHS  e(DEeKTHBHOI
poboTu. JlaTunku pyxy, Taki K aKCeIepOMETPH
ta ripockonn  MPU-6050, Bu3HaAuyarOThH
noyiokeHHst 1 pyx. Jlarumku Ttemmeparypu
TMP36 KOHTPOJIIOIOTh TEMIIEpaTypy
KOMIIOHEHTIB. 3acOo0M BBEIEHHS BKIIIOYAIOTH
KJIaBiaTypH Ta CEHCOPHI €KpaHU JUIsl B3aEMOJIT
ormeparopa 3 CHCTEMOIO, TOMIlI SK 3aco0u
BUBEJCHHS TmpenctaBieHi PK-gucrmesmu Ta
CBITJIOAIOIHHUMU 1HIUKaTOpaMu IUIA
BiJJOOpaXCHHS CTaHy CUCTEMH.

Cucrema pamapy 3a0e3redye BUSBICHHS 1
CYHPOBO/KEHHS LI 3a  JOIOMOTOIO
pagaproro wmoxynsi AWRI843. OcHoBHI
KOMIIOHEHTH CHCTEMH pajapy BKIIOYAIOTh
panapuuii Moxyns AWR1843, axwuii 3a0e3neuye
BHCOKOTOYHE BHUSBJICHHS IIiJIel Ha PI3HHUX
BIJICTaHSX, Ta aJrOPUTMHU IHPPOBOI 0OpOOKU
curHaiaiBs Ha ocHoBl STM32F7 mit To4HOTrO
BU3HaueHHS  koopauHar nimi.  Cucrema
HABEJICHHSI BUKOPHUCTOBYE CEPBOIBUTYHU IS
TOYHOTO CYNPOBODKEHHS LTl BIAMOBIAHO 10
JaHUX 3 pajaapy.

MATEMATHWYHE 3ABE3IIEUEHHA
TEXHIYHOI'O KOMIUIEKCY

Maremarnuae 3a0€3MCUeHHS ISt
pagapHOTO BUSBJICHHS, KEPYBAaHHS CHUCTEMOIO,
HaBEJCHHS 3ac00iB TPOTHAIl Ta TPUUHATTS
TEXHIYHOTO PIIMIEHHS TMPO TOCTPiA MOXKHA
MoJaTH SK TIOCHIJOBHICTh  pIBHSHb  Ta
aJTOPUTMIB.

Maremaruka Pagapa:

[lepenaBanbHuid pajapHUid CUTHAT:

s(t) = Acos(2rfOt + ¢p()), (1)

ne A- amIUniTyna CcurHamy, fp— dYacToTa
currany, ¢ (t) — dasa curnaiy.
[IpuiiHaTHiA pagapHUl CUTHAI:

r(t) = Acos(2nfO(t — 1) + p(t — 1)), (2)

104

€ T — 4yacC SanI/IMKI/I CI/IFHaHy.
OO0OuucieHHs BIICTaHl O UTl:

CcT
d=-=, 3)
Jie ¢ — MIBUAKICTH CBITJIA.
O6pobka pamapumx gaHux (DiTeTp
Kanmana):

[Tpubpano 3 mybmiKaii 3 METOr Oe3MMeKH
Cucrema kepyBaHHsI Ta HaBEACHHS:
Mopnenb cTaHy CUCTEMH:

x" =Ax + Bu. 4)
Mopneinb cnocTepeKEeHHS:
y=Cx+Du. (5)

PID peryiarop:

u(t) = —Kpe(t) — Kife(t)dt —

de(t)
—Kd-—=, (6)

nee(t) =r() —ye) =r() —y(t)
- MOXHOKa.

brok HaBenmeHHs 3ac00iB MPOTHII:
Mopnenb pyxy Ll y MOMSPHUX KOOPIUHATAX:

r" = vrcos(a — 6); (7)

9 — (ursina—e), (8)
T
1e T — BiACTaHb J0 i, § — a3uMyTaibHUN
KYT, V,— IIBUAKICTH i1, @ — KypC L.
PID perynsarop aJist HaBeICHHS:

u(t) = —Kpe(t) — Ki f "0de -

de(t)

— kd- %8, 9)

ne  e(t) = rgesirea(t) —T(0)e(t) = Taesirea
(t) — r(t) - moxubKa.

Baok 3aco0y nporuaii:

PiBHsiHHS pyXy Ooenmpurmacy:

wlsg) ~ =0 W
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ne L - nmarpaniaH CUCTEMH,  — y3araJbHEeH1
KoopauHaTH, () — y3arajabHEHI CHIIH.
PozpaxyHok TpaekTopii Ooenpuriacy:

(t) = Fo+ Ut +5at? (1)
Kopexkitist TpaexTopii:

u(t) = K (Feergee () = 7). (12)
IIpuitHATTA  TEeXHIYHOIOo
MOCTPiJI:

e Busasnenns miii:
Cucrema pagapHOTO BHSBICHHS BU3HA4Ya€
MICILIE3HAXOKEHHS 1111 32 JOIIOMOTOKO
PIBHSHB paIapHOTO CUTHAITY Ta 00pOOKH
nanux ¢insrpom Kanmana;

e Hagenenns 3aco0iB nmpoTuii:

Cucrema kepyBaHHsI Ta HaBEICHHS
BuKOpucToBye PID perymnsarop st TO4HO1
dikcarii misi;

e AxTuBaIis 3aco0y MpOTHII:

ITicaa BUSBIEHHS LTI Ta HABEIEHHS,
CUCTEeMa HaJICUJIa€ KOMaH/ly Ha aKTHBALli0
3aco0y MpOoTUil Ta BUITyCK Ooempunacy 3
PO3paxyHKOM TPAEKTOPII.

IlepcnmekTBM Ta [A0CBiA 3acTOCYBaHHS

pagapHux TexHoJioriid y BiiHi Pocii mporu

Ykpainu

Po3BuTOK pamionokamiiHuX TEXHOJOTIN Y

MO€HAHHI 3 MIKPOKOHTPOJIEPHUMH CHCTEMaMU

N03BOJIsiE  €(EeKTHMBHO  JIETEKTyBaTH  Ta

HEUTpali3yBaTld 3arpo3W, MO0 KPUTUIHO

BKJIMBO JIJIsI )KUBYUOCTI OOMOBOI TEXHIKH.

IlepcniekTHBYM TEXHOJIOTIL

e TounicTh BusiBIEeHHs: PagapHi cuctemu
TOYHO BU3HAYAIOTh KOOPAMHATHU Ta
IIBUAKICTh APOHIB.

e Apromaru3ailis: MiKpOKOHTPOJIEepH
aBTOMATH3YIOTh MPOIECH BUSBICHHS Ta
HelTpanizarii.

e Iurerpamis: PagapHi cucreMu MOXYTh
IHTErpyBaTUCS 3 IHIIUMHA 0OOPOHHUMU
CUCTEMaMHU.

Jocein 3acTocyBanus y BiiiHi Pocii mporu

Ykpainu

e PeasbHa eeKTUBHICT: YKpPATHCHKI
BIMCHKOBI YCITIIIIHO BUKOPUCTOBYIOTh
pajapHi CHCTeMH I BUSIBIICHHS Ta
3HUIICHHS APOHIB-KaMiKaj3e.

pilleHHs1 TWpo
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e Cremiani3oBaHi cucTemMu: [HTerpais
pagapHOTo BUSBICHHS 3 METOIAMHU
NIEPEXOIJICHH MiABUIYE €(PEKTUBHICTh
HeWTpaJizamii IpoHiB.

e Bpockonanenns: [locriitHe mokpaiieHHs
TEXHOJIOTiH y BiIMOBi/Ib HA HOBI 3arPO3H.

BHUCHOBOK

Po3BuTOK pamionokamiiHuX TEXHOJOTIH, Y
MOETHAHHI 3 MIKPOKOHTPOJIEPHUMHU CHCTEMaMH
KEpYBaHHS, € BAKJIMBUM KPOKOM Y ITi/IBUIICHH1
e(EeKTUBHOCTI BUSIBICHHS Ta HEWTpasizamii
JpOHiB-KaMiKaz3e. Cyuacue 6oiioBe
CEPE/IOBUINE  XapPaKTEPU3YEThCSI ~ AKTHBHUM
BUKOPUCTAaHHSM IUX JPOHIB, IO CTAaHOBISTH
CepHO3HY 3arpo3y Ui JIETKOOPOHBOBAHOI
TEXHIKH.

3acToCcyBaHHS CHCTEM, WO TOEIHYIOTh
pajapHe BUSBICHHS 3 aKTUBHHUMH METOJAMH
MEPEXOTUICHHS, T03BOJISIE CTBOPIOBATH
KOMITJIEKCHI PIMICHHS UTSI TPOTHAIl JpOHAM.
Taxki cucremu 3a0€3M€UyIOTh BUCOKY TOYHICTh
BUSIBIICHHSI, aBTOMATH3allil0  TPOIECIB 1
MOXKJIUBICTB 1IHTETpaIlii 3 IHIMMH 000OPOHHUMU
CUCTEMaMHU.

Biitna Pocii mpotu VYkpainu aeMOHCTpye
e(EeKTUBHICTh LUX TEXHOJOTIH Yy pearbHuX
0OMOBMX yMOBax. YKpaiHChKI  BIMCBHKOBI
aKTUBHO BUKOPUCTOBYIOTH pafapHi CHUCTEMH
JUIsL BHUSIBJICHHS Ta HEWTpamizamii JpoHiB-
KaMikaJ3e, 10 MiATBEPKYE JTOUUIBHICTh
MOJANTBIIOTO BIOCKOHAJICHHS Ta PO3MIMPECHHS
3aCTOCYBAaHHS TaKUX CHCTEM.

[TpomomkeHHs AOCTIKEHB Y Il Taimy3i Ta
PO3BUTOK  TEXHOJIOTiH  O0ilsge  3HAYHE
MOKpamieHHs: €(EeKTUBHOCTI CHCTEMH, IO €
KIIIOUOBHM JUIsL 3a0€3Me4eHHs] KMBYYOCTI Ta
6e3neku O0MOBOT TEXHIKH.
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Radar Defense and Active Interception of Kamikaze
Drones

Dmytro Humennyi, Oleh Kuzin,
Yevheniia Shabala

Abstract. The modern combat environment is
marked by the active use of kamikaze drones,

106

posing a serious threat to lightly armored vehicles.
The development of radar technologies combined
with microcontroller-based control systems allows
for the effective detection and neutralization of
these threats. This paper examines a complex of
technical means for detecting and countering
kamikaze drones, utilizing radar detection and
active interception methods. An analysis of existing
solutions in this field is conducted, highlighting
their advantages and disadvantages, and technical
proposals for constructing a radar control system,
guidance unit, and countermeasure device are
provided. Special attention is given to the
integration of systems to enhance efficiency and
automate processes. The presented results confirm
the feasibility and effectiveness of the proposed
solutions in real combat conditions, as evidenced by
their application during Russia's war against
Ukraine.

Keywords: supercritical systems, active
protection systems, reliable and fault-tolerant
systems, modeling, information environment.
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