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AHoranis. PoboTa npucBsideHa TOCHIIPKEHHIO 3a/1a4
BUKOpPHUCTAaHHA  TCEXHOJIOI' KBAHTOBOI'O  pO3MOATY
CCKPCTHUX KIIIOY1B, a CaM€ 3a/ladyaM BUKOPUCTAHHA Ta
(OopMyBaHHS HOBUX CEKPETHHX KJIIOUIB, IPYHTYIOUYHCH
Ha BUPOOJICHHI KBaHTOBHX KJIIOYiB Ta PO3IOALTY HOBUX
KJIIOY1B Y MEpEXKa CKIaAHUX TOIIOJIOI'1H.

B cucremax 3axuIieHOro 3B'S3Ky iH(OpMaIlis
nepenaeTbes MepexamMmu 3araJgbHOTO
KOpHUCTYBaHHS, 1 TakuM YHHOM, JOCTYITHa
MOTEHIIHHOMY TIOPYIIHUKY JJs IPOBEICHHS
pi3HOrOo pomy arak. IlloTeHIIHHUN TOPYITHHUK
3maTHMA  30epirat  mmdpoBaHI  JaHi, IO
MepearoThcsl MO KaHallaX Mepexi, a cupoly
nemupyBaHHS POOUTH Mi3HINIE, KOTU TEXHIYHI
3aco0u Ta aTakd Ha allTOPUTMH 3aXUCTY iH(hopMaItii
JIO3BOJISATh, 34 TPUHHATHUM 4ac, TMPOBECTH
nemupyBaHHA. Y I1OMY TIOJSTa€ OCHOBHUH
npunIHn "Store now, decrypt later", mo € ogHiero 3
mpobiieM cucteM 3axucty iHdopmarii [1, 2,19].

Hns OmokoBux mmdpiB icHye mapamerp -
HaBaHTXXEHHSIM Ha KIIOY, SKHHA OOMEXye 00’eM
iHbopMarlii, Ky Moxe OOpOOWTH OAWH KIIOY i3
BUKOPUCTAHHSM allrOpUTMy 3axucty nanux. NIST
pEeKOMEHIye  YacoBi  paMKH  BHUKOPHCTAHHSA
CEeKPEeTHUX KITFOYiB, IO OOYHCIIOIOTHCS POKAMH
[3,6].

VY cdepi iHdopmaniiiHoi Oe3mekn € cyTTeBimi
OOMEKEHHS HaBaHTa)XKEHHS Ha KIIIOY, TOB'S3aHi 3
guciIoM OJIOKiB, sIKi MOXHa Ha OJHOMY KITHOYi

0o0pobutn, o0OyMOBIEHI arakaMu Ha OJIOKOBI
mmopu. [lpm  naHuX OOMEKEHHSX BHHHUKAE
HEOOXIiTHICTh perynspHoi 3MIiHH

BHUKOPHCTOBYBAHOI'O CEKPETHOr'O KIII0Ya, Ta MOLIYK
BapiaHTIB TreHepaulii Ta JOCTaBKH KIIOYiB MiX
IBOMa BY3JIaMH MEpEeXi, IO OpraHi3oBYIOTb
3axXHILEHNH KaHaj repeaadi iHpopmartii.

3MiHAa CEKpPEeTHOro Kio4Ya Ha HOBHHA KIIIOY,
He3aJIOKHUH BiJl TONEPEIHBOT0, J03BOJISE
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TexHomorisi CTBOpEHHs KBaHTOBOT'O KOMIT'IOTEpa
JI03BOJISIE aTaKyBaTH €(h)eKTHUBHO BiIOMi aJlTOPUTMH
TeHepallii CeKpeTHUX KIIOUiB, 10 0a3yroThCs Ha
(akTopu3amii BETUKUX YHCEN, YU CKIAJHOCTI
O0UYHUCIIeHHS TUCKpETHOTro Jorapudmy. Kantoswuii
anroput™m Illopa [3-5,15] no3Boisise BupilIyBaTH
JaHi 3ajJadi 3a TMOJIHOMIaJbHUH dYac, TOMY
HEOOXiZIHO WIyKaTH albTEPHATUBHI BapiaHTH
BUpIIICHHST 3ajadi pEryisapHOi 3MiHM B KaHaii
MEpeKi CEKpETHOT0 KITI04a B TIapi BY3IiB.

Baxxnmso BpaxOByBaTH HEOOXi/THICTh
3abe3nedenHs skocti Perfect forward secrecy, mpu
KOMIIpOMETallii MaicTep-Kito4ya, BCi HACTYIHI
CEeKpeTHi KITI04i MOBHHHI OyTH HE
CKOMIPOMETOBAaHMMHU. J[JIsI JOCATHEHHS TaKoi
BJIACTUBOCTI CY4aCHUX aJrOpUTMiB mH(pyBaHHS €
NepioAMYHE OHOBJICHHS MalCTep-KITIOYiB.

Jnst 3ano0iraHHs HAKOMWYEHHIO iHQOpMaIii,
JUIsl YCHIITHOTO 3JIICHEeHHS aTakK MOPYITHHKOM Ta
JOTPUMAaHHS BUMOTH HAaBaHTAXKEHHS HA CEKPETHHM
KIIIOY HEOOXIJIHO BHPIIIUTH 3aJla4y peryJsipHOi
3MIHH CEKpeTa, Ta PEryJsspHOl reHepallil/10cTaBKu
KIIIOYIB Y BY3JIM MEPEXKI.

3 ypaxyBaHHAM HarajibHHX TIOTped, IO Ha
CHLOTOJIHINIHIA JCHb IHTEHCUBHO PO3BHBAIOTHCA, Y
3aXHIIEHIN Ta MBUAKICHIN nepeaayi indopMariii, Ta
HE MEHII, CTPIMKOMY 3pPOCTaHHI TEXHIYHHUX
MOXKIIMBOCTEH, IiCHye TmoTpeba  po3poOisaTH
3a37aleriglh BapiaHTH, SKi 3a0e3medyTh NpH
3MiHa, y TeorpadiuHO pO3HECEHHWX CHCTEMax
3aXHCTy JAHWX, 3arallbHUX CEKPETHHUX KIIOYiB, y
pa3i 3a0e3medeHHS HE3aJEKHOCTI  CEKPETHUX
KITIOYIB JI03BOJIIE€ BHPIMIUTH YCIIIIIHO TOCTaBJIEHY
3anaqy.

KarouoBi ciaoBa: indopmariitna Oe3mexka,
BpAa3JIMBOCTI, aTaK¥, KBAHTOBUU CEKPETHUU KIIOY,
MPOTOKOJI KBAHTOBOTO PO3MOJILTY.

BCTVII

Cepen cydacHUX TEXHOJIOTIH reHepauii Ta
JOCTaBKU CEKPETHUX KIIIOYIB MOYKHA BUALUIUTH
JIBA MIAXOAM: PO3MOJIIT CEKPETHUX KIIOYiB 3
BUKOPDUCTaHHAM  TEXHOJIOTil  KBaHTOBOTO
pO3MOALTY KIIIOYiB; TEHepalisi CEeKpeTHHX
KIIOYIB MDK JIBOMa YYaCHUKaMH Mepexi 3
BUKOPHUCTaHHSM MOCT-KBAaHTOBUX AJITOPUTMIB.

Jlpyruil BapiaHT TOJSArae B CKJIAJHUX

MaTeMaTH4YHUX  oOuucineHHsXx.  CyuyacHuit
piBEHb OTIpalfOBaHHs HOCT-KBaHTOBUX
QITOPUTMIB  HEJOCTaTHI Ui IXHBOTO

BIIPOBA/DKEHHS B ICHYIOUl CHUCTeMH. IcHye
Hebe3Meka, 110 MICJIsi CTBOPEHHS e()eKTUBHOTO

4

KBaHTOBOTO KOMIT'IOTEpa OynyThb
3aMpOTIOHOBAHI KBAHTOBI allTOPUTMH, IO
JIO3BOJISIOTh €(DEKTUBHO BUPINIYBAaTH 3aadi,
BUKOPUCTOBYBaHI B MOCT-KBAaHTOBUX
QITOPUTMAX, CTBOPSTH HOBI BEKTOPH aTaK Ha
MOCT-KBAaHTOBI JITOPUTMH Ta BHMAaraTUMyTh
HOBI MIIXOM PETYISPHOT TOCTAaBKHA CEKPETHUX
KITIOYIB.

[Ipobnema po3moaLTy CEKPEeTHUX KIFOUiB
MDK IapaMy BY3JB MEpPEeXi € aKTyaIbHOIO

HAayKOBOIO  MpoOiemoro, sika  MoTpedye
BUpILLIEHHSI B YMOBaX po3po0KU HOBUX 3arpos,
NOB'SI3aHUX 31 CTBOPEHHSM  KBaHTOBOTO
KOMI'TOTEpA.

Icnyroui Ha ChOTO/IHI pIIIEHHS
po3pobusimucss 10 PO3BUTKY  KBAaHTOBHUX

00YHCIIeHb 1 KOMYHIKaI[il, HE BPaxoBYIOTh 13
3aCTOCYBaHHSM KBAHTOBUX IMPHUCTPOIB HOBI
BEKTOPH aTak.

BapianT po3noauty CeKkpeTHHX KIIOYIB 13
3aCTOCYBaHHSM  TEXHOJIOTii  KBAaHTOBOTO
pO3MONUTY €  HAWMEPCIEeKTHBHIIIAM  JUIS
BHpIIICHHS TIoCcTaBeHOT mpoonemu. ['enepartist
IICHTUYHUX KBAaHTOBUX CEKPETHUX KIIIOYIB HA
JIBOX KIHIIIX BY3JIIB MEpeXi KBAaHTOBOTO
KaHAJly TPYHTYEThCA Ha IHIUX (QIBUIHUX
MPUHIINIIAX, 1o HaJae MO>KITUBICTb
3amo0iraHHI0 TPOBEACHHS €(EeKTHBHUX aTak
(3arpo3) 13  3aCTOCYBaHHSIM  KBaHTOBOTO
KOMIT'FOTEPA, TaKOXK HE JI03BOJISIE MPOBOJUTH
aTaku 13 HAKONMMYEHHSAM OO0 ’eMy 3axHILEHOT
1HbOopMarrii.

TexHOJIoTiss KBaHTOBOT'O PO3MOJALTY KITIOYiB
Ma€ ICTOTHI OOMEXKEHHsS, AKI HeOoOXiIHO
BpPaxoBYBAaTH IIiJl 4ac MPOEKTYBAaHHS CHUCTEM
reHeparlii/JIOCTAaBKKH  CEKPETHUX KIIOYIB 3
ypaxyBaHHSAM KBaHTOBOTO poO3MmoILTy.
TexHoNOTis KBAaHTOBOTO PO3MOALTY KIIIOUIB
3MIMCHIOE PO3MOJAUT KJIIOYIB Ha OOMEXeHIH
BiJICTaH1 (BU3HAYAETHCS MIPOTOKOJIOM
KBAaHTOBOTO PO3MOJUTYy KIIOYIB) Ta SKICTIO
KBAaHTOBOTO KaHAIY.

s npotokoniB Ha InGaAs/InP rpannynumM
€ BiacTanb 0ym3bko 100 km [5,6,13,14].

Haiinpocrimum MIPUKIAI0OM 13
3aCTOCYBaHHSM KBaHTOBOTO PO3IOALTY KIHOUIB
€ BUKOPHUCTaHHS JIBOX €K3EMIUISIPIB KBAHTOBOT
amaparypu, 3'€JHAHMX KBAaHTOBUM KaHAJIOM.
Jlns BupimieHHs 3a7a4i 0OMeXeHHs JOBKUHU
KBAaHTOBOTO KaHally amapaTypa KBaHTOBOTO
PO3MOALTY KITIOUiB 00'€JHYETHCS, y TaK 3BaHi,
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MEpEKi KBAaHTOBOTO PO3MOJALTY KIHOUiB. J[is
OTPUMAaHHS JIHCHO KBAaHTOBOTO KJIIOYa MDK
JIBOMa BY3JlaMH MeEpexi, SKi He TMOB's3aHi
KBAaHTOBHUM KaHaJIoOM, HEOOX1IHO
BHKOPHUCTAHHS TEXHOJIOT'11 KBaHTOBHX
MMOBTOPIOBAYIB, SIKi HA CHOTOJHI JTAJICKO Bif
MPAaKTUYHOI peatizaltii.

PeanizoBanuii Ha CHOTOJHI MiAXiN, IMOJIATAE Yy
noOyIoBi  Mepek KBAaHTOBOTO  PO3MOALTY
KIIIOYIB 3 ypaxyBaHHSAM JOBIPEHUX MPOMDBKHUX
BY31iB Mepexi. [Ipu TakoMy miaxonai cekpeTHi
KBaHTOB1 KJIIOYl BHPOOJSIOTHCA TUIBKH MIDK
BY3JIaMH MeEpexXi 3’€HaHUMH Oe3MmocepeaHbO
KBaHTOBHM KaHAJIOM.

Ha 1111 By3/1M KBaHTOBOT MEpeXi KBaHTOBI
CEKpETH1 KIII0Ul MEepeAaroThCsl NI 3aXUCTOM
IHIIMX 3TCHEPOBAHUX CEKPETHUX KBAHTOBUX
KITIOYIB.

VY Mmepekax KBaHTOBOI'O PO3MOJUTY KIIIOUIB
HEOOXITHO TIepeaBaTH HE TUIBKH KIFOUOBY
iHpOpMalLli0 13 3aCTOCYBAaHHSIM CEKPETHUX
KBaHTOBUX KIIIOYIB [0 JIAHIFOKKY BY3JIIB
KBAaHTOBOT MEpEXi, ajieé TAaKOX 3JIHCHIOBATH
JaHl TPOIECH B Mepexkax 3B'SI3Ky 3MIIIaHO1
TOTIOJIOTi1 3araJIbHOTO KOPUCTYBaHHS. 3MillIaHa
TOTOJIOTISI - TOMOJIOTiA  3B'A3KIB  BY3IIB
KBAaHTOBMMHM KaHaJlaM{, TaK 1 TOIIOJIOTIsA
KJIACHYHUX 3BSI3KIB MDK BY3JIaMH MeEpexi
(Meperka 3B'SI3KIB 3arajJbHOTO KOPHCTYBAaHHS),
TAaKOK 3ax’IlleHl KaHaiIyd B3aeMoOIil MDK
BY3JlaMH KBAaHTOBOI Mepexi, MpU LboMy Tpad,
mo  BimoOpaxkae  3B'I3KM  KBAaHTOBUMU
KaHaJaMH, Ma€ OyTH 3B'S3KOBUM.

3 ypaxyBaHHSIM HarajibHHUX MOTpeO, 110 Ha
CHOTr'OIHIIITHIHI JICHb IHTEHCUBHO
PO3BUBAIOTHCS, Y 3aXUUICHIM Ta MIBUAKICHIN
nepenavi iHGopmarlii, Ta He MEHII CTPIMKOMY
3pOCTaHHI TEXHIYHUX MOXJIHMBOCTEH, ICHY€E
noTpeda po3poOIIATH 3a3/1aJIeriib BapiaHTH, K1

3a0e3neyyTy Opu  nepeaadi  iHQopmarrii
30epertTu il 3aXUILEHICTb.

Perynspua  3MiHa, y  reorpadiuyHo
pPO3HECEHMX  CHUCTeMax  3aXUCTy JaHUX,
3arajlbHUX CEKpeTHMX KIIOYiB, y pasi
3a0e3MeUeHHs]  HE3aJeKHOCTI  CEKPETHHX
KJIIOYiB  J03BOJISIE  BHUPILUTH  YCIIILIHO

MOCTAaBJICHY 3aaa4y.
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AHAJII3 OCTAHHIX JOCJIIJUDKEHD TA
I[TOCTAHOBKA 3A1AYI

TexHoJorist KBAHTOBOTO PO3MOLTY KITFOUiB-
OTPUMAaHHS IIEHTHYHUX BUIIAIKOBHX
MOCTIIOBHOCTEH aOOHEHTaMH, OTPUMAHHX i3
BUKOPUCTAHHAM Tiepefadi MDK abOHEHTaMu

nesikoi  iHdopmarii, 3  BUKOPHUCTAHHSIM
KBaHTOBHX YJaCTHHOK. AbGoHeHTH
BUKOPHCTOBYIOTh KBAHTOBI IPHUCTPOI, IO

peai3yroTh MPOTOKOJ KBAHTOBOTO PO3MOILTY
KITIOUIB.

[IpoToKOJI KBAaHTOBOTO PO3MOALTY KIIOUIB
BKJIIIOYAE:  IMATOTOBKY Ta  TIEPETBOPEHHS
1H(pOpMaLIHUX KBAHTOBUX CTaHIB B IPUCTPOI,
SKUA TIOBHHEH MAaTH JDKEpPENo KBaHTOBUX
CTaHiB; cnocid mepeaayi KBAaHTOBUM KaHAJIOM
iHpOpMaLIfHUX KBAHTOBUX CTaHIB; CIOCIO
IHTepIpeTallii, peecTpauii Ta MEepeTBOPEHHS
pe3ynbTaTiB  BHUMIPIOBaHb Ha 3’€THAHOMY
npucTpoi; crmocid o0poOKku OTpUMaHOl 3a
pe3yipTaTaMy BUMIPIOBaHb, MOCIHIIOBHOCTI, 13
3aCTOCYBaHHSIM BITKPUTOTO
aBTCHTH(IKOBAHOTO KaHaITy 3B'SI3KY.
Pe3synbraroMm po0GOTH MPOTOKOIY KBAaHTOBOTO
pO3MOAUTY KJIIOYIB € OTPUMAaHHS CEKPETHOTO
KBAaHTOBOI'0 KJIOYa, IJEHTUYHOro Ha 000X
BYy3J1aX MepeXi KBaHTOBOTO KaHAIy.

KBaHTOBHII  KOMIUIEKC, IO  peali3ye
IIPOTOKOJI KBAHTOBOTO PO3MOALTY KIIOYIB, €
amapatrypa 3 JBOX IPHUCTPOiB, 3'€IHAHUX
KBAaHTOBUM KaHAJIOM. APXITEKTypa KOMIUIEKCY
HaBeneHa Ha Puc. 1. Kiiest kBaHTOBOrO
pO3MOAUTY  KIIOYIB  MICTHTh  JDKEPEIIO
(renepatop) OJIMHOYHUX (hoToHIB.
[Tin’enHaHWI MPUCTPIH, IO MICTUTH pUHMaY
(merekTop) O MMHOYHUX (DOTOHIB, HA3UBAIOTH

CepBep KBAaHTOBOTO PO3MOALTY KIIIOUIB.
KoxeH 13 By37iB KBAaHTOBOTO KaHally MICTHUTb
JATYUK BUIAJKOBUX YHCeN. TakuM YUHOM,
MOXKHa  OTpPUMAaTH  BWIIQJKOBY  ICTUHHY
MOCIIIOBHICTh, 3 SIKO1 B MOAATBIIOMY Oyze
(GopMyBaTUMETbCS ~ KBAHTOBUM  CEKpETHHH
KJTFOY.

CepBep Ta KilieHT KBaHTOBOTO pO3MOALTY
KJIIOYIB 3'€qHaHl JBOMa JIOTITYHUMH KaHaIaMU:
KJIAaCMYHUM Ta KBaHTOBUM. KBaHTOBHII KaHall,
3a3BHYail  peali3yeTbCsl  ONTOBOJOKHOM,
Opu3HaYeHud  ans  mepepadi  (OTOHIB,
KBAaHTOBMX IH(OpPMAIIHHUX CTaHIB. ICHYIOTh
CHCTEMH KBAaHTOBOT'O PO3IO/LTY KIIIOUiB, B
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KitieHT KBaHTOBOTO PO3MOALTY KITFO4iB CepBep KBaHTOBOTO PO3IOALTY KITFOTiB
Harux Txepeno KsanroBuit Jerexrop Aarix
BHNAJKOBUX doToHiB Kanan doronin BUNAJKOBHX
qHUCeII qHUCeII
Kepyrounit komm’rorep Kepyrounii komn’rorep
Kiieara Cepaepa

Krracyummit

aBTeHTH(}IKOBaHUH KaHAI
Puc. 1. CrporeHa apxiTeKTypa KOMIIJIEKCY KBAaHTOBOI amaparypu

SIKUX BHKOPHUCTOBYETHCS MOBITPSTHE
CEpeNIOBHINE TIepeaadl, SK KBAaHTOBHM KaHAI,
MpOTe BOHHM 3HA-XOMATHCA Ie B  CTafii
nmabopatopHuX po3podok [5,10,15,17,20].

BaxxnuBoro 0coOMMBICTIO TEXHOJIOT1i KBaH-
TOBOTO PO3MOAUTY KIIOUIB € TOBHA JIOCTYII-
HICTh MOTEHIIAOro MOpPYIIHUKA A0 KBAaHTOBO-
ro KaHaily, IIeil KaHaJd He 3aXUIIAeThCs 1 He
KOHTPOJIIOETHCST BIJ] JOCTYMY TMOPYIIHUKA 10
KBaHTOBOT'O KaHaTy

Kpim xBanToBoro kanamy Kiient i Cepep

KBAaHTOBOTO  PO3MOAUTY KIIOYIB  ITOBHHHI
3'€IHYBAaTUCA KJIACHMYHOKO JIHIEI 3B'S3KY
Mepexi, B SKId peali3yeTbCs KIACHYHHI
JOTTYHUN  KaHAI 3B'SI3Ky -  KIACUYHUH
aBTCHTU(IKOBAHUI KaHAII.

Jo aBTEHTU()IKOBAHOTO KaHATY

MPE'SIBIIIIOTHCS. BUMOTH 100 3a0€3MeYCHHS
aBTeHTH(diKaii BimmpaBHHKa iH(opMalii Ta
LUTICHOCTI JaHUX.

PeanbHa cucTeMa KBaHTOBOTO PO3MOALTY
KIIIOYiB, TaKOXX Mae€ JIOTIUHUN CIy>KO00BUi
kaHan, mo 3'eqnye Cepep Ta KiieHnt
KBaHTOBOTO PO3MOAUTY KIIOYIB, IO SKOMY
NEepeaThCs JaHI MOHITOPHUHTY anapaTypy Ta
yIpaBlliHHS, KOMaHAM, SKI He MOB'sI3aHi
Oe3nocepelHbO 3 TMPOTOKOJOM KBAHTOBOTO
PO3MOILTY KITFOUiB. 3aJIeKHO BiJ KOHKPETHOI
peamizallii CHUCTEMH KBAaHTOBOTO PpO3MOALTY
KJIIOYiB, CKJaJ IMX JaHUX 1 KOMaHI MOXKE
BUMAaraTtu 3a0e3IeueHHsl He TUIBKU I[UTICHOCTI
iHpopMmarii, Takox ii koHpineHitHOCTI. [
(GyHKIIOHYBaHHS CHCTEMU KBaHTOBOTO
pO3MoALTy KIIOYIB B amaparypy HEoOXiTHO
3aBaHTQXUTH  MONEPEeIHbO  PO3MOJUIEHI
CEeKpEeTHI KJII0Yi, 5IKi Oy1yTh BUKOPUCTaHHI IPU
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noOyJOBl  KJIACUYHOTO  aBTEHTU(IKOBAHOTO
KaHaJTy Mepexi A0 Mepioi yCHilHo1 reneparii
JIOCTaTHBOT KUIBKOCTI KBAHTOBUX CEKPETHUX
KJIIOYiB.

Omna irepamis peamizaiii  TPOTOKOTY
KBaHTOBOTO pO3MOALTY KIIIOYIB - CEaHC
KBAaHTOBOTO  posmoauty  kmouiB.  CeaHc
KBAaHTOBOTO PO3MOJALTY KJIIOUIB CKIATAETHCS 3
HACTYITHUX €TaIiB: TMIArOTOBKAa KBAaHTOBOTO
KaHally; Tepenada OJWHOYHHMX  (DOTOHIB
KBAaHTOBHMM KaHAJIOM MEPEeXi; IMOCT-00poOKa
nepeaanoi MOCIiIOBHOCTI JaHUX.

[Tepmuri qBa eTamu 3aAiF0Th KBAHTOBHI KaHAIT
Mepexi. PesynpTaToM Tmepenadi KBaHTOBHM
KaHAJIOM € CUPHH KIIF0Y Y 000X MPUCTPOIB.

OcraHHI eTanm MPOTOKOJY KBaHTOBOTO
po3mnoainy KIJTFOYiB BUKOHYETHCS 3
BUKOPHUCTAHHIM KJIACUIHOTO
aBTCHTH(IKOBAHOTO KaHalTy ©Oe3 KBAaHTOBOTO
KaHaTy MEPEexi.

[TocTtoOpoOKka BKJIIOYAaE HACTYMHI TpH
mifieTanu: Y3ro/pKeHHs 0a3uciB BHUMIpY Ha
ctoponi CepBepa 3 0Oazucamu IMHQPpPyBaHHS
KBaHTOBUX cTaHiB Ha ctopoHi Kiienra. I1ix gac
Y3TOJUKEHHS TIO3HIINA CHpPOro KJI04Ya, Y SKHX
0a3WcH HE CIIBNAIM, BIIKUOAIOTHCA, B
pe3ynabTaTi CUPHH KIIOY MEePETBOPIOETHCS Ha
MNPOCITHUN KIIOY; B OTPUMAHUX MPOCITHUX
KITI0YaxX BUIIPABJICHHS TIOMHJIOK 3 METOI0
OTpUMAaHHS IICHTUYH1 MOCTIIOBHOCTI IAaHUX Ha
Knienti Tta CepBepi KBaHTOBOTO pPO3MOALTY
KITI04iB. Pe3ynpTaToM BUMpPaBISHHS TOMUIIOK €
OYHUIICHUHN KIIOY; TOCHJICHHS CEKPETHOCTI,
MPEJCTABISIE CTUCK OTPUMAHUX IIEHTHUYHUX
MOCIIAOBHOCTEH JaHUX 3 METOK 3MEHILICHHS
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iHpopMmamlii Mpo 3reHepoBaHUI KBAHTOBUU
KJIIOY, JOCTYIIHO1 IOPYILHHUKY.

PesynpTaToM = MOCHJIEHHA  CEKPETHOCTI
OYMILIEHUN KBAaHTOBUW KJIFOU MEPETBOPIOETHCS
Ha CEKPETHUH KIIFOY.

PesynbTaToM ceaHcy KBAaHTOBOTO PO3TIOALTY
KIIOYiB € BHIAJKOBa KBAaHTOBA rama,
iIeCHTHYHA y aOOHEHTIB KBAaHTOBOTO KaHaIy,
TaKUM YWHOM JaHUH pe3yibTaT Mae€ 3MIiHHY

JIOBXHUHY, sIKa HE 3aBKIW CIIBHANa€E 3
JIOBKUHOIO CEKPETHUX KJIIOYIB, AK1
BUKOPHCTOBYIOTHCSI B aJIrOpUTMax
mupyBaHHS. Pesynprar BUKOHAHHS

MIPOTOKOJIy KBAHTOBOTO PO3MOALTY KIIIOYIB
ICTOTHO  BIAPI3HSAETHCA 3 BUCOKMMH Ta
HU3BKUMH BTpaTaMH IS KBAaHTOBUX KaHAIB
Mepexi, K1 BIUTMBAIOTh HA BEIMUYNHY MTOMHUJIOK
IpHU Tepefadl B KBAHTOBOMY KaHalll Mepexi,
0 B CBOI 4Yepry BIUIMBAE Ha BEINYHHY
KBaHTOBOI raMMH, Ta JIOCTYITHA MTOPYIITHUKY Ha
eTari MOCUJICHHS CEKPETHOCTI.

Jna mmdpyBanHs iH(OPMAaLIHHOTO CTaHy
MPOTOKOJIy KBAHTOBOTO PO3MOALTY KITIOUIB
HE0OXiTHO MoHaMeHIIe aBa 0iTH iHpopMariii,
oquH OiT BHU3Hayae 0a3uC BHUMIPIOBAHHSA
(mmdpyBaHHs), Ipyruit 3HAYCHHS
iH(popmarriitHoro Oita 1 a6o 0. binem cknaani
MPOTOKOJIM KBAHTOBOTO PO3MOAUTY KITIOUIB
[5,6,21] mMoxxyTh MaTu 3 1 Ourbmme OIT st
mudpyBaHHs iHopMalii B 0HO(DOTOHHOMY
ctani. Ha OCHOBI ekcriepUMEeHTalbHUX JaHUX
JUIS OJIHOTO CEaHCy KBAHTOBOTO PO3MOJLTY
KJIIO4YiB HeOoOXiHAa BHUIAIKOBA MHOCIII0BHICTH
MaHUX NOBXXHHOIO He MeHme Oir. llIBuakicts
reHepanii JaTyiKa BUMAJAKOBUX YHCEN s
oTpuMaHHS 256 GITHOTO KIIt0Ya 32 CEKYH]Ly M€
Oytu He MmeHiIe 6it/c abo 400 Mbit/c. Skmo,

npu  1bOMY, BpaxyBaTd, IO YacTHHA
KBaHTOBOTO CCKPETHOTO KJIroua
BUKOPUCTOBYETHCSA VTS ayTreHTudikarii

HACTYITHOTO CEaHCy KBAaHTOBOI'O PO3IMOJLTY
KJIIOYiB MEpexi, TOMY HEOOX1/IHO BpaXxOBYBaTH
po3mip Kimouya ayTeHTH(ikalii, 110, B CBOIO
4epry, 30UTbIIUTh HIDKHIO OLIHKY HIBUIKOCTI
JaTyuKa reHeparii BUMaAKOBUX YHCET.

Jlo AaT4mMKiB TeHeparlii BUMagKoBUX YHCEN B
cucTeMax KBAaHTOBOTO pO3MOALTY KIIOYIB
MpeI'IBISIOTH BIAMOBITHI BAMOTH, 10 IPUPOIU
BUMAJKOBOCTI  Ta  sKOCTI  QopmyeMoi
nociaigoBHocTi ganux [15,17,23]. IIBuakicts
(GI3BUYHUX JAaTYMKIB, B OCHOBI SKUX JI€XKaTh
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KBAaHTOB1 IpOLIECH, OOMEXEeHa, B pe3yibTaTi
OPU3BOJUTHE 0 OOMEKEHHS IIBHAKOCTEH
reHeparii KBaHTOBHX KJIIOYIB IIBHAKOCTSMU
JIATYUKIB BUITAAKOBUX IOCIITOBHOCTEN
[6,17,21].

Jis  KOopekTHOi TOOYIOBH  MPOTOKOITY
KBAaHTOBOTO PO3MOLUTY KJIFOYIB Ta OTPUMAHHS
BIJIMIOBIIHOT SIKOCTI KBAHTOBUX CEKPETHUX
KIIIOYiB HEoOXiJHa mepenada iHpopMallii 1mo
KBaHTOBOMY KaHally Mepexi, MmoOymoBa
aBTEHTU(IKOBAHOTO KJIACHUYHOTO KaHaly Ta
HasBHICTh JaTInKa BUITATKOBUX
[IOCIIIIOBHOCTEN  BIAMOBIAHOI SKOCTI  UIA
CTBOPIOBaHWMX KBAHTOBUX KITFOUIB.

[IpoBenene  mocmipkeHHsT  poOIT, IO
ONUCYIOTh  (PI3UYHY  CTOPOHY  TEXHOJIOTIT
KBaHTOBOTO PO3MOJUTY KITIOUiB, HE TPUIUISIOTH
BIAMIOB1A-HOT yBaru noOynoBi
ayTeHTU(IKOBAHOTO  KJIACMYHOTO  KaHaly
Mepexi. [ CTBOpeHHS KBAaHTOBOTO KaHATY
3B’SI3Ky HEOOXIAHO BHU3HAUWUTU MIAXIA 10
3a0e3neyeHHs ayTeHTUdIKalil Jpkepena JaHux
Ta nuricHocTi iHMopmamii.  BiamosigHuMm
pIIIEHHSIM € OOYHCIICHHS IMITOBCTaBKH BiJl
MOCTIIOBHOCTEH, )11 3a0€3IeUEHHS II1ICHOCTI
1HbOopMarrii.

AytenTudikaris BiJlITpaBHUKA
MOCITIIOBHOCTEH 3JIMCHIOETECS 32 PaxXyHOK
BUKOPHCTAHHS CEKPETHOTO 3arajbHOro KIoua,
BIJIOMOTO, MPHU I[LOMY, JIUIIIE TIapi JETITUMHUX
aOOHEHTIB.

KBaHTOBI puUCTpOi HE BUKOPHUCTOBYIOTHCS
caMi 1o co0i, a € JDKEepesoM 3arajJbHUX
CEKpETIB JIETITUMHUX aOOHEHTIB ISl CHUCTEM
3aXUCTy, amaparypu. ABTeHTH(}IKOBaHHIA
KJIACUYHUN KaHan 3 €IHaHHS, dYepe3 pi3Hi
OpUYMHM, (U1 eKOHOMIl umcia (QIBUIHUX
KaHaiiB), Moke OyTH peani3oBaHHil 3
BUKOPHCTAHHSM CUCTEMH 3aXUCTY iH(opmarlii.

Y po060Ti KBAaHTOBUX MPUCTPOIB HEOOXITHO
BpaxoBYBaTH, IO MOXIWBI MHOXHHHI Ta
OJ/IHOPA30Bi MEpPEepUBAHHS CEAHCY KBAHTOBOTO
pO3MOJLTY KIIOYIB, Yepe3 TMOPYIIeHHS Y
aBTEHTU(IKOBAHOMY  KJIACHYHOMY  KaHaji
IUTICHOCTI JIaHUX Y 3B'3Ky 3 BHIAJKOBUMHU
3005 MM 4yu AiAMH TopymHMKA. [loBTOpHMIA
3aIyCK CEaHCy KBaHTOBOTO PO3IMOALTY KIIOYIB
Bele /10  BTpAaT  CEKPETHHX  KIIOYIB
aBTeHTHU IKAITIi.

[nmoro  mpobnemoto, €
3T€HEPOBAHOTO  KBAHTOBOTO

nepeaayda
KII04a  BIJ
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KBAaHTOBHX MIPHUCTPOIB JETITUMHUM a0OHEHTaM,
(mpuctposiM,  sSKi  BUKOPHUCTOBYBATUMYTh
KBAaHTOBHH Kito4). Ha BinMiHy Bif KIaCHYHHUX
CHCTEM, B3a€MOJIisi KBAHTOBUX IPHUCTPOIB i3
CHCTEMOIO 3aXHCTY BiJOYBA€THCS Y JBOX Mapax
IIPUCTPOIB OJJHOYACHO:

CepBep KBaHTOBOTO pO3IOJLTY KIIOUIB —
cucrtema 3axucty Ta KIiEHT KBaHTOBOTO
pO3MOJIUTY KIOYIB — CHCTEMa 3axXHUCTy
iHpopmamii. KBaHTOBHII CeKpeTHHI KIIOY
CTBOPIOETBCS B OJHIM mapl KBAaHTOBUX
MPUCTPOiB, a TIEpelaBaTHCS TIOBUHEH B Tapy
IHIIMX TPUCTPOiB, cuctemy 3axucty. [lpu
IbOMY, HEOE3eUHO 3aCTOCYBAaHHS AIITOPUTMIB
mudpyBaHHs, HE CTIMKUX 10 3arpo3 (arak) i3
3aCTOCYBaHHSIM KBaHTOBOTO KOMITOTEPA.

dopMyBaHHS aCHMETPUYHHMH METOJIAMH
3arajibHUX CEKPETiB HEOE3MeUHe uepes3 3arpo3u
13 BUKOPHUCTaHHSM KBaHTOBOTO KOMI'IOTepa.
OTxe, MOKHa BH3HAYHUTH PSJI HEBHPIIICHUX
nmpoOJieM y pO3MOUTl CHUIBHUX CEKPEeTIB 13
3aCTOCYBAaHHSAM KBaHTOBOT'O PO3MOALTY KIHOYIB
B Mepexi: crocio opranizarii
aBTCHTU(IKOBAHOTO  KJACHYHOTO  KaHAIy
amapaTypy KBaHTOBOTO PO3IOJILTY KITIOUIB, 110
BKJTFOYAE MiAXia A0 GOpMyBaHHS IMITOBCTaBKH
It 3a0e3medeHHs] I[UIICHOCTI JaHWX Ta
JDKEPEJI0 CEKPETHUX KITIOUIB 151 (hOpPMYBaHHS
IMITOBCTaBKH, oprasizartist 3aXUILIEHOT
nepenadi 3araibHUX CEKpeTiB ab0OHEHTIB Y
CHUCTEMax 3axWcTy iHQopMarlii, CTIMKOI0 10
3arpo3 (aTak) KBaHTOBHM KOMII'FOTEPOM;
HEOOXITHICTh CHHXPOHI3aIlii KJIF0Y0BOi ramMu, B
YMOBax BIZICYTHOCTI MOXJIMBOCTI B3a€MOJIi
CUCTEM 3aXUCTy JI0 OTPUMaHHS NEPBUHHUX
KITIOYiB.

BupimenHs  mepepaxoBaHuUX — mpoOJieM
JI03BOJIUTH 3aCTOCOBYBATH TEXHOJIOT1I0
KBaHTOBOTO PO3MOJUTY KIIOYIB S CUCTEM
TOMOJIOTIT «KpalKa-Kparka» s PO3MOJILTY
3arajlbHUX CEKpeTiB a0OHEHTIB B MPHUCTPOi
KOpHCTYyBaua.

AOCJIJUKEHHA METOIB ITIOBY IOBU
MEPEX HA OCHOBI TEXHOJIOI'T
KBAHTOBOI'O PO3IIOALTY KJIFOYIB

[IpoTOKOIM KBAaHTOBOTO PO3MOJILTY KIIIOYiB
MAalOTh I'PaHUYHY JOBKMHY KBAHTOBOTO KaHAIy
MEpexi, /€ MOXIJIHMBO CTBOPEHHS CHUIBHHX
KBaHTOBHX KJIFOYIiB. v CEPETHBOMY

8

MaKCHMajbHa JOBXHMHA KBAHTOBOTO KaHAIy
Mepexi Il BOJOKOHHHX CHCTEM KBaHTOBOTO
posnoxiny kimouiB ctanoBuTh 100 kM [5,6,13].
[Ipuctpoi, Ha sAki HeoOXigHO mepesaTu
KBaHTOBI KJIFO4i, PO3TAIIOBYIOTHCS JIOBUIBHO.

TakuMm YMHOM, TIOCTa€ 3a/a4a TOIOJaHHS
IPaHUYHOI BiTAJIEHOCTI MPUCTPOIB KBAHTOBOI
amapatypu Mepexi 3 METOW TeHeparlii
3araJlbHUX CEKpeTiB JUIsi TMap JIETITHBHHUX
aOOHEHTIB 3 HEOOMEXEHOIO BICTAaHHIO MDX
HUMH.

Bupimennss  mpoGnemMu  MakCUMalbHOI
BIIJAJIEHOCTI  JIETITUMHUX  aOOHEHTIB €
BUKOPUCTaHHS OJHOTO 3 JIBOX HIAXOJIB:
3aCTOCYBaHHS MEpEX KBAHTOBOIO PO3MOJLTY
KJIIOYIB Ha OCHOBI HEJOBIPEHMX IMPOMDKHUX
BY3J1IB  MEpEXi;  3aCTOCYBaHHS  MEpex
KBAaHTOBOTO PO3MOJAUTY KIIOYIB Ha OCHOBI
JOBIPEHUX TPOMDKHHMX BY3JIB Mepexi Y
KO>KHOMY BHTIQ/IKy BHKOPHUCTOBYIOTHCS MEPEXKi
3MIIIaHOI TOIOJIOril, B SAKUX HEOOXIIHO
PO3MOJUIATH KBAHTOB1 KITFOUI.

B oCHOBI Mepex KBaHTOBOTO PO3MOILTY

KIIOYiB 3  HEIOBIPEHUMH  MPOMDKHUMH
BY3JIaMH  JIKUTh 3aCTOCYBaHHS KOMIPOK
KBaHTOBOI  MaM'siTi,  pO3TAllOBaHMX  Ha

MPOMDKHMX By37nax [4,6,15,17].

Ha croromui kBaHTOBa maM'aTb €
aOCTpakTHUM 00'€eKTOM, HE Mae (Pi3UYHOTO
BTUICHHS, MEPEXKi 3 HEIOBIPEHUMHU MPOMIXK-
HUMU BY3JIaMU 1 € MEepCHEKTUBHUM, aje 3 He
peaTi30BaHUM ITiIX0I0M HaWOIMKYUM YaCOM.

OcHoBa Mepex KBAaHTOBOTO PO3MOALTY
KIIIOYiB 3 JOBIPECHHMMH MPOMDKHUMH BY3JIAMH
MEpeki € TOCIHiOBHA Mepeaada 3aralbHOTO
cekpera (KBaHTOBOTO KJII0Ya), OTPUMAHOIO Ha
CETMEHTI MepeXi KBAHTOBOTO PO3MOILTY
KIIIOYIB 4epe3 MPOMDKHI BY3IHM Mepexi Ha
BIAMOBIMHI BY3IM, Ha SKI PO3MOAUISIETHCS
3arajibHui cexpet [6,11,14].

Ha xoxHOMY BYy371 KBAaHTOBOi Mepexi
BiZIOyBAa€ThCS  NEPEKOIYyBaHHS  KBAHTOBOIO
KJIro4a (3arajJbHOro CeKpeTy), 1 BiH JOCTYIHUN
y BIAKPUTOMY BHIJISIJII HA MPOMDKHHUX BYy3J1ax
KBaHTOBO1 MEpEXKi.

TakuM YMHOM, BY3JIM KBaHTOBOi Mepexi
NOBHMHHI OyTH JOBIpEHHMH Ta 3abe3nedyeHuit
HEMOXJIMBUH  JIOCTYH  MOpPYLIHHKA  JO
KBAHTOBMX KITIOYiB, SIKI Y BIAKPUTOMY JOCTYI1
Ha BY3JIax KBaHTOBOi Mepexi. Sk amroputm
mudpyBaHHs, B TEXHOJOTl KBaHTOBOTO
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po3noainy kitodi, BuOupaTs One-Time Pad
Encryption (oqHOpa3oBuii mudpoo6aokHoT) [ 16
—18,21].

OpHuM 13 BapiaHTIiB BUpILICHHS MpoOIeMu
MOSIBH 3arajIbHOTO CEKPETY y BIIKPUTOMY BH/II
Ha TPOMDKHUX BY3JaX KBAHTOBOI MEpexi €
3aCTOCYBAaHHSI KJIACHYHUX CTaHIAPTU30BaHUX
MIAXOMIB JUI 3aXWIICHOTO MPEICTaBICHHS
3arajlbHOTO CEKpPeTy Ha NPOMDKHUX BY3Jax

OPOMDKHUX  BY3JlaX  KBAaHTOBOi  MEpexi,
BUpIIIYE MPOOIEMY MOSBU 3aralbHUX CEKPETIB
Ha TPOMDKHHMX BY3JIaX KBAaHTOBOI Mepexi y
BIIKpUTOMY BHUIi; iH(pOpMaIliifHa CTIHKICTh
3axXHCTy i Yac mepeaadi KBAaHTOBUX KITFOUIB;
MOJJIMBICTh ~ CKOPOYEHHS  3amu(ppoBaHUX
TEKCTiB, TpH (HOPMyBaHHI OOYMCITIOBAIHLHO
CTIMKHMX KBAaHTOBUX KITIOYIB IS MariCTPalbHO1
MiIMEepeKi KBAHTOBOTO PO3MOIUTY KITIOYIB 3

KBaHTOBOi  MeEpexi. 3aranpbHa ~ cxema METOI0 TIIBUIICHHS INBHIKOCTI PO3HECEHHS
MaricTpajbHOL Mepexi KBaHTOBOTO KBaHTOBHUX KJIIOUIB.
PO3MOJIUIEHHS KJIIOYiB, Mpe/cTaBieHa Ha Puc. Henonikom naHoro miaxoAy € npomnopiiiHe
2. 30UThIIIEHHS 00’emy 3amugppoBaHUX
BKM1 BKM2 BKM3 BKM4 BKMS5 BKM6
o —0 00090
Rand, Rand,
E(K\, Rand,) E(K\, Rand))|
E(K,, Rand,)| |E(K>, K))|
|E(K,, K)) [E(K3, K)|
E(K\, Rand,)| [E(Ka, K3)|
[E(K, K))| E(Ks, Ky)
|E(K3, K2)
E(K.,Rand1)|
[E(K, K))|
|E(K, K>)|
E(Ky, K3)
Puc.2. Meron oopMmyBaHHS KBAHTOBOTO KITFOYA «CTEKOM»
Jlnst 3axucty  Kiro4oBoi  iHopmarii MOCTIIOBHOCTEH, IO  MEpPEHaroThCA  Bif
(3aranpbHUM  CEKpeT)  LUIbOBUX  BY3JIB CEerMEHTIB B MeEpeXi KBAHTOBOT'O PO3MOILTY
KBaHTOBO1 Mepexi, BUKOPHUCTOBYETHCS KJTIOYIB.

3araJlbHUM CEKpET MEepIIoro CerMeHTa Mepexi
KBAHTOBOTO PO3MOJILTY KIIFOUiB.

dopmyeThes 3amuppoBaHui TEKCT
3amupoBaHuii TEKCT MepeaeThCst
JAHIIOKKOM ~ BY3JIIB  MEpexi 10 Jpyroro

LUTHOBOTO By3sa KBaHTOBOI Mmepexi (BKMO).
Hna pemudpyBanns Ha BKM6 HeoOximHuit
KBaHTOBHUH KoY. BiH nepenaerscs Big BKM2
Mepexi KBaHTOBOT'O PO3IMOJAUIEHHS KIIOYiB, 13
3aXMCTOM Ha KBaHTOBOMY Kitodi. [lepenaua ta
(opMyBaHHS TPUBAE 10 TUX Mip, OKU He Oye
nepeaHnii KBaHTOBUM Kitou 3amupoBaHUiA
Ha KJIOY1 CEerMEHTa.

Tenep uinpoBuii By3os1 mepexxi BKM6 moxe
y 3BOPOTHOMY TOpPSAKY JAemudpyBaTuu
OTpHUMaHi 3alIU(ppPOBaHHI TEKCTH, B Pe3yJIbTaTi
OTPUMATH KIIIOYOBY iH(OpMAILito.

[lepeBaramMu gaHOTO MiAXOMY €: BIICYTHICTh
nepemu@pyBaHHs 3aralbHUX CEKpeTiB Ha
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TakpuM 4YHHOM, BH3HAQYEHO IMOXiT [0
PO3MOJIUTY 3araJIbHOrO CEKPETY Ta PO3TJISHYTI
crpoOH yCYHEHHS HEJOTIKIB JAHOTO MIAXOY.

BrockoHaneHHsT pO3JIIHYTOTO MiAXOIy 0
PO3IOJIUTY 3arajibHOIO CEKPETy Ha ChOTOJHI €
HEBHUPILICHOO 33a4€eKO.

JOCJI/PDKEHHSA CTPYKTYPU MEPEXI
KBAHTOBOI'O PO3IIOAVIEHHA
3AT'AJIBHOI'O CEKPETY

Ha Tenepiuniif yac BeayTbcss poOOTH B raiy3i
CTaHJapTH3allil MEpeX KBAHTOBOT'O PO3MOALTY
KJIIOYIB II0JI0 CIOCO0iB X (DyHKIIIOHYBaHHS Ta
apxitektypu Mepex. I['pyna cranmapTusanii
ETSI B o0macti KBaHTOBOTO  pO3MOALTY
cekpetHux KitouiB 3 2010 poxy mnouana
PO3pOOIIATH CTaHAAPTU TEXHOJIOTIi KBAHTOBOTO
pO3MOILTY KITHOYiB, 6a3YyI0UHCh HA pe3yibTaTax
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npoekty SECOQC. Crannaptu BiTHOCSATBCS J10
pi3HUX oOJacTell 3acTOCYBaHHA KBAaHTOBOTO
pO3MONIUTY KJIIOYIB: peati3alliii KBaHTOBOTO
pO3MOALTY KIIIOUiB, CEKPETHOCTI MPOTOKOJIIB,
METO/IIB BUMIPIO-BaHb, IHTEP(EHCiB B3aEMOIii.

[lepmmii BapiaHT MepeXi KBaHTOBOTO
pPO3MOJIUTY KIIOUIB TMPEACTABICHUNA B OIHCI
iHTEepdeiicy B3aeMOAli CHCTEMH  3aXHCTY

iHpopMaIllii Ta KBAaHTOBOT anaparypu. Mepexa

KBaHTOBOTO PO3MOALTY KIFOUIB MOOYI0BaHAa Ha

OCHOBI JIOBIPEHUX BY3JIiB, HABEICHUX Ha puc. 3.

VY HaBeZeHOMY ClIeHapii B3a€MO/I1i BIAMO-BIIHO
no ETSI GS QKD 6epyth yuacTs: amapaTypa
KBaHTOBOTO posnoziieHHs kimouiB — QKD;
cepBep kepyBanHsa Kimrouamu — KMS; cepsep
YOpaBIiHHS KBAaHTOBHMHU KIIIOYaMH MEPEXi —
KML; nonatku kopucTyBaya, KIIEHTH MEPExXi —
App.

CTpykTypa Mepei KBaHTOBOTO PO3IOJLTY
nmoOymoBaHa 13 HE3QICKHMX  YACTHH.
JloBipeHMiIT BY30JI KBAHTOBO1 MEPEK1 MICTHUTH
KUIbKa €K3eMIUIpIB KBAaHTOBHUX IPHUCTPOIB,
cepBepa KepyBaHHSA KIIOUYaMU Ta CepBEpHU
KepyBaHHS  KBaHTOBUMM  KiIloyamMu. B
JOBIPEHH  BY30J MEpEeXl  BKIIOYAETHCS
J0JITaTOK KOPHUCTYBaua, /IS sSIKOTO FeHePYIOThCs
CEKpETHI KJII0Ui, TPOBOJUTHCS aHAIi3 00'€KTIB
JOBIPEHOTO BY3JIa MEpPEXi Ta HOTO (YHKITI.

bazoBum enemMeHTOM Mepeki KBaHTOBOTO
PO3MOJIUIEHHS KIIIOYIB € KBAaHTOBA anaparypa.

[lapy KOMIUIEKTIB KBAaHTOBOI amapaTypu,
NoB'A3aHi 3 aBTEHTU(IKOBAaHUM KIACHYHUM
KaHAJIOM Ta  KBAaHTOBUM  KaHAJIOM, €
CaMOJOCTaTHIM €JIEMEHTOM. I'eneparis
KBAaHTOBHMX KIIIOUIB BiJOYBA€ThCS HE3AJICIKHO
BiJl IHIIMX MPOLECIB Yy MEpekXi KBAaHTOBOTO
posnoxinenHs kirodiB. KBaHToBa amapatypa
reHepye BUITAJIKOBY MOCITIIOBHICTh
He(iKCOBaHOT TOBXHMHH, 2 HE KBAHTOBUH KJTIOU.
Hnst dbopMyBaHHS 3 BHUIMAKOBUX
[IOCJIIIOBHOCTEMN KBaHTOBUX KJIIOYiB
BUKOpHCTOBYIOThCSI KML (cepBepu kepyBaHHS
KBAaHTOBMMH KJIIouaMH). B KoXHOMY BY3Ii
KBaHTOBOi MEpEXi BHKOPUCTOBYETHCS TIO
cepBepy KepyBaHHS KBAaHTOBHMH KIIFOUaMH.
CepBep KepyBaHHSI KBAaHTOBHMH KIFOYaMHU
MICTUTh CQOpPMOBaHI KBAHTOBI KIOYl 3
HE0OXiTHOI0 MeTaiH(opMmalliero. [MeHTHIHICT
KBaHTOBHX KJIIOYiB, IO TCHEPYIOThCS B
CycCimHIX By3J1aX KBAaHTOBOI  MeEpexi,
IPYHTYETbCS Ha JOBIpI /10 MPOTOKOIY
KBaHTOBOTO PO3MO/ILTY KIHOYIB, IKHU TapaHTye
IICHTUYHICTh CTEHEPOBAHMX TOCITIIOBHOCTEH.

Jlnst mepeadi KBaHTOBUX KITIOUIB Y CHCTEMHU
3aXUCTY 1HdopMmartii KOpHCTYyBaya,
3aKpIMVICHUX 3a BY3JIaMH KBAaHTOBOI MeEpPEexi,
AKI He 3'€IHaHI HampsMy 3 KBaHTOBUM
KaHAJIOM, BHKOPHUCTOBYeThC KMS (ceprep
KepyBaHHs Kitouamu ). Kanamm 3B's13ky (puc. 3)
(dbopMyBaHHS KBAHTOBOTO KJTF0UYa BIOKPEMIICH1
BiJl KaHally amapaTypd KBaHTOBOi reHeparii

e Site 1 -3 & Site 2 ‘.
I | |
I N I I e | [ ]
1 | I |
] 1 1 |
' \ / ' A\ 7
E QKD APl QKD API E E QKDAPI QKD AP :
|
; \ / : : \ / :
1 I 1
| KMS |« +——nPublic Ch : > KMs !
| 1 | 1
I I |
' t ' | 7 X i
I 1 |
: QKD API ! | QKDAPI QKD API i
] 1 I
; 1 : /N
1 |
! KML KML KML : ! KML KML :
1 1 1 1
1 [ «+———Classical Ch———) :
| QKD QKD QKD | | QKD QKD '
tum C '
:\ Huan um h—r> :

Puc. 3. Crpykrypa Mepexi KBaHTOBOTO po3noniny 3a Bepcieto ETSI GS QKD
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KJIIO4iB, 3a0€e3IIeueHHs IIUIICHOCTI KBAaHTOBOTO
KJIII04a MiJ 4ac mepenadi He PO3TIISAa€ThCA.
Mepexka KBAaHTOBOTO PO3MOJUICHHS KITIOYIB

JOIMyCKa€e IIIKIIOYEHHS JEKUIbKAa CHCTEM
3axucty iHdopmarmii 10 OAHOTO  BYy3Ja
KBaHTOBOT MEPEXKI.

[lepmmii BapiaHT Mepexi KBaHTOBOTO

posmoxinenHs kimodiB 3a Bepcieto ETSI €
YOTUPUPIBHEBOIO CTpPYyKTyporo. JIBa piBHI
KBAaHTOBOi MEpEXi OMNEPYIOTh KBaHTOBHUMH
KJIFOUaMH, TPETii pIBEHb - epejaya KBAaHTOBUX
KIIIOYiB, 3TF€HEPOBAHUX B CETMEHTI Mepexi
KBAaHTOBOTO PO3MOJUICHHS] KIIOYIB Ha 1HIII
CETMEHTH KBAaHTOBOI Mepexi. YerBepTuil
pIBEeHb KBAaHTOBOI MEpEeXi — PIBEHb JOJATKIB
KOpHCTYBaua.

Ha croronni peanizoBanwuii cranmapt ETSI
GS QKD V1.1, B sskoMy BHECEHO CYTTEB1 3MIHU

hi(6) CTPYKTYpH Mepexi KBaHTOBOI'O
po3noiieHHs Kio4iB. CXeMaTHyHO Mepexi
KBAHTOBOT'O PO3MOAUIEHHS KITIOYiB

MIPEACTABIIEHO Ha puC. 4.

VY cuenapii po6oTH Mepexi KBaHTOBOTO
pO3MOAUICHHST ~ KJIIOYiB ~ O€pyTh  y4acTh:
amapatrypa KBaHTOBOTO PO3IOJUICHHS KIIOUiB

QKDE; xmientu mepexi-SAE; mpuctporo
kepyBaHHs kiouamu — KME.

B crpykTypi mepexi (puc.4) BimOynocs
CyTTEBE CIPOMICHHS ULIAXOM 00'eHaHHS
cepBepa KepyBaHHsS KIOYaMH Ta cepBepa
KEepYBaHHS KBAHTOBUMH KIIOYaMU B €JHHHUN
00'€KT, CHUCTEMy 3axXHCTy BHHECEHO 3a MEXi
By3Jla  KBaHTOBOi  Mepexi, aie s
3a0e3neueHHs Oe3MevYHoi nepenadi CeKpeTHUX
KJIIOYiB, TIOBUHHA PO3TAIIOBYBATHCS B MEXax
KOHTPOJBOBAHOT 30HUM CHUCTEMH 3aXHCTY.
JloBipeHuil BY3J0M MICTUTh y cOOl KII€HTa
Mmepexi SAE Ta npuctpiil KepyBaHHS KIIOUaMHU
KME. KBanToBa anaparypa reHepye KBaHTOBI
KJII041 He(piIKCOBaHOT JOBKHUHU.

3reHepoBaHa KBAaHTOBA TaMMa MEPEIAEThCS
Ha pIBE€Hb KEPYBAHHS CEKPETHUMH KITFOYaMH,
Jie 3 KBaHTOBOi ramMu (POpPMYIOTHCS KBAaHTOBI
K04l 3a/aHoi, Ui Mepeki KBAaHTOBOTO
po3moaLTY KITIOUIB, JIOBXKHHHU. o
CT€HEpOBAaHMX KBAHTOBUX KIIFOUIB JOIAIOTHCS
MeTaJIaHi, I03BOJIIOTH y Mepexi
KOHTPOJIIOBATH JKUTTEBMH LMK KBaHTOBHUX
Kmo4uiB  (imeHTudikatopu  BY3TiB,  4Yac
CTBOPEHHS KJII04a, JIOBXKHHY, qac

MepeMIlIeHHsT Bi KBAaHTOBOI amapaTrypd [0
PIBHSI KEpyBaHHS KIIOUYaMU).

/ \ \
| / [ [
| h \ | \ |
| ! L | |
| : v | | 1
| : ' | | !
t - +
1 Y 1 ¥ * *
SAE_1 SAE_2 SAE_3 AE_4 | | SAE_S SAE_6 | | SAE_7 | | SAE_8
KD API KDA{ KD API KDTAPI KD API KDAPI KDAPI KDAPI
X / | / Nl f
X ¥ Y ¥ LY ¥
KME (IP-l) KME (IﬁD=27)V KME (IP-S!
L — —{ k08"
QKDE1 |~ QKDE 1 QKDEn | QKDE n
Trusted Node Trusted Node Trusted Node
Security Boundary Security Boundary Security Boundary

Puc. 4. Ctpykrypa Mepexi kBaHTOBOro posnoainenss kiouis ETSI-014
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Meperxi KBAaHTOBOTO PO3IIOIUICHHS KITIOUIB,
MalOTh O0araTopiBHEBY  CTPYKTypy 13
LEHTPaJII30BaHUM YIIPaBIIiHHSM, 10
OIHCYIOTHCS B €BPOTEHCHKUX PEKOMEHAITISIX.
B3aemonist i3 cucremoro 3axucty iH(opMmarii,
30BHIIIHIMM TI0 BIIHONIICHHIO JIO MEpPEexKi
KBaHTOBOTO PO3MOJILUTY KJIFOYiB, Ta PO3MOILTY
3araJlbHOTO  CEKpeTy Ui Tapu  BY3JIB
KBAaHTOBOi MEpEXi BITHOCATHCS O OJHOTO
PIBHS MepeXi KBAaHTOBOTO PO3MOALTY KIIOYIB.
LlentpanmizoBaHe  yIOpaBIIiHHS  MEPEKEIO
KBaHTOBOTO PO3MOJUTY KJIIOYiB, MPU3BEAE /10
TOYKA BIIMOBH Yy 3B'I3KYy 3 TJIBUIICHUM
HABAaHTAXXEHHS HA €JJMHUN IICHTp YIPABIiHHS.

3 2019 poky Bemyrbcsi akTUBHI POOOTH 31

CTBOPEHHSI PEKOMEHJALIN II0J0 YIpaBIIHHS
KBAaHTOBMMH Kirouamu B Mepexax KPK,
BKJIIOYAIOYM HACTYMHI NHUTaHHS: 30epiraHHs
sreHepoBanux y wmepexi KPK  ximrouis;
PO3MOIUT KIIFOUIB Mk By3naMu y Mepexi KPK;
nepenaya kmouiB  Big  amapatypu  KPK
KOPHCTYBa4yaM.
B npanumii wac BumymieHo nokyMeHT [15], mio
MICTUTh KOPOTKHI OMUC OCHOBHHX I0OJIOXKEHbD,
10 MICTSTHCS B pO3pOOJICHUX PEKOMEHIAIIAX, a
TaKOX psA JOKYMEHTIB, WI0 KOHKPETHU3Y€E
MPUBATHI  aCMeKTH, TakKi SK  YIOpaBJIiHHS
kmouamu B Mmepexxki KPK, a came mpouecu
pO3MOAUTY 3arajdbHUX CceKpeTiB uepe3 BKM,
¢dbysakuionansHi BUMoru 10 mepexk KPK ta ix
eneMeHTiB. [IlpuyoMy mnutaHHs ~— Oe3neku
B3aemoii BKM Haituacrimie BUHECEHi 32 paMKu
nokyMeHTiB. Ha puc. 5 npezcraBiena 3araibHa
ctpykrypa mepexxi KPK, mo nporonyerscs B
pexkomenmaniax [TU-T.

Bysmu wmepexxi KPK  (moBipeni By3mm)
CKJIAZa0ThC 13 IBOX JIOTTYHUX piBHIB (Puc. 5):

1. PiBenp kBaHTOBUX curHamiB (Quantum
layer) BinmoBifae: 3a BUPOOJICHHS KBAaHTOBUX
KIIIOYIB KaHaJIOM KBAHTOBOTO 3B'3KYy MIK
CYCIIHIMU BY3JIaMH; 3a Ilepeiady BUPOOISCHOTO
KBaHTOBOTO  KJI0Ya  PIBHIO  YIpaBIiHHS
KITIOYaMH.

2. PiBenp ympaBminHs kmodamu (Key
management layer) BigmoBinae: 3a po3MOALT
CIUTBHUX CEKPETIB Y MEpexki MDK HECYCITHUMHU
BYy3JlaMH; 3a BHUJAUy CIUIBHUX CEKPETiB
KOPUCTYBaUy.

Po3noin criibHUX CEKPETIB MK HECYCITHUMU
BY3JIaMU € CKJIaJHUM IIPOLIECOM, 1110 BKIIOYAE:
KEpYBaHHS pO3MIPOM 3arajbHOTO CEKpeTy;

12

3MiHa (opMary pPO3MOJUICHOTO CEKpeTy Ta
meTtaganux  (igeHTu¢ikatop  3arajJbHOTO
CeKpeTy, Aara (OpMyBaHHS, JOBXKHUHA TOIIO)
JUIL  YOpaBIiHHS  CEeKpeTaMu; 30epiranHs
CHUTEHUX CEKpETiB; OTpUMAaHHS
XapakTepUCTUK KkBaHTOBOTO kaHaimy QBER,
MIBUJIKICTh TEHEpalii KBAaHTOBHX KJIIOYIB,
CTaTyC KBaHTOBOI'O KaHaJy 3B'A3Ky; Oe3leuHy
(ToOTO CTiliKy B TEOpETHKO-iH(pOpMamiiHOMY
CeHCI) Tmepemayy CIUIBHUX CEKPETIB MDK
By3JJaMM Ha PIBHI YHOPaBIiHHSA KJIIOYaMU;
CHUHXPOHI3AIIII0 OTPUMAHUX 3araJbHUX
CEKpeTiB Ha BYy3Jax; (popMyBaHHS KIOYOBOTO
KOHTEWHEepa Ta BHUJAady 3arajlbHUX CEKpETiB
KOpHCTYBaueB1

IcToTHa 3MiHA 1I0J0 MOMEPEIHIX MPOMO3ULIIMA
ctpyktypu Mepexi KPK B onmci apxitektypu
ITU-T nonsirae y BUJIUIEHH] CHEI1ai30BaHOTO
piBHa ympaBiiHHS Mepexxkero KPK  (QKD
network management layer), o peanizyeTbcst
IIEHTPOM VIPaBIIHHA MEPEKEI0, Ta PIBHSI
koHTpos0 3a Mepexkero KPK (QKD control
layer).

SMART TECHNOLOGIES:
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Puc. 5. 3aransHa cTpykrypa Mepexi KPK ITU-T

entpanizoBane ympasiinHa Mepexeio KPK
BHUKOPUCTAaHO HAa  BHpIMIEHHA MpoOiaemMu
pO3paxyHKy MLIISAXy Tepefadyi KBaHTOBOIO
KJIFOYa MPU PO3MOIUTI 3aTATbHOTO CEKPETY IS
nsox BKM.

PoGotu aBtopiB cranmaprtie ITU-T, mro
CTOCYIOThCS ynpaBimiHHsa Mepexamu KPK gepes
koHnenmiro SDN  mepex,  J03BOJISIIOTH
MPUITYCTUTH, 10 BUJIUICHHS PIBHSI YIIPABJIIHHS,
MOB's3aHOTO 3 iHIMUMHU piBHSIMHU Mepexi KPK,
3po0JeHO  JUIS  MOJAAJBIIOTO  CIPOIIECHHS
iHTerpanii Mepexx KPK B icHyroui Mepexi
3B'SI3KYy 3arajJbHOTO KOPUCTYBaHHS 3 €IUHUM
yIpaBIiHHAM, TOOTO. 00'€AHAHHSA KIACUYHUX
Ta kBaHTOBUX SDN wMmepex. Sk naHi, 110
nepenaroTecss Ha piBHI AaHux SDN mepexi,
nependavaTbes OTHO(POTOHHI IMITYJIbCH B
KBAaHTOBOMY KaHall pa3oM 31 CcIyx00BUM
tpadikom npotokony KPK, a Takox kirodoBa
iHpopManis mnpu  (HOpPMYBaHHI 3arajabHOTO
cekpery. 3BepHeMO yBary, 1o 3oBHimIHI C3I
o0'eqHaHI y CBOIO MEpEexXy, y SKOI TaKoX
BUJJICHO  LIEHTPAIi30BaHy CYTHICTb, LIO
BIINOBiIa€ 3a ynpasiiHHs Mepexero C31.

3ayBakuMoO, IIO0 ICHYIOUI JOKYMEHTH, IIO
OTHCYIOTh CTPYKTYpy Ta cleHapii poboTu
Mepexk KPK, He mOAuISrOTh KBaHTOBI KITOYi,
3reHepoBaHi  0E3MOCEepPeHbO  amaparyporo

SMART TECHNOLOGIES:
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KPK, Ta 3aranpHi cekpeTH, 110 MepeaaroThCs B
C3I, migkmoueHi go mepexi. lle He 30BciM
KOPEKTHHM TMIiIXiJ, OCKUIBKM KBAaHTOBI KJIIOU1
MoxnuBl  ymmme Mbk  BKM, 3'ennannmu
6e3nocepeIHbO KBAHTOBUM KaHAJIOM.

YacTkoBO TakMi Mmiaxig OOrpyHTOBAHHMA
OCHOBHUM MIPONOHOBAHUM crocooom
posmnoauty 3aranbHoro cekpery ais napu C31,
IO MOJISITa€ y Mepenadi KBaHTOBOTO KIkOYa
JIETKOTO CETMEHTA Mepexi 10 ThoBUX BKM.

ApxitekTypa mepexi, npornonoBana [TU-T,
PO3IIIsIIae MUTaHHS, SKi PaHillle He BUCBITJICHI
y BIIKpUTUX HayKOBUX MyOJiKaIlisX.

3anponoHOBaHO pileHHs JUIst
CHHXpOHI3amii  CIUIBHHX  CEKPEeTIB  Ha
Hecycigaux BKM, a takox Halip MeTajaHuX,
SAKUMH HEOOXIHO CYMPOBOJKYBAaTH KBAHTOBI
KITIOY1.

KBanroBa amapartypa BupOOJIsS€ KIIOY1
HedikcoBaHOT TOBXHUHU. Bupobnena kBaHTOBa
ramMmma TepefaeTbCs 10 pIBHSA YIPaBIiHHSI
KITI0YaMHu, e 3 MepeaaHoi raMmu (GopMyrThCs
KBAHTOB1 KIIOYl 3aJaHOl, €IMHOI mId BCiel
mepexi KPK  poBxunu. [lo cdopmoBanmux
KBAaHTOBUX KJIIOYIB JOJAIOTHCS METajaHi, 1110
JO3BOJISIFOTh KOHTPOJIIOBATH YKUTTEBUN ILUKI
KITIOYIiB Y MEpEXi, BKIIOYAIOYH Yac CTBOPEHHS
KJII0Ya, JIOBXKUHY, 1I€HTHU(IKATOPH BY3JiB, Ha
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SKUX 3T€HEPOBAHO KIIOY, Yac IEpPeMilIeHHs
KIIO4iB MDK CYTHOCTSAMH (Bil KBaHTOBOIi
amapatypu 0 pIiBHS YHPaBIiHHSA KJIIOYaMH,
MDK IPUCTPOSIMH YIIPABIIHHS KIIOYaMH TOLIO).

KoHTposs 3a cTaHOM KBaHTOBOI anaparypu,
y TOMY YHCJI1 32 ITOAIIMU B KBAHTOBOMY KaHaJi
Ta BenuuuHoto noMmwiku QBER, mpoBoauThes
B €IMHOMY IIEHTpi ympaBiiHHsA. 30ip TaHHWX
KOHTPOJIIO TIPOBOJUTHCS PIBHEM YIPaBIIIHHS
KJIIOYaMU 3 HACTYITHOIO TI€pelaveio B LEHTP
yIpaBIiHHSA. 3a3HAYMMO, IO TPOTIOHOBAHUH y
nokymenTtax ITU-T miaxig Bumarae nepenadi
TaHUX, 10 JIO3BOJISIOTH MOPYIIHUKY OIIHUTH
e(eKTUBHICTh CBOiX BIUIMBIB Ha Mepexy KPK
MDK By3namu mepexi. [loTpiOHuit noxmagHuit
aHayii3 ~ Takoro  Tpadiky  BU3HAYCHHS
HEOOXITHUX 3axXOJlIB 3aXWCTy, TOOTO. UM
JOCTaTHRO 3a0e3leuyBaTH JIMIIE IIUTICHICTh
JaHuX 174 HeoOXiaHe 3a0e3mneueHHs
KOH(1ICHITIIHOCTI.

[lepenecennss (QyHKIIH KOHTPOJIIO HAJ
CTAaHOM KBaHTOBOI amaparypu 3 camol
amapatypy y BiIajieHUi IEHTP YIPaBIiHHS 3
OJTHOTO OOKY JTIO3BOJISIE ONITHUMI3YBaTH MIPOIIECH
dbopMyBaHHS KBAaHTOBUX KIIIOYIB, OCKLUIBKH
nmapamMeTpy BUPOOJICHHS KBAaHTOBUX KIIOUIB
MpSIMO YW OTMOCEPEIKOBAHO (3aJIeKHO  Bif
criocoOy (opMyBaHHS Ta Tiepenaydi KBAaHTOBOTO
KJII0Ya) BIUIMBAIOTh Ha HMOro reHepamio. 3
iHImoro OOKy, aHaji3 CTaHy KBaHTOBOI
anapaTypH 11010 HaSBHOCTI TUX UM IHIIUX aTaKk
MOPYITHUKA Y BIIUTAJIGHOMY IIEHTP1 30UIbIIy€E
yac peakiii Bciel CHCTeMHU Ha il MOPYIIHKUKA,
0 MOYK€ HEraTUBHO MO3HAYATHCS HA CTIHKOCTI
CUCTEMH 3arajioM.

€IMHUI TEHTP KOHTPOIIO Mae (QyHKI[iIO
KOHTPOJIO JKHTTEBOTO IMKIY KIIIOYIB, IO
reHepytotbest y Mmepexi KPK. Jlng mporo B
LEHTP KOHTPOJIIO MEPeIaroThCsl METajaHi, 110
MPUKPIILTIOITHCSA 0 KIIOYIB NpH mepeaadi 3
KBaHTOBOI amaparypd, y pa3i 3MIHH [HX
MeTaIaHuX.

[Ipouiec po3noity 3aralbHUX CEKPETIB IS
nosineHO1 mapu BKM 3rigno [6,15] nonsirae B
HACTYITHOMY:

1. Cepsic ympaBiniHHI Mepexero C3I
dopmye mepenik map C3I, mis skux moTpidHI
crinbHi cexperu Bin Mepexi KPK. Lleit nepemnix
NEepeaaeThCsl 10 LEHTPY KepyBaHHS MEPEKEI0
KPK. IIpuyomy B pokymentax ITU-T mi
CIUIbHI CEKPeTH Ha3MBAaIOThCS KBAHTOBUMU
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KII0YaMH TOpy4 13 ICTHHHO KBaHTOBUMU
KITt09amMu, (POPMOBAHUMHU B OJIHOMY CEIMEHTI
mepexi KPK.

2. Uentp ympaBniaas wmepexero KPK
BH3HaYae naHIiokkn BKM, 3a skuM#p MOkKHa
nepenaTy KBaHToBi Kirodi Ha BKM, nos's13aHi 3
napamu C3I, s sikux mepexa C31 3anpocuina
kmodi. Ha Bu3HaueHHs mnaHmiokkieB BKM
BIJIMBA€ KUTbKICTh TOTOBUX KBAHTOBHX KITFOUIB
Ha CErMEHTaxX Mepexi, MBHJIKICTh TeHeparlii
HOBUX KBAHTOBUX KIIOUIB (3a pe3yJabTaTaMH
aHaJII3y CTaHy KBaHTOBOI araparypH), a TaKox
TOTIOJIOTISI MEPEXK1 B IIIIOMY.

3. Halip meBHMX JaHIIOXKKIB NEpeIaeTbes
no kxoHtposepa Mepexi KPK, skuii popmye
IHCTPYKUIi 1151 KoskHOro BKM, 1110 BKITIOUaOTH
MapHIpyT Tepefadi KIYiB Ta BKa3iBKy, SKi
came KJII041 BAKOPUCTOBYBATH JUIs Iepeaadl, a

K1 17 3a0e3medeHHs]  KOHQIACHIIHHOCTI
nepemadi  JaHUX. BBOATBCS TP BUIU
MapHipyTH3aiii, 10 BHU3HAYAIOTh ILIAXH

nepeaadi KBaHTOBUX KITHOYIB Ha 111h0B1 BKM:
1.Py4yna mapmpytuzaitist - CTaTUIHO 3a/1aH1

naHmoxkkn st nmap  BKM, g0 skwux

3aicHIoeThC ninkirroyeHHs C31.

Ie#i croci® AOIIFHO 3aCTOCOBYBATH JIHIIIC
no HeBenukux mepexxk KPK a6o mo mepex 3
HEBEJIMKOIO KUIBKICTIO PO3Tally’K€Hb, 1€ TaKi
JIQHITFOKKH JIETKO PO3PaXOBYIOTHCA 1 HE MalOTh
abTEPHATHBHUX BapiaHTIB.

2. Mapmpyru3zamnis = 3a
MIBUIKICTIO.

Lle#i Bua MapripyTu3aiii OpieHTOBaHUN Ha
ONTUMAaJIbHE HaBaHTAXXCHHSI MEPEXK1 BUXOTUH
3 MPOAYKTUBHOCTI KBAaHTOBOi amapaTypH.
IlenTp  ympaBiiHHS  MEpEXE  aHaji3ye
MOTOYHY MIBUAKICTH POOOTH KOXKHOI Mapu
KBAaHTOBO1 amaparypu, a TaK0X BH3HAuYae
nitboBi mapu BKM, Ha ski  HeoOXimHO
JoCTaBUTH  Kimroui s mepemadi C3LL
JlaHIIOKKU BY3JIB MiAOMpPAIOTBCS Tak, 00
MIBUJIKICTh (POPMYBaHHS KBAHTOBUX KJIFOUIB 110
BCIX IIAHIIOKKAaX Yy CYKYITHOCTI BHUSBHJIACS
MiHIManbHO. TTOTIM po3paxoBaHi JAHILIOKKU
NepesaloThCsl 10 KOHTpOJepa MeEpexi, e
(OpMYIOTBCSI KOHKPETHI IHCTPYKIIIT /U1l BY3JIiB
KBaHTOBO1 MEPEXKi.

3.AnmantuBHa Mapuipyrusainis. Lleit Bug
MapuIpyTH3amii OMUCaHUN K J0JATKOBHH 10
nonepennix. Koxxen BKM 3amam'stoBye
po3paxoBani Mapuipytu. Ilpu oTpuMmaHHI

(hikcoBaHOIO
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Mepexero KPK 3amury 3aranpHOro cekpery,
10 TMOBTOPIOE OJMH i3 paHille OTPUMAHUX,
Mapuipyr He IepepaxoByeTrbcsi, a BKM
BHUJIAETHCSI KOMaHJa MOBTOPUTH (HOpPMyBaHHS
3arajlbHOTO CEKPeTy Ha OCHOBI paHilie
OTPUMAaHUX IHCTPYKITiH. Heit BUJ
MapuipyTu3amii Moxe OyTH NOUUIbHHNA TpU
crabinpHil poboTi mepexi KPK Ta perymspanx
3amMTax KodiB Bix nocridaux map C31.

XKoxeHn 13 3amporoHOBaHHX CHOCOOIB
MapHipyTu3aiii He  BpaxoBYyE  CTIHKICTh
3aCTOCOBYBAHHUX METOJIIB 3aXUCTy I dYac
nepeaayi KIJIFOYOBO1 Hpopmarrii o
naHiroxkkax BKM 1, BiqnoBiiHO, MiACYMKOBY
CTIMKICTh PO3TOJIUICHOTO 3araJIbHOTO CEKPETY.

g moHiTopuHry pob6otu mepexi KPK
3arajioM KpiM 3a3HaueHuX BHILE (YHKIIII
HEHTp YNPaBJIiHHS JIOJATKOBO OCHAIIYETHCS
HaCTY[THUM (byHKIIIOHATIOM: MOJYJIb
yIpaBJiHHS, 110 BIANOBIAA€E, KPIM pO3paxyHKIB
MapIIpyTiB Mepefadi KBaHTOBUX KIIOUIB, 3a
3a0€3mevYeHHs SKOCTI MOCTYT, M0 HaIaloThCs
Mepexero (Quality of Service); momynb
ayTeHTHdIKaIIli, SIKAH BIIIIOBIIaE 3a
ayreHTH(]iKalilo Ta IACHTU(IKAIII0 BY3JiB
Mepexi; MOAY/b TOJIITUK, SIKWHA BIAMOBINAE 3a
yIpaBaiHHS mojiTukaMu o6e3nekn mepexi KPK,
0 UBOTO MOIYJAS MOXE MiAKIIOYaTUCS
OTIEPATOP MOHITOPUHTY POOOTH MEPEKi.

Jlnst mobynosu mepexxi KPK  HeoOximHO
BUPOOWTH PIIICHHS CYNYTHIX 3aBlaHb, IO
CTOCYIOTBCS B3a€EMHO1 imeHTudiKarii
MPUCTPOiB, M0 CTAaHOBJATH Mepexy KPK;
€IMHOTO HAJANITYBaHHS Ta MOHITOPUHTY
napametpiB Mepexi KPK, mo BianmoBigaroTh 3a
O0esneuHe  (yHKIIOHYBaHHS, a  TaKOX
3a0e3neyeHHs] HEOOXiTHUX eKCILTyaTaliiHuX

BJIACTUBOCTEH. Y pO3IIIHYTHX JpKepenax
3ycTpivaerbes pizHuit noain BKM.

Hoxymentn ITU-T BBOAATH HACTymHY
KIacudikauiro:

1. KopucryBansuuipki BKM. Jlani BKM
MMOBUHHI MaTH MOIUBICTH minkiroueHHs C31.
3a3Buyail kopuctyBaibHUIILKI BKM MicTATh
OJIMH eK3eMIUIAp KBAaHTOBOi amaparypu. 3
exoHoMigHOT nouiasHocTI e Kimient KPK.

2. Tlpomixai BKM. Jlani BKM wmaroTh
ctaHoBUTH OcHOBY Mepexi KPK, Bupimryroun
OCHOBHE TMHUTaHHS: 30UIBIIEHHS JalbHOCTI
posnoainy 3araigsHoro cekpety C3I. [IpomibkHi
BKM MicTaTh SK MiHIMyM Hapy €K3eMIUIIpIiB
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kBaHToBoi anapatypu, Cepsep KPK Tta Kiient
KPK, xoxeH 3 AKUX 3'€qHaHUN 3 KBAHTOBOIO
anaparypoto iHmmx BKM, npomikHuX abo

nocrymy.  @aktuuHo — npomikHi  BKM
CTaHOBJISIT OCHOBHI ~ MAaricTpajabHi TUIKH
mepexi KPK.

3. BKM pnocrtymy. Taki BKM HeoOXinHi myis
3’eqHaHHa TpoMikHMX BKM 3 KiHIEBUMH,
T00TO, KOpUCTYBaIbHUIILKUMI BKM. MictuTh
Cepsep KPK JUIst 3B'SI3KY 3
kopuctyBaibHULIBKUM BKM Tta omun abo
OUIbIlIe BIAMOBIIHUX EK3EMIUISIPIB KBAHTOBOI
anapatypu Ajs 3B'13Ky 3 npoMbkHUMH BKM.

OxpeMo 3a3Ha4aeThCs, M0 KOPUCTYBaueM
3araJbHUX CEKpeTiB (MaroThCsl Ha yBasl
3arajgbHl CEKpeTH, II0 PO3MOJUIAIOTHECA 10
MEpeKi) MOXYTh BHCTYNATH SK HE3aJIEKHI
30BHIIIHI ~ MpuUCTpoi, Tak 1 BOymoBaHi
6e3nocepennpo B BKM.

Otxe, mepexi KPK, mo omwucyroTscsi B
€BPOIICHCHKIX PEKOMEH TAITIfAX, MaroTh
OaratopiBHEBY CTPYKTYPY 13 IEHTPATI30BaHUM
ynpasmiaasaM. [Ipu neomy B3aemomist 13 C3l,
30BHINIHIMH 110 BimHOIIEHHIO 10 Mepexi KPK,
Ta PO3MOJALT 3arajbHOr0 CEKpeTy JUlsl IMapu
BKM BigHOCSATBCS 70 OJHOTO DPIBHSA MEPEKi
KPK. Bci xmtodi, 1o 3'SIBIASIOTBCS B MEPExXi
KPK, Ha3uBaroThCsl KBAHTOBUMH KITFOYaAMH, IO
BBOJUTH JOJJAaTKOBY IUTyTaHUHY 1
HEBIIMIHHICTH KBaHTOBUX KJIIOYiB,
CTBOpPIOBaHMX BHACIHIAOK npoTokoiny KPK, Big
3araJbHUX CEKPETiB, OTPUMAHUX y Pe3yabTaTl
nojanbmoro ¢yHkiionyBanHs mepexi KPK.
IlenTpamizoBane ympasiiHHa Mmepexero KPK
BeJIe 0 BUHUKHEHHS TOYKU BIIMOBH Yy 3B'S3KY
3 MIABUIICHHSM HAaBAHTAXCHHS Ha €IWHUN
LEHTP YIPaBIiHHS.

OTxe, € npobiema OCIIKEHHS
MOKIIUBOCTI TOOYIOBU  JACLIEHTPaNIi30BaHO1
MEpeki KBAHTOBOTO PO3MOJIUTY KIIOYIB, a
TaKOX HEOOXIJHICTh BHpIMIEHHS MpobiaeMu
pPO3MOJLTYy KBAaHTOBUX KIIOUIB (3aralibHOTO
CEeKpeTy) Ha JIOBUIbHI Mapu BY3JIB KBAaHTOBOI
MepeKi 13 3a0e3rneueHHsIM He TUTbKHU IUTICHOCT1
KITI0490BOi iH(MopMallii, a TakoX KOH(IIEHIii-
HOCTi, YTOYHEHHs TOHATTS JOBIpH JIO
IPOMDKHUX BY3J1iB KBAHTOBOI MEPEXI.
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BUCHOBKU

VY pe3ynabTaTi MpOBEIACHOTO JIOCIIKEHHS
BUSIBJICHO HACTYNHI mpoOieMu, TOB'A3aHi 3
HEJOJIIKaMHU TEXHOJIOT1i KBAHTOBOTO PO3MOILTY
KITIOYiB:

1. CucTemMu KBaHTOBOTO PO3IOJILUTY KIIIOUiB

MaloTh TPaHUYHY JIOBXKUHY KBAHTOBOIO
KaHaiy, BHU3HAYAETHCS IIPOTOKOJIOM
KBaHTOBOTO po3nojuty KitouiB. Ilpuctpoi

KOPHCTYBaya, JUIsl IKUX TeHEPYIOTHCS KBAaHTOBI
KIIFOYl, MOXYThb JOBUIBHO PO3TallIOBYBaTHUCH,
Ha BIJICTAHAX, IIO MEPEBHIIYIOTh JOMYCTHMY
JIOBXXKUHY KBAaHTOBOTO KaHaiy. HeoOximHo
PO3TJISIHYTH 3a/lady pO3MOJUTY KBAaHTOBUX
KIIOYIB I  JOBUIBHUX TMap MPHUCTPOIB
KBaHTOBOI MeEpeXi, IO pPO3TalloBaHi I03a
T'PaHUYHOI JOBKUHH KBAHTOBOTO KaHAITY.

2. CucteMH KBaHTOBOT'O PO3MOJUTY KITIOYiB
MOBUHHI MaTW aBTEHTU(IKOBAHWM KIAaCHUHUN
KaHaJl, MPU IHOMY HEOOXimHO 3a0e3meynTH
HUTICHICTh 1H(OpMaIlii y KBAHTOBOMY KaHaJl.

3. 3abe3neunTy CHHXPOHI3AIl KBAaHTOBUX
KIIIOYIB, 10 MEPENaloThCs B BY3JIM KBaHTOBOI
Mepexi, TPHUCTPOi KOpHUCTyBada. Bigomi
MiAXOAW,  HE  BPAaxOBYIOTb  KBAaHTOBOI
cnendiku anmaparypm.

4. HeoOximHO  pO3rJISHYTH  3aJady
3a0e3neyeHHsT KOH(IACHIIIMHOCTI KIIOYOBOi
iHpopmarllii Ta T LUTICHOCTI Ha JOBIPEHUX
MMPOMDKHHX BY3JIaX KBAHTOBOI MEPEXKI.

5. CrpykTypa Mepexi  KBaHTOBOTO
po3noaUTy KITFOYiB Ta crocio ii
(GYHKIIIOHYBaHHS MICTATh HE BUpIILIEHI 3a/1a4i,
0 MEPelIKOKAITh €(EKTUBHOMY PO3IOB-
CIO/DKEHHIO Ta CTBOPEHHIO KBAaHTOBUX KIIIOYIB
Ha JIOBUIbHI MapH BY3JIIB KBAHTOBOI MEpExKi.

3 ypaxyBaHHSIM pO3TJISHYTHUX 3aJad Yy
pamMKax MPOBEACHOTO  JIOCHIIKEHHS  AJs
MIZIBUIIEHHS 3aXHUIEHOCTI MEPEK KBAHTOBOI'O
pO3MOJITY KIIOUIB  HEOOXiTHO  BUPINIUTH
HACTYMHI 3ajadi: pPO3poOMTH MiAXiA 0
moOy/0BH  aBTEHTH(IKOBAHOTO KIACHYHOTO
KaHaly KBaHTOBOI amaparypu; po3poOuTu
cnocid  B3aeMOJil  KOPUCTYBaJIbHHUILIBKUX
chUcTeM 3axHucTy iHdopmalii 3 KBaHTOBOIO
amaparypu, 110 YTOUHIOE nporecu
3a0e3MeueHHs LUTICHOCT] 3arajlbHUX CEKpeTiB
Ta CHHXpOHI3alii npy ix mepenadi A0 CUCTEM
3aXMCTy;  pPO3pPOOMTH  METOJ  PO3IMOJLTY
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KBAaHTOBHMX KJIIOYiB JUIi JIEKUIBKOX BY3JiB
KBaHTOBO1 MEPEK1 MaricTpaibHOI TOTIOJIOT1i.
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Research into the current state of quantum
secret key distribution technologies

Serhiy Lenkov?, Volodymyr Dzhuly?,
Ihor Mulyar3, Yevhen Lenkov*

Abstract. The work is devoted to the study of
the problems of using the technology of quantum
distribution of secret keys, namely the problems of
using and forming new secret keys, based on the
generation of quantum keys and the distribution of
new keys in networks of complex topologies.

In secure communication systems, information
is transmitted over public networks, and thus is
available to a potential attacker for carrying out
various types of attacks. A potential attacker is able
to store encrypted data transmitted over network
channels, and attempt to decrypt it later, when
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technical means and attacks on information
protection algorithms will allow, in an acceptable
time, to carry out decryption. This is the basic
principle of "Store now, decrypt later", which is one
of the problems of information protection systems.

For block ciphers, there is a parameter - the key
load, which limits the amount of information that
one key can process using the data protection
algorithm. NIST recommends a time frame for
using secret keys, calculated in years. In the field of
information security, there are more significant
restrictions on the key load, related to the number of
blocks that can be processed by one key, caused by
attacks on block ciphers. With these restrictions,
there is a need to regularly change the secret key
used, and search for options for generating and
delivering keys between two network nodes that
organize a secure information transmission channel.
Changing the secret key to a new key, independent
of the previous one, allows you to protect the
transfer of confidential information when the key
used is compromised.

The technology of creating a quantum computer
allows you to effectively attack known algorithms
for generating secret keys based on the factorization
of large numbers or the complexity of calculating a
discrete logarithm. The quantum Shor algorithm [5,
6] allows you to solve these problems in polynomial
time, so it is necessary to look for alternative
solutions to the problem of regular changes in the
network channel of the secret key in a pair of nodes.

It is important to take into account the need to
ensure the quality of Perfect forward secrecy, when
the master key is compromised, all subsequent
secret keys must not be compromised. To achieve
this property of modern encryption algorithms,
there is a periodic update of master keys.

To prevent the accumulation of information, to
successfully carry out attacks by the attacker and to
comply with the load requirement on the secret key,
it is necessary to solve the problem of regular
changes of the secret, and  regular
generation/delivery of keys to network nodes.

Given the urgent needs that are intensively
developing today in the secure and high-speed
transmission of information, and no less, the rapid
growth of technical capabilities, there is a need to
develop options in advance that will ensure the
security of information during transmission.
Regular change, in geographically dispersed data
protection systems, of common secret keys, in the
case of ensuring the independence of secret keys,
allows successfully solving the task.

Keywords: information security, vulnerabilities,
attacks, quantum secret key, quantum distribution
protocol.
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AHoTanis. Crernudika Cy4acHOTO
3actocyBanHs 3amad I morpebye po3podku
miapTopMu,  SKa ~ YMOXJIMBIIFOE  TOCTIMHY

MiATPUMKY Ta MIBHJKY pekoH]irypamitoo. Haykosa
Ta IHKEHepHa  JiTepaTypa  CBIIYHTH, IO
BUKOpUCTaHHST  MeroaiB  Machine  Learning
Operations Ta Machine Learning Pipeline (MLOPpS)
npu cTBopeHHi Al-tutatdopm st BOyIOBaHHX
CHUCTEM  JIO3BOJIAE€  MIJABHIIUTH  €(PEKTUBHICTH
PO3pOOKH Ta BIPOBAKEHHS INTYYHOI'O IHTEICKTY.
MLOps Haga€ MOXJIHUBICTH aBTOMAaTH3yBaTH
MpOIleCH PO3POOKH, HABUAHHS Ta EKCILTyaTarlii
MoJieTiei MAaIlMHHOTO HaBYaHHS, 3a0e3Medyoun
MIBUIKY PEaKilif0 Ha 3MIiHM B HAaBKOJHMIIHbOMY
cepenoBuIlli abo BximHuUX maHuX. lle gomomarae
CKOPOTHTH Yac Ha PO3rOpTaHHsI Ta 00CITyrOBYBaHHSI
CHUCTEMHU B IIJIOMY.

Jist  BupimeHHs 3amadi  posropTaHHs  Al-

m1athOpMH  TPOMOHYETHCS  BUKOPHCTOBYBATH
criocib, sikuii GasyeTsest Ha TiopuaHiin Edge-Cloud
apXITEKTYPi. Jaxnit T TX 1T 9acTo

BHKOPHCTOBYETHCS B CyJacHiil HAyKOBiH JiTepaTypi
1 3HAXOAWTH TMPHUKIATHE 3aCTOCYBaHHA B PIZHUX
chepax. ApxirekTypa mmiatdopmu, 3acCHOBaHa Ha
iepapxiuamx 3B’s3kax Mk piBHsAME Edge i Cloud,
TTIKTYE HEOOXiTHICTB B CTBOPEHHI
CHeMiai3oBaHOro  MiAXOAYy /O  PO3TOPTAHHS
miatgopmu. OcoONHBICTIO AaHOI apXITEKTYpPH €
3aCcTOCYBaHHS BOYJOBAHHX CHCTEM 0e€3MOCepenHbO
B 3aaadi LI, a came, po3niznaBanHi 00pa3zis. Janunit
MiXi 103BOJsiE peKoH(pirypyBaru miathopmy, 3a
ymoBH oHOBIeHHS wmoxeni I, Ttum camum
MIATPUMYIOUM 11 Tpare3laTHICTh 1 KOpPEKTHe
BUKOHAHHS 3a/a4i.

BpaxoByroun, 1m0 KIIOYOBHM €  OajaHC
MBUAKOCTI pekoHpiryparii momioHoi miathopmMu
Ta BIAMOBOCTIHKOCTi, IUIsI TOTO, II00 BUMIPSATH
3arajibHy Mpale3faTHICTh CHUCTEMH 3 IEBHUM
CTyIIEHEM TOYHOCTi, MU BBEJEMO KiJIbKa METPUK,
SIKI IONOMOXYTh BCTAHOBUTH MApPaMETPH CUCTEMH
Ta TIOPIBHATH ii 3 aNbTEPHATUBHUMH PilICHHSIMHU.
PosropranHs mporpaMHOro 3a0e3nedeHHs IS
LITYYHOTO iHTENEKTY IIOBUHHO CYIPOBOIXKYBaTHUCS
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Bonoaumup PyciHos
AcnipaHT kadenpwn
oB4mcnioBanbHOI TEXHIKN

aHaJi30M IUTLOBOI cucTeMH. B pamkax maHOi
poOOTH TPOBEACHO PO TECTIB M KUTBKICHOL
OITIHKH TIPOYKTUBHOCT1 CHCTEMH.

Kurouosi cioBa: mryanawnii inTenexkt, MLOps,
IoT, BimMOBOCTIHKICTh, KOMIT FOTEPHI MEPEXKI.

I[TOCTAHOBKA IMTPOBJIEMUA
CyvacHi Al  pimeHHs  nmoTpeOyrOTh
CTBOPEHHS miaThopm, K1 3/1aTHI

HMIATPUMYBATH 1X KUTTEBHH IUKII, [TOYMHAOYN
BiJl TOIIEPEIHHOTO TECTYBAHHS HOBHX MOJICIICH
I, 3akiHYyIOuUd TMOCTIMHOK MIIATPUMKOIO

BIPOBAHKEHUX MOJIEJICH. Yacro,
BUKOpucTanHsa wMogened I  mae cyro
EeKCIIEPUMEHTAIbHUI XapaxkrTep 1
BIPOBAKEHHS TaKUX Mojieliei HE

CYNPOBO/DKYETHCSl TUIAHOM PO3TOPTaHHSA, aje
Bce Oumplie Mojeneil BIPOBAIKYETbCS IS
noctiifHoro kopuctyBaHHsa. OKpiM TOro, IO
cucreMa Moke OyTH HecTaOUIbHOIO 1 He
HiATPUMYBATH BIPOBAKEHHS OUTBII BEIMKHX
moxeneit I, Takuit migxXig OPU3BOAUTH O
CKJIaJHOLIIB MPU MOIIYKY NMPHUYUH 3MEHIIECHHS
TOYHOCTI Mojieni. ToMy, ICHYIOTh MiIX0AU 10
CTBOPEHHS IIaThOpM.

Posroprannss 1mmarpopmu Ui 3a1ad
HITYYHOT'O IHTEJNEKTY Ma€ CYNPOBOKYBATUCS
peTeNbHUM  aHaJi30M  IJIbOBOI  CHUCTEMH.

19


https://doi.org/10.32347/st.2025.3.1202

Information technologies

[IpakTHyHMMHU pe3ylbTaTaMU CHOCOOY, SKUN
0a3yeTbcss Ha BHUKOPUCTAHHS METOJOJIOTIT
MLOps, € npuCKOpeHHsI TMPOIECIB IHTerparii
BOynoBanux mnpuctpois B icHytoui Cloud
PIIICHHS Ta MiIBUIIEHHS BiIMOBOCTIHKOCTI Al-

wragTopMu 32 paXxyHOK  IOCTIHHOTO
MOHITOPUHTY CTaHy IuiargopmMu Ta i
pexoHpirypartii. [TporpamHo-anapatHi

PIIICHHS HAa OCHOBI 3aITPOIIOHOBAHOTO IIIXOTY
MOXYTb 3HAllTM BHUKOPUCTaHHsS B 0araTrbox
chepax, 30KpeMa B MEAHWIMHHU, OE3IMEKH,
JIOTICTUKU. PillIeHHs po BOPOBaXKEHHS TaKUX
MIPaKTUK MOX€E 3HaYHO MOKPAIUTU MBUIKICT
Ta NPAaBUIBHICTb TNPUUHATTS pIlIEHb 100

OHOBJIEHHS ~ MoJeni, a0o  TOCTYIOBOTO
IOHABYAHHS MOJEL.
Jnga  Ttoro, mo0 BHUMIPATH 3arajbHy

3pYYHICTH BUKOPHUCTAHHS CHCTEMH 3 TEBHUM
CTYIIEHEM TOYHOCTI, HEOOIXIHO TMPOBOIUTH
TECTYBaHHS Ta aHami3 miathopmu, 3 Goxycom
Ha TpoIeCi PpO3rOpTaHHS Ta  TOCTIHHI
MATPUMIL TIpaIe3IaTHOCTI CUCTEeMHU. Takui
MiOXig [O3BOJIIE HE TUIBKA  BUSBISITHA
MOTEHITIIHI TPOOJIeMH Ha paHHIX eTarnax, ajie i
OI[IHUTH MIBUAKOIIIO TUIATPOPMH B pEATLHOMY
gaci. Y MalOyTHbOMY IHTETpallis TaKux
CHUCTEM Ha pIBHI Opradizaiiii 3MO)Ke 3HAaYHO
MIIBUIIUATH PIBEHh aBTOMATH3AIII]l 1 TOYHOCTI B
po6oti He mnume Al-pimienp, aie W y BCiX
acrmekTax Oi3Hec-TPOoIIeCiB, 10 BEJE 0 OLIBII
CTaOUTbHOTO 1 HAAIMHOTO BHKOPHUCTAHHS
MITYYHOTO IHTEJIEKTY B PEaIbHUX yMOBaX.

AHAJI3 OCTAHHIX JOCJIIJPKEHD

CyuacHi HayKOBI1 JOCTIPKEHHS TTOKa3yloTh,
mo MLOps - 1ne HOBuil crocid po3ropTaHHs
cuctem IIII, sikuii ycriagkyBaB CBOi METOIU Bij
DevOps, 1110 OKa3aB NO3UTUBHI Pe3yNbTaTH B
pPI3HUX MPOrpaMHUX CHUCTeMax. Y pI3HUX
CTaTTAX  NPONOHYIOTBCS  Pi3HI  Bapiamii
IHCTpYMEHTIB 1 KOHCTpYKLii koHBeepis CI/CD,
AKl J03BOJISIFOTH BHUKOHYBaTH 3amaui I
MacmTaboBaHO 1 MIiABHUINYIOTh 3arajibHy
BIIMOBOCTIHKICTh cuctemH. Lli pirieHHs Takoxk
MPONOHYIOTh METOJ] aBTOMaTH3allii MpoIleciB,
Kl MOTpeOyIOTh  JIOJATKOBHX  JIFOJCHKHX
pecypciB, TaKMX SK MOHITOPUHI, BEICHHS
noryBaHHs 1  pekoHdirypamis. CydacHi
pillIeHHS JalOTh MiHIMalbHE YSABICHHS IPO
MPOAYKTUBHICTh TAKUX CHCTEM.
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B naykosiii niteparypi 0ya0 BUSBIECHO, IO
Oifxix Ha OCHOBI iHTerpauii BOymIOBaHHX
IPUCTPOIB B poLec MLOps €
Oararoo0insgrounm, ane moTpedye 10JIaTKOBHX
JOCHTIDKEeHb. B mmiTepaTypi cka3aHo Mpo NUIAXA
omntumizamii B3aemonii i3 Edge-kmacrepamu,

npoTe HEJOCTAaTHBO JOCITIKEHUM
3QIMIIAETECS ~ MMHTAaHHSA  BiIMOBOCTIHKOCTI
CUCTEMH TIpU  BHCOKIM  3aBaHTa)XCHOCTI

1aTGopMu Ta MOKIIMBICTH BUKOPUCTAHHS Al-
3a1a4. BaxxnmuBuM acriekTom, SIKMH MoTpedye
MOJAJIBIIIOTO JIOCHTIDKEHHS, € 30ip YacoBUX
XapaKTEPUCTHK IMOJO0 BUKOPUCTAHHS TaKUX
riOpugHUX  CUCTEM, Ta TMOPIBHAHHA 3
TPAAUIIITHUMU TIIX0JAMHU.

META I 3AJJAYI JOCJI/PKEHHA

Meroro  crarti €  JOCHIKEHHS  Ta
BrpoBa/pkeHHs  npuHuunie  MLOps s
posroptanss Al minatdopmu.

Jlnst mocATHEHHS METH TTOCTaBJIeH] 3a/1a4i:

— IlpoananmizyBatn cydacHi MiAXOAH [0
CTBOPEHHS Al-tumatdopm, 30KpeMa,
MeronoJiorito MLOps Ta BHALTUTH HEOOXimH1
eTanu JUIsl CTBOPEHHS II1aThOpMU;

— Po3pobutu BiacHuii crocid po3ropTaHHs
Al mmatdhopmu Ha ocHOBI KoHBeepy MLOps 3a
nonomoroto Bukopuctanus CI/CD koHBeepy;
— Po3pobuTtu TecToBi crieHapii MepeBipKH
mpane3laTHOCTI  IuiatpopMu 32 YMOB
pekoH(pirypaiii Ta BHCOKOIO HaBaHTaKCHHS
3arnuTaMu Ha miathopmy;

— IIpoBecTu aHani3 pe3ylbTaTiB TECTyBaHHS
mwiatpopMu, Ha OCHOBI 3ampPONOHOBAHOTO
croco0y, 3TiIHO ONHCAHUX CIEHapiiB Ta
BUJIUTUTH HAIPSIMKU M01aJIBIIIOTO
OCIIIKEHHS.

BUKIIAJL OCHOBHOI'O MATEPIAJTY
JOCIIPKEHHA

Onepanii mamuuaHoro HapuaHHs (Machine
Learning Operations, MLOps) 3'sBunucs sk
KOHIIETIIisl, 3acHOBaHa Ha MeToAax DevOps, Ha
MET1 SKMX CTBOPUTH Habip mpoueayp, sKi
00'eTHYIOTH IHCTPYMEHTH, IIpoLEeaypHU
po3ropTaHHid Ta poOodi  mpoumecH Ui
IIBUJIKOTO Ta JIOCTYITHOTO CTBOPEHHS MOJesel
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MaIlllMHHOTO HaB4yaHHsA [1]. Mertomomooris
MLOps pexkoMeHaye aBTOMaTU3yBaTH Ta
KOHTPOJIIOBATH KOXKEH KPOK CTBOPEHHS Ta
BIIPOBA/PKEHHS CHUCTEM MAalIMHHOTO HAaBYAaHHS
3 MOJANBIINM JIOTY-BaHHSM Ta JOCIIKCHHIM
BHyTpimHIX nponeciB [2]. IIpaktuxu MLOps
MOJKHA CHPUHMATH SK CKJIaTHY KOOPIHHAIIIIO
Ha0Opy NPUHIUIIB, TPUHOMIB Ta TPOTPAMHUX
KOMIIOHEHTIB, 10 BUKOPUCTOBYIOTHCS
IHTErpOBAaHO Ui BHUKOHAHHS IIOHAWMEHIIE
m'asti  0a30BUX  3aBAaHb: 30ip  JaHUX,
MIEPETBOPEHHS JTaHUX, Oe3NepepBHE HAaBYAHHS
MOJIeJIl MAalllMHHOTO HaBYaHHS, Oe3nepepBHa

peasizaitist Moedl, MIpe/ICTaBICHHS
pe3yiabTaTiB  KIHIIEBOMY  KOpPUCTYBayeBl.
KiHueBuii mnpoxykT Ta HOro miaATpUMKa
JOCSATAETHCS 3aBJSKH BUKOPHUCTAHHIO
npuHiunis MLOps.

Kpim TOrO, MpOAYyKTUBHICTH PIIIEHHS, SKE
He BHKopucToBye crparerii MLOps, moxe 3
4acoM TMOTIPIIUTUCS, OCKUIBKM MpOrpaMu
MAaIIMHHOTO HaBYaHHS MOKJIAAI0ThCS HA JIaHi,
[0 BUKOPUCTOBYIOTHCS Ul HABYAHHS MOJEN1
MITYYHOTO IHTENEKTY, 1 OCKUIbKM CBDKI JaHi,
TOOTO Ti Ha IKKUX MO/IeJ b He OyJia HATPEHOBAHA,
MOCTIHHO HAAXOAATh 10 mporpamu [5]. s
TOTO, MO0 rapaHTyBaTH €(PEKTUBHICTH 1 AKICTh
pIIIEHHSI IITYYHOTO IHTEJEKTY MPOTITOM
TPUBAJIOTO Yacy, OJHUM 3 HAlOUIbII JOPEUHHUX
3axoaiB.  MLOps € MOHITOpUHT pIllICHb
MalIMHHOTO HaBYaHHSL.

3anpornoHoBaHe  pilIEHHS  Tependadae
CTBOPEHHS CIEIiaIbHOTO HacKpi3Horo (end-to-
end) konBeepa CI/CD. Kouneep CI/CD mis
cucremu I 3a3Buyail Mo4YMHAETHCS 3 €TaIy
iHTerpanii. lle mepenbauae BUTATYBaHHS
OCTaHHIX 3MIH KOAY 3 CHUCTEMH KOHTPOJIIO
Bepciii, Hampukman, Git, 1 o0'eqHaHHS Xy
cnuibHy — Tinky. IloTiM  3amyckaroTbes
aBTOMATHU30BaHI TECTU IJIs MEPEeBIPKU 3MIH Y
koxl. Y Bunanaky cucremu LI ui recti MOXyTh
BKJIFOUATH MOJYJIbHI TECTH Ml OKPEMHX
KOMITOHEHTIB, a TAaKOXX IHTerpaliiHi TECTH, K1
OLIIHIOIOTh IPOAYKTHUBHICTh Mozenen
MaIIMHHOTO HaBYaHHS 3a HabopoM
MOTIepeIHbO BU3HAYEHUX METPHK.

Al-mnardopma, sk mporpamHo-anaparHe
pIllIEHHS Ui 3aJa4d IITYYHOTO IHTENEKTY,
BHUMarae po3po0ku okpemoi mozeni ML, sika 3a
CBOEID  CYITIO €  EKCIePUMEHTAJIHHOIO.
TunoBuit poGounii mpouec po3poOku Mozeni
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MAIIMHHOTO HaBYaHHs IMMOYMHAETHCS 31 300py
JMONaTKOBO1  iHGopMmallii mpo  JaHi Ta
nocraBiieHe 3aaaHHsA. [lani  HeoOXimHO
npoananizyBatu (Exploratory Data Analysis
(EDA)), ounctutu Ta nomnepeaHbo oOpoOUTH
(IKUHIDHHT Ta BUAUICHHS O3HAK), 100
BUJUIUTA OCHOBHI O3HAaKW 3 CHUPUX JaHUX.
[Ticns uporo dopmyerbess HaOlp MaHHUX IS
HaBYaHHS, TECTYBaHHA Ta Bepudikarii [13].

[Migxig no peanizanii MLOps koHBeepa st
Al-ttatdopmu nepenbavae 6araTocTyrneHeBUn
mpoiiec, 10 3abe3neuye BaJTAILIIO,
TECTyBaHHA Ta iHTerpauiro Al KOMIOHEHTIB.
Etanu cninyroTh 0MH 32 OJIHUM, YTBOPIOIOYH
OutpIMil KoHBeep, sikuil HasuBaeTbest CI/CD.
Crioci6 BK/IIOYa€e HACTYIHI €TaIu:

1. besnepepBna inTerpamis (CI) - me
MpakTUKa I1HTerpalii 3MiH KOJy B ICHYIOUY
KOJIOBY 0a3y TaKMM YHHOM, 00 OyIb-sKi
KOH(MIIKTH MDK PIBHUMH 3MIHaMHU KOy,
3poOICHUMH pO3pOOHUKAMH, IIBUTKO
BUABIITUCS 1 BupimyBanucsa [2]. OcCKUIbKH
¢a3u rmraHyBaHHS Ta KOJIYBaHHSI BUKOHYIOTHCS
no0 ¢da3m moOymoBH, iX MOKHA BBaXKaTu
MOB'sI3aHUMU 3 O€3MEPEePBHOI0 IHTErPAIIIETO.
[Tin wac BukoHnanus ¢a3u Cl, TOTYyIOTbCS HOBI1
3MIHK KOJy JI0 pO3TrOpTaHHs, TOMY L
IpaKkTHKa Mae Oe3rnocepenHe 3HAYeHHS JUIsS
MIIBUIIEHHS ©()EKTUBHOCTI PO3TOPTaHHS 3
TOYKH 30py SKOCTI Ta KOPEKTHOIO BUKOHAHHS
KOY.

1.1. Ha eram ImiarotoBKu 3OIACHIOETHCS
KOMIUICKCHE TECTYBaHHS BHUXIIHOTO KOAY
MaIIMHHOTO HaBYaHHS, BKJIIOUYAIOYHN
CUHTAKCUYHUN aHali3, EPEeBIPKY TUIIB JTaHUX
(ceMaHTUYHHMI  aHami3), OILIHKY METPHUK
MPOIYKTUBHOCTI MOJIETI. [TnaTdopma
nepeBips€e  BIAMOBITHICTE  KOAOBOI  0asm
BCTAHOBJICHUM CTaHJapPTaM SIKOCTI Ta BUMOTaM
apxiTekTypHoi cymicHocTi. Paza 30ipku Ta
TECTyBaHHA € KoMmoHeHTamu DevOps, ski
OepyThb ydacTh y Oe3nepepBHii iHTerpaiii,

OCKLIBKH KOJKHA ¢bikcarris KOJly
CYIIPOBOIKYETHCS aBTOMATH30BaHOIO
reHepaliero KOY 3 IO JAIBIITUM

aBTOMAaTH30BAHUM TE€CTYBAaHHSIM.

1.2. HactynHuM erarnoM KOHBEepa €
KOHTeHepu3allis Ta 130141115
00YHCITIOBAIILHOTO cepeioBUINa 3
BUKOPUCTAHHAM TEXHOJIOTIH $SK, HANpUKIAJ,
Docker. Jlanuit eran 3abe3neuye yHidikoBaHe

21



Information technologies

posroptanHs AI-KOMIIOHEHTIB 3 BHCOKHM
pIBHEM MacCIITa0OBaHOCTI,

THYYKOCT1 Ta BigMoBocTidkocTi. [liaxig Ha
OCHOBI KOHETeITHepHu3allii 103B0JIsI€ €PEKTUBHO
po3ropTatd HOBI iTeparlii MoJaemi, NIBUKIKO
BHOCHTH 3MiHH 3 3QJIC)KHOCTSIMU B TIPOTPaMHIi
qacTUHI  Ta  e(EeKTHBHO cerperyBaru
MPOrpaMHy YacTHHY, sKa BiamoBimae 3a Al
MOJIeNb BiJ MOJYJTIB KOMYHIKamii 3 IHIIUMHU
cepBicamu 1mIaTGOPMHU Ta KOPUCTYBAYaMHU.

2. besnepepBHa nocraBka (CD) Bkitodae B
cebe a3y BHpoBajKeHHS (penidy) Koxdy, il

MeTa - TpUMarud JI0JIaTOK TOTOBUM JI0
PO3rOpTaHHS y BUPOOHHUYOMY CEpPEIOBMILI.
besnepepBHe  pO3rOpTaHHS  BUKOHYETHCS
Mi3HIIIE, OCKUIbKM  BOHO  aBTOMAaTH3YeE
PO3ropTaHHA MpOrpaMHo1 YaCTHHHU
mwiargopmu.  SKimo Monenb  HEAOCTYIHA,
BHUpOOHMYA  Bepciss  Oyame  po3ropHyTa

KOPHUCTYBa4eM BPYUHY.

2.1. Ilepmum etanom koHBeepy CD € eram
KOMIUISLIT AUCTpUOYyTHBY, W10, B paMKax
TAHOTO JOCITIKEHHS, nepeabdayae
TpaHchopMaIliro BUXiTHOTO KOy B apTe(akTh
posropraHHs. PeanizyeTbcsi KOHTEHHepHU3aIlis
KOMIIOHEHTIB 3 BUKOPUCTAaHHSM Cy4acCHUX
TEXHOJIOTIYHUX TMIIXOMIB BIpTyamizamii Ta
130711111 OOYMCITIOBAIBHOTO  CEpeIOBHUIIIA.
Texnonorii Taki sk Kubernetes Moxyrb OyTH
BUKOPHUCTAHI Ha [IbOMY €Talli JUIsi CTBOPEHHS
CEepeOBHINl I TECTyBaHHsS, Bamigamii Ta
BUKOpHUCTaHHS Al-momerni.

MeXaHi3MH HapalieIbHOT0 PO3TOPTAHHS Ta HII
CTpaTerii  HampaBlieHI Ha  NPUCKOPEHHS
PO3TrOpTaHHs Ta Mirpamii YaCTHHHA IPOTPAMHUX
KOMIIOHEHTIB JJIs1 BIIMOBOCTIHKOCT1 CHCTEMHU.
2.3. 3aBepiIaIbHUM €TarioM € (TTOCTIHHMIA)
MOHITOPHUHT Ta 30ip aHAJIITHKHA BUKOPUCTAHHS

BIpOBapKeHOi  matgopmu.  Peamizyernest
Oe3mepepBHE  JIIarHOCTYBaHHS — IapaMeTPiB
IPOAYKTUBHOCTI,  aKyMyJSlis  CHCTEMHHUX
METPUK Ta pEai3yeTbCs aBTOMAaTU30BaHA
peakiiis Ha MOTEHIIIH nesiarii
(GyHKIIOHYBaHHS 1HpopMaIiitHOT
1HQPACTPYKTYPH. ITig JeBlalisiMu

pPO3yMIIOTHCSI BIIMOBHU $K amapaTtHoro abo
nporpamHoro piBHsA. Crpaterii BIIHOBIEHHS
Mpare3laTHOCTI CHUCTEMH BKIIIOYAOTH a0o
MOBHE, a00 YacTKOBE BUKOHAHHS KOHBEEPY,
JUTSI BITHOBJICHHS TIPAIie31aTHOCTI.

HasBHMiIT muisix BiI OTpUMaHHS HOBOI
iteparii mogeni B MLOps 1mo momanmbiioro
po3ropraHHs nokazanuii Ha Puc. 1. Mogens,
dKa TpoHIIa TEecT Ha TOYHICTD B ILBOMY
MpoLEeCi, HAJICHIAEThCS MEHeIKepy Mojenei
pa3oM 3 BIAMOBIIHUM TecTOBUM 3BiToM. [1[00
edekTuBHO MOOyayBaTH 1HGPACTPYKTYPY Mif
JMONAaTKW,  SIKI ~ 3aCTOCOBYIOTh  IITYYHHIl
IHTEJICKT, HEOOXIIHO BpaxoBYBaTH pI3HI
dakTopH, sIKk BUOIp MPaBIIBHUX IHCTPYMEHTIB 1
TeXHOJIOT1H. Bubip npaBUJIbHUX IHCTPYMEHTIB
1 TEXHOJIOTI TAaKOXX Ma€ Ba)IIMBE 3HAYCHHS

} SR

Deliver build to
environment

Deploy to the
environment

Puc. 1. Erariu CI/CD xonBeepa

2.2. HactynHuM eramoMm € poO3ropTaHH,

SAKE peaﬂi3yeTbc;I qepe3 CTpaTeFiIO
iHerMeHTaJ'ILHO.f OHOBIJICHHA, 110 nepez[6atla€
IIOCTAITHC PO3ropTaHHs OHOBJICHHUX

KOHTelHepiB (apTedakriB) i3 3abe3nedeHHsIM
HENepepBHOCTI ONepaliifHuX MpoI1eciB, TOOTO,
MiJi Yac OHOBJEHHS MPOTrPaMHOI YaCTHHH,
atgopMa Mae 30epiraTi mpane3JaTHUi CTaH.
Ha npomy etami MOXYTb BHKOPHUCTOBYIOTBHCS

22

uis 1oOyJOBM MaciITaboBaHOI Ta THYYKOI
IHPPaCTpyKTypu [UIsl poOOUYMX HaBaHTAXKEHb
III.

Etan po3ropraHHs 1 MOHITOPUHTY €
¢inansHuM etanoM nurixy MLOps. Ha nipomy
eTari po3poOHUKHU MPOrPaMHOTo 3a0e3eyeHHs
IHTErpyIOTh NEpPEeBIpeHi MOJeNi y BiANOBiIHI
JoJaTku 1 3a0e3nedyroTh CTaOUIbHICTh BCiel
npukiaaHoi peanizanii mwiatpopmu. OCKiIbKU
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Ha [IbOMY €Talli iHTerpaiii MOXXHa OTpUMAaTh
pi3HI acmeKTu pimeHb i KoHQIrypaiiii BCboro
KOHBeepa, imkeHepu MLOps  moBuHHI
3MiiicHIOBaTH  Oe3nepepBHUI  MOHITOPUHT
MO/IeJi, BChOTO JIOJATKY 1 CHOKUBAHHUX JIAHUX.
[34] Inmy posb Ha IIBOMY €Tami po3ropTaHHS
iHQpacTpyKTypu Bimirpae iHXKeHep, SKUiH
BIJINIOBIIa€ 3a TMPOBEICHHS, TMOOYIOBY Ta
TECTYBaHHs poOOUYOT CHUCTEMHU.

HaBuena wmozaenb  po3ropraeTscs IS
BUKOPUCTAHHSI 30BHINIHIMH KOPUCTyBayaMH,
3a  JOTMIOMOTOK  piBHUX  migxoniB. /JIBa
HaWTMOIIUPEHINI MAXOAU - € «MOJENb SIK
rmociyray Ta «BOyIOBaHAa MOJENb». Y MoJenl
SIK CEpBICI MOJIeTb TPEACTABJICHA y BUTJIAII
kinieBux To4ok API Representational State
Transfer (REST), To6T0 Moaens po3ropraeThest
Ha BeO-cepBepi, 00 BOHA MOTJIa B3a€EMOTISITH
yepe3 REST API, i 6yap-sika mporpaMa moruia
B3aemoisiT 3 Al-tutardopmoro, nepenaroyun
BXigHI AaHi 4epe3 Buximk API. Beb-cepsep
MOXK€ MpaloBaTH JOKaJIbHO abo B XxMapi. 3
iHImoro OoKy, Yy BHUIAAKy «BOymoBaHOT
MOJIeNl», MOJEb YIAKOBYEThCA B IpoOrpamy,
sgKa TOTIM myOmikyerbcs. lleit  BapiaHT

MOTOKY JAaHUX Ha OCHOBI PO3TJISHYTOTO

KOHBEEPY, 3  MOXIIUBICTIO  TOCTIHOTO
OHOBJICHHS IaHUX.
AmnaparHa YacTUHA wiaThopmMu

peaizyeThcs 3a gornomoroto noeananns Cloud
texHoJoriii Ta Edge (BOynoBaHHX) IpUCTPOIB.
OCHOBOIO TakOi CHCTEMH € TOIIOJIOTiS, BOHA
TMKTY€E, (DaKTUIHO, STKUM YUHOM B3AEMOJIIIOTH
BY3JIM  CHUCTeMHU. lepapxiuHa CTpyKTypa
TOTIOJIOTIi JIepeBa MiAXOIUTH Ui CTBOPEHHS
ribpuaHoi cucremu 13 3actocyBanHsaM Cloud ta
Edge Ttexnonorii. Tomosoriss JBIHKOBOTO
JnepeBa € OnHIE 3 (yHJaMEHTaJIbHHUX
CTPYKTYp y Teopli alnropuTtmiB, rpadis,
CTATUCTHUIIl Ta IHIIUX KOMIT IOTEPHUX HayK.
Jlnsa OGiHapHOTO JepeBa, KOXKEH BY30J MOXKe
MaTH He Oulbllle JBOX JOYIpHIX BY3IIB,
BIJOMUX SIK JIIBUHM 1 IIPaBHiA, sIKI B CBOIO YEPTy
MOXKYTh TakoK OyTHM BHYTPIIIHIMU BY3JIaMH
a00 JTHUCTAMHU.

OCHOBHHMM HEAOJIKOM OIHapHOTO JepeBa €
BIJTHOCHO HHM3bKa BIIMOBOCTIHKICTh, KOJIU TIPH
OJHIA BIIMOBI, MOXJIMBE (DAKTUUHE PO3OUTTS
TOTOJIOTIT Ha NIB1 YacTUHH. BupimeHHsM 1iei
npoOJeMH € BUKOPHCTAHHS  JI0JaTKOBHMX

D(n,K) =k-D(n—1,k) + (=) * (k—1) - D(n — 1,k — 1)

BUKOPHUCTAHHS € TIPAKTUYHUM, KOJH MOJEIh
po3ropraeTbcsi Ha nepupepiiHOMY TPUCTPOI.
[ToTpiOHO 3ayBaKUTH, IO CTIOCIO PO3TOPTAHHS
Al 3amaui Ha TIaTdOPMI 3aJEKUTH BiJl BHIY
B3a€EMOJii  KIHIICBOTO  KOpHCTyBada 3
1aTOpMoOI0, B BHUIIAAKY, OCAHOMY B JaHii
po0oTi, mepemdavyacTbCcsi caMe MOJEIb 5K

CEpBIC.
besnepepBuuii MOHITOPHHT BCi€el
wiarGopMu  HA ~ METPUKH,  HANPHKIA],

IPOJIYKTUBHOCTI MOJIEIi Ta JOJATKY, a TaKOX
CTaHy IHQpacTpyKTypu Ta JaHHUX, IO
BUKOPHCTOBYIOTBCSI ~ MOJEJUIIO,  €OCHOBOIO
Ha/IHHOTO TMPOJYKTY MAIIMHHOTO HaBYaHHS.
30ceperKyIouiCh Ha BIICTEXKEHH1 JaHUX Yepe3
KOHBEEPHI onepallii, 6a31 JaHUX JIOT1B MOXKYTh
JOTIOMOT'TH KepyBaTH 1 MIITPUMYBATH 3B'SI30K
MDK JJAHUMH 1 OB’ Ia3HUMHM 3 HUMU MOJETISIMH.
3BOpOTHIN 3B’S30K, B JaHOMY BUMAJKY, I'pae
KJIIOYOBY pPOJIb Y BCTAHOBJIEHHI MOCTIHOTO
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NeOpyHHIBCHKUX 3B s3KiB. J[0aTKOB1 3B’SI3KH
OyIyIOThCS 32 HACTYITHOK (hOPMOIO:
ne D(n,k) - uucno ebpyitna, S(n,k) - uucio
CrepiiHra apyroro poay, n - KUIBKICTh
enemeHTiB, k - kwuibkicTh mwmkiaiB, (k/j) -
O6iHoMmiabHUI KoedimieHT "k mo j" (KUIBKICTH
crocob6iB  BuOpatu j enemeHTiB 3 k 0e3
ypaxyBaHHA  TMOPSAKY), a (-I)m -
JIbTEPHATYIOYA CyMa.

OTxe, mepinii TECT Ma€ Ha METI MEePEBIPKY
HIBUJIKOCTI PO3rOPTaHHS CHCTEMH ISl PI3HUX

3Ha4eHb  KUIbKOCTI  BY31iB.  OTpuMaHHA
pe3yibTaTiB  JI03BOJIUTH  IPOAHAJI3yBaTH
YacoBY  XapaKTepUCTUKYy miaTdopmu, ii

3IaTHICTh OOPOOIATH 3alUTH MPU 30UTbIIEHH]
KUIBKOCTI TPHUCTPOiB, 1 Mpo e(PeKTUBHICTh
MaciTaOyBaHHs 3 BUKOPUCTAHHAM
3aMpONOBAHOTO METOTY.
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Tadauus 1
UYac posropranHs miatGopMu B 3aJIe)KHOCTI Bifl KITbKOCTI BY3TIiB

KinbkicTh npuctpois UYac posropranHs
3 925.45 cexynam
7 977.08 cexynau
15 1122.28 cexynau
31 1222.31 cexynau
63 1359.14 cexynau

»

II
Il

ues
i ElillE

Puc. 2. Cxema apXiTeKTypHu nnaTq)opMH Ha OCHOBI JiepeBa 3 JeOpyiHIBChKUMU 3B’ I3KaMH

é

Yac po3ropTaHHA

1600
1400
1200

1000
800
600
400
200
0

3 7 15 31 63

Puc. 3. I'padix yacy pozroprants miathopMu B 3aI€KHOCTI BiJl KUTBKOCTI BY3I1iB
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Bubip TeXHOJOTIYHOTO CTEKY Il TECTOBOI
CUCTEMH € BQXJIUBUM €TallOM PO3POOKHU
nporpamuoi yactuau Al miardopmu, OCKiTbKU
B 3aJEKHOCTI Big O0OpaHOTO MPOTPAMHOTO
3a0e3neueHHss Ta  OIONMIOTEK,  MOXYTh
HAKJIaJaTUCh JIOJAaTKOBI OOMEXEHHS MI0J0
PO3po0OKH TECTOBOi  MPOTPaMH. Jtst
(YHKIIIOHATPHOTO  BUKOHAHHS  OUTBIIOCTI
BuMmor na0 Al-mimardpopmu, 3o0kpema API,
3aBASAKM  SIKOMY MOXHa  (opmanizyBaTh
KOMYHIKAI[ll0 3  IHIIUMHU  OPHUCTPOSIMH,
yOpaBiiHHS Ta JoryBaHHs wmojeni Al
BUKOHY€eTbC uepe3 MoBy Python. Python

Ha0yB  MOMYyJSPHOCTI  3aBASKU  CBOEMY
MIPOCTOMY CHHTAaKCHUCY, IHTEPHPETOBAHOCTI,
iy TI03BOJIUIIO JIETKO BIIPOBA/IUTU

KOMIIOHEHTHUI MiIXiJ Ta po3pOOHTH MIUPOKY
HU3KY O10MiOTeK [UIi BHUKOHAHHS pPI3HUX
¢byHKIiH, B TOMY YHCIi, po3poOku Al.

Hpyruii Tect mNoOB’S3aHUW 3 BHUKOHAHHAM
TECTYBaHHSA  HABAaHTWKEHHSI  IUIAPTOPMHU
BEJIMKOI0 KUIBKICTIO 3amuTiB. 3aCTOCYBaHHS
tectyBanHs APl Al-turarpopmu  mo3Bostsie
MIATBEpIUTH i 3JaTHICTH 10 €QEKTUBHOI
po0OTH y peasIbHUX YMOBaX, KOJIA OUIbIIE HIK
OJIMH BY30J poOUTH 3amuT, 1 3abe3neuye
NeBHUH  pIBEHb  MacliTabOBaHOCTI  Ta
BimMoBocTiiiKocTl. Koxen motik poouts 100
3alMTIB Ha Miuatgopmy. XapakTepUCTUKAMU,
AK1 OyAyTh JNOCHIIKYBaTHCh, € CEpeAHIA yac
BIIMOBII, MaKCHMaJIbHUM, MIHIMAJIbHUMA dac,
99-nii mepceHTHIIh Ta CTAaHAAPTHE BIIXHICHHS.

Taoaunga 2.

YacoBi xapaKTepUCTUKH M1a(TOPMHU M1/l Yac TECTyBaHHS HABaHTA>KEHHS

Tavg Tmax Tog | Tmin ‘ SD [Toroku
MobileNet
931.61 13872.96 | 839.44 42.34 1846.33 1
964.92 13776.17 | 948.56 43.05 1855.14 2
1011.02 11369.37 1008.52 | 43.75 | 2068.31 5
1302.33 15227.99 1198.00 | 45.87 2640.26 10
1535.48 29263.55 1660.89 | 47.99 | 3415.72 25
MobileNet Raspberry Pl Tree-Debrujin (2 crymius)

2525 47039 1653.98 | 63.517 4010.7 1
2034.1 18519 2458.57 | 59.989 4346.4 2
2518.8 27836 3252.11 | 62.106 5607.8 5
3817.9 46181 3882.75 | 64.929 8098.7 10
4310.1 73512 4861.06 | 66.623 9674.8 25

MobileNet Raspberry Pl Tree-Debrujin (2 ctynins, 2 Bopkepn)
513.59 13679.38 401.73 42.34 1035.63 1
532.18 13776.17 560.62 42.34 1060.80 2
605.79 11175.8 491.67 43.76 1066.26 5
857.04 10853.17 896.40 48.69 1461.96 10
879.48 15617.72 915.23 46.86 1695.69 25
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B Tabn. 2 mpencraBneHi pe3yiabTaTH
JPYroro TeCTy Ha HABAHTAXKEHHS IUIAT(POPMH.
[lin 4Yac BHUKOHAHHS TECTYBaHHS CHCTEMa
mpamioBaga 0e3  BigMOB 1 He  OyIno
NepeHaCHYCHHS YepTH 3a1aui, He3BaKAI0un Ha
JOCHUTB BEITUKUIH 00’ €M BXiTHOTO TpadiKy, mI0
MOSICHIOETHCSI BAOOPOM TPOTPaMHOTO CTEKY. 3
pe3yabTaTiB BH/JIHO, 111(0) 3aJTy4CHHS
JIOJAaTKOBUX BY3JIB JO CHCTEeMH 3HAYHO
3HIDKYE CEpeTHIN Jac BiOBIII.

Ha Puc. 4 naBezneHi rpagiku TecTyBaHHS
HABaHTAKECHHS Al-tnatdopmu 3
3acTocyBaHHsAM Bif 1 10 3 mpucTpoiB, ABa 3
SIKUX MICTSTh KOHTeHHepu30BaHi Al-mozerni, a

MaxkcuMaIibHUI Yac BIAMOBIIL

50000
40000

30000
20000 /
10000 ——

5 10 25

1 2

o= | puctpiii 2 BopKepa =====2 npuctpoi 1 Bopkep

2 mpucTpoi 2 Bopkepa

SD

4000
3000
2000

1000

1 2 5 10 25

e | [pucTpiii 2 BopKepa =====2 npucTpoi | Bopkep

2 npuctpoi 2 Bopkepa

TaKOX BY30J-arperarop, sKuii 3abe3rneuye
OanaHCyBaHHS HaBaHTa)XEHHS MDK HUMHU. Lle
JO3BOJISIE 3MCHIIMTH 3aTPUMKU A  d9ac
00poOKHM 3amuTiB Ta MIABULIMTU 3arajbHy
POAYKTUBHICTh CHCTEMH, 3aBIISIKU
onTuMi3amii  po3MOATy OOYMCIIOBATBHUX
pecypciB Mix By3namu 1uiatdopmu. ['padiku
BiZOOpakaroTh TMHAMIKY IIBUJIKOCTI
pearyBaHHs wiatopmu, a TaKOXK
BiTOOpaKaloTh B3aEMOJII0 MK BOPKEpaMH Ta
KOHTEWHEpaMH MoJieNeld, M0 JEeMOHCTPYE
MOJKJIUBOCTI JaHOI apXITEeKTypd B YMOBax
pearbHOTO HAaBaHTAKECHHSI.

Cepenniit yac BIATOBI1
2000

1500 ;
1000

500

1 2 3 4 5

= | npuctpiii 2 Bopkepa =====2 npuctpoi 1 Bopkep

2 mpucTpoi 2 Bopkepa

99uii nepceHTHIIb
4000

3000
2000

1000

1 2 5 10 25

= | npuCTpiii 2 BopKepa =====2 mpuctpoi 1 Bopkep

2 mpucTpoi 2 Bopkepa

Puc. 4. IlopiBHsIbHI rpadiku XapaKTEPUCTUK TECTYBAHHS CUCTEMH HA HABaHTaKCHHS
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BUCHOBKU

byno nmocmimxeno meromonrito MLOps i
JIOBEJICHO, IO 11 3aCTOCYBaHHS JO3BOJISIE
CTBOpHTH €(eKTUBHUI cHocid po3ropTraHHs
Al-tutatgopm. Jlana mnardopma nependadae
ABTOMATH3AI[IF0 Ta MOHITOPUHT KOXKHOTO
eTary, BKJIIOYAIOYH 30ip JaHUX,
MEPETBOPEHHS, HAaBYAHHS, BIPOBA/DKEHHS Ta
NPEJCTAaBICHHA  PE3ylbTaTiB  KIHIEBOMY
KopucTyBaueBi. besnepepBHa iHTerpaiis Ta
Oe3rnepepBHa JIOCTaBKa CIPUSIIOTH
eeKTUBHOMY po3ropraHHi miardgopmu. Etan
po3ropTaHHs 3a0e3nedye IHTErpaiiio Ta
CTaOUTBbHICTD MOl 3 MOCTIHUM
MOHITOPUHIOM.

TecTyBaHHST BHKOHAHO 3 BHKOPHUCTAHHSIM
YacOBMX METpUK. Y TaOnulli pe3yibTariB
MTOPIBHIOKOTHCS METPHKHU JUTS
3aMpPOTIOHOBAHOTO MIIX0TY, 30CePEKYIOIHChH
Ha YacOBUX XapaKTePUCTHKAX ILIATPOPMHU.
TecryBanus PO3TOpTaHHS iarhopmu
MoKa3ye, 110 MPU MacITabyBaHHI CHCTEMH, 3
3 10 63 By3JIiB 4ac pO3ropTaHHs 30UTHITYETHCS
numie Ha 433.69 cekyHIu, IO CBITYHTH MPO
3MaTHICTh TIaTGOPMU 70 MacHITaOyBaHHS.
TecryBaHHST HaBaHTaXEHHsSI [OKa3zye, IO
maatdopma mpaioe 6e3 BiIMOB, 32 YMOBH
HACHMYEHHS 4Yepru 3aluTiB 10 25 MOTOKIB
OJIHOYAaCHO, TMpU LBOMY  3aCTOCYBAHHS
JOJTATKOBUX BY3JIIB B TOMOJOTIl J03BOJIsIE
3MEHIIUTH CEPEIHIN Yac BIAMOBIAI CUCTEMHU.

3anponoHOBAaHUN  METOJI €  MEHII
CKJIQJIHUM, HDK HOT0 anbTepHATHBH, IPOTE BiH
€ OUTBII JIETKUM, TOMY NMOTpeOye MEHIIe Yyacy
Ha 30ipKy Ta nepexoHdirypaiiro micis 3001B.
s MIIBUINEHHSA e(hEeKTHBHOCTI
3aMpornoOHOBAHOTO iaxoay MOXYTh
3HaI0OUTHUCS T0JIATKOBI AOCTIIXKEHHS B ramy3i
onTuMizarii KOHTEHHEPIB, onruMizarii
mogeneit L1, a Takox MepekeBoi B3aeMO/Iii Ta
il aaMiHicTpyBaHHs. BaxnuBo 3a3HaYUTH, 1110
B peaTbHUX YMOBaX MOXYTh 3HAJOOUTHUCS
JIOJJaTKOBI1 KpOKH TSt MABUIIICHHS
BIZIMOBOCTIMKOCTI CUCTEMH Ta 30OUIbIIEHHS il
MOXXIJIMBOCTEH MacmTa0yBaHHs, 3a YMOBH
3MIHM TMPOTPaMHOTO CTeKy abo amapaTHoi
CKJIaJIOBOI.
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Method of deploying an ai platform using
MLOPS methodology

Volodymyr Rusinov

Abstract. The specifics of modern Al
applications require the development of a platform
that enables continuous support and rapid
reconfiguration.  Scientific and engineering
literature shows that the use of Machine Learning
Operations and Machine Learning Pipeline
(MLOps) methods when creating Al platforms for
embedded systems can increase the efficiency of
Al development and implementation. MLOps
allows you to automate the development, training,
and operation of machine learning models,
providing a quick response to changes in the
environment or input data. This helps to reduce the
time for deployment and maintenance of the
system as a whole.

To solve the problem of deploying an Al
platform, it is proposed to use a method based on a
hybrid Edge-Cloud architecture. This approach is
often used in the modern scientific literature and
finds application in various fields. The architecture
of the platform, based on hierarchical relationships
between the Edge and Cloud layers, dictates the
need to create a specialized approach to platform
deployment. The peculiarity of this architecture is
the use of embedded systems directly in Al tasks,
namely, pattern recognition. This approach allows
reconfiguring the platform, subject to updating the
Al model, thereby maintaining its performance and
correct task execution.

Given that the key is to balance the speed of
reconfiguration of such a platform with fault
tolerance, in order to measure the overall
performance of the system with a certain degree of
accuracy, we will introduce several metrics that
will help establish the parameters of the system and
compare it with alternative solutions. Deployment
of Al software should be accompanied by an
analysis of the target system. As part of this work,
a number of tests were conducted to quantify
system performance.

Keywords: artificial intelligence, MLOps, loT,
fault tolerance, computer networks.
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AHoTanisi. 3pocTaroua CKIagHICTh 1 MacmTad
3actocyBaHb mTy4HOro intenekry (LI), ocobmuso
B MalIMHHOMY HaBYaHHI Ta TTMOOKOMY HaBYaHHI,
BUMAaraloTh HaJIHHUX Ta e()EeKTUBHHUX PIllleHb IS
30epiranHs gaHux. Lle ocobiamBO akTyambHO MpH
po0OOTi 3 BETMKMMH Ha0OpaMHU JaHUX, sIKi 4acTo
JOCSITAlOTh COTEHb TepabalT, y pi3HOMaHITHUX
tdopmarax. Jlns maganas mopened LI mMoxyTh
OyTH BUKOpHUCTaHI pi3Hi opMaTh JaHWX, TAKUX SIK
BiZIeO Ta 300pakeHHs JUIsl 33/1a4 KOMIT'FOTEPHOrO
30py, WAV Ta IQ m1st paio Ta 3ByKOBUX CUTHAJIIB,
TEKCT JUId MOBHHUX Mogeneid. Y il crarTi
PO3MJISIA0THECA HAYKOBI MIAXOAM IO OpraHizarii
30epiranHs qanux it HapuaHHs L1 3 akieHToM Ha
epeKTHBHICT, Ta IOCTYHHICTh. Y cTarTi Oyme
PO3MJISIHYTO OCOOJIMBOCTI poboTH 3 (opmaraMu
maanx HDF5, WAV ta 1Q raw data, mpo
BUKOPHCTOBYIOTHCS JIJIsT 0OpOOKH pajlioCHTHAIIIB.

Kuarouosi caoBa: IIryunwmii imTenmext (ILI),
Mamunae HaBdanHs, [ mOoke maB4yanHs, Habopu
nmannx, 36epiranas mannx, HDF5, WAV, 1Q raw
data, Xmapre 30epiranHs, Po3momineni ¢aimosi
cuctemu, JlokameHe 30epiranusa, Ilmatdopmu
KepyBaHHS JIaHUMH, DBepcioHyBaHHS JIaHUX,
MacuraboBaHICTb, [TpoxyKTHBHICTB,
PizHomaniTHicTe nmanux, KoHcomigamis HaHHX,
SxicTs nanux, Bisyamizamist nannx, besneka nanux,
HDFView, lllapauar nannx, Ontumizamis Push-
down, KmonyBanus 6e3 komitoBanHsa, TTL (wac
xutTs),ETL  (BumoOyBaHHA,  TpaHCc]oOpMaIllis,
3aBaHTAXXEHHS), Karanorizaris, KepyBanus
MeTaIaHUMHU.

ITOCTAHOBKA ITPOBJIEMU

HITyyHuil IHTENEKT CTPIMKO PO3BUBAETHCH,
1110TO MOJIeNi CTAIOTh BCE OUTBIN CKIQAHUMHU Ta
MOTYXKHUMH. EQEeKTUBHICTP LHUX MoAenei
0e3mocepeIHbO 3aJISKUTH B1Jl IKOCTI Ta 00CATY
JAHWX, Ha SIKUX BOHU HaBYAIOTHCS.

30ip, opraHizailis Ta MiATOTOBKA JaHUX €
KPUTUYHO BaXJIMBHUMH €TalaMud B TPOIECi
po3po6ku I, i gocimkeHHs B it 00macTi

MOCTIHHO pO3BUBAIOTHCS. OOCATH TaHUX,
mo OepyTh y4yacThb Yy TIpoIleci HaBUYaHHS,
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3pOCTalOTh y  TE€OMETpUYHIM  mporpecii.
KepyBannss Ta opranizaiiss TakuX MacHBIB
JAHUX TIOTPEOYIOTH CIeIiali30BaHUX PIICHBb
AKl MOXYTb 3a0e3Me4YuTH ONEepaTUBHUH,
MOCTIMHUN Ta aBTOMATHU30BAHWM JIOCTYI [0
JTAHUX HaBYaHHS.

Awnanis OCTaHHIX IOCIIKEHD Ta
nyonikamiii. ®opmatr HDFS, #oro crpykrypa,
nepeBaru Ta crnocoom oopoOku onucani B [1] ta
[2]. LTi maTepiaTu osicHIOIOTH, ik HDF5 moxke
e(eKTUBHO BUKOPHCTOBYBATUCSA JUIs
30epiraHHsl ~ BEJIMKUX  Ha0OpiB  JaHUX,
BKJIFOYAIOYM JIaH1 PI3HMX THIIB, Ta SK IIEH
dopmar 3abesneuye ePpeKTUBHUN JOCTYH 0
JaHuX Ta ix 0O0poOky. IlpakTWyHi acrekTu
po6otu 3 HDF5, BKiIto9arouu iHCTpyMEHTH IS
neperysiny Ta penaryBanns HDFS aiinis, a
TaKOX CIOCOOM ONTUMI3allii 3amucy NaHuxX Y
neit ¢dopmar posrmsayti B [21], [22].
Buxopucranns dopmary mganux HDFS5 s
30epiraHHsi  CHEKTPOTrpaMHUX  JaHUX Ta
MOPIBHSAHHA WOTO 3 IHIMUMHU (opmaTamu,
takumu sk WAV ta sigMF, s 36epiranns 1Q
naHux mnoxaHo B [3]. Pi3ui pimieHHs amis
30epiranHss gaHux s HaByaHHs LI,
BKJITtO4aroun xmMapHi cepsicu (AWS S3, Google
Cloud Storage, Azure Blob Storage),
posnoaiieHi QaitnoBi cucremu (DFS) Ta
nokanpHi  pimeHHs  (SAN, NAS, JBOD)
po3risiaaoTees B [4], [6], [7] Ta [10]. B Hux
HABEJCHO aHali3 TepeBar Ta HEIOJIKIB
KO>KHOTO DIIICHHS, a TAKOX (DaKTOPH, SIK1 CIIiJ
BpaxoByBaTh  npu  Bubopi.  OO'ekTHO-
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opieHTOBaHI MeToaW 30epiraHHi JaHUX, iX
nepeBarn Ta BUKOPUCTaHHA B XMapHHX
cepenopumax omwcani B [11], [23]. B [24]
MOPIBHIOIOTHCS PO3MOAUICHI (DaliIoBi cuCTEMU
Ta posmoineHe 00'eKTHO-OpIEHTOBaHE
30epiraHus, BHJIUISTFOUN ix KITIOYOBI
BIIMIHHOCTI Ta BUIIAJIKH BUKOpHUCTaHHS. OrJIs
MOMYJISIPHUX PIlICHb JUIS 30€piraHHs BEJIMKHX
naanx, Bkmodaroun AWS S3, Google Cloud
Storage ta Azure Blob Storage [9]. Ormsng
maTdhopM YIpaBIiHHS JAHUMU JJI1 HaBUAHHS
I, Taxux sk Velotix, Databricks, DataRobot,
Google Cloud Al Platform, Azure Synapse
Analytics, IBM Watson Studio, Snowflake,
Amazon SageMaker, Dataiku ta Vast Data [5],
[12], [25], [26],[27] . BoHu OnUCYrOTH KITFOUOBI
(GyHKIIT KOXKHOT 3 TIaTGOpMH Ta BUIMAIKH X
BUKOPUCTaHHsS.  BaxnuBicTh  BepciiHOCTI
nmanux Juis  HaByanHs LI, omwmc pizHuxX
IHCTpyMEHTIB Ta Meroau BepciiiHocTi (DVC,
LakeFS, GitLFS), a Tako>x HallKpaIi MpaKTUKH
JUIS YIPaBIIIHHS BEPCIIMU JTAaHUX PO3IJISHYTI B
[8],[13], [14], [15], [28]. CTparerii ynpaBiaiHHS
BEJIMKUMHU HAa0OpaMU JTaHUX PO3TISHYTI B [7].

Cucremu Katayiorizailii JaHWX PO3TJSHYTI B
[29], [30], [31], [32], [33]

META CTATTI

Hanmatu BceOiuHMIA OTJIsAa Ta peKoMeHaail
1010 OpraHizalii 30epiraHHs BEIMKUX HAaOOPiB
JAHKX, SIKI BUKOPUCTOBYIOTBHCS ISl HaBYaHHS
mrygHoro iHtenekty (LLI), 3o0kpema B
KOHTEKCTI ~ MAaIIMHHOTO Ta  IJIMOOKOTO
HaBYaHHS, a TaKOX IHCTPYMEHTH  JUIs
e(heKTHBHOI opraHizallii 30epiranHs JaHuX, 110
CIPUSATHME IBUIICHHIO MPOIYKTHBHOCTI Ta
IHHOBAIIIH Y il ramysi.

Buxkian OCHOBHOTO Martepiainy
JOCTiKEHHs. Y MeXax JOCHiKeHb y cdepi

po3Mmi3HABaHHS  PaJAIOCUTHANIB  JaHi [
JOCTi/KEHb  30UpalOThCcsl 32 JIOTIOMOTOO
PI3HOMAaHITHUX TEeXHIYHUX 3ac00iB,

OpU3HAYEHUX A poboTu 3 pafio
CEpelIOBUIIEM, IO BKIIOYAIOTh B  cebe
panionpuiimaui, SDR (Software Defined Radio
- [porpamMHO-BH3HAYEHE pajio) MpuiiMadi,
CIEeKTpaJibHI aHaniizatopu, Tomo. JlaHi, 1m0
00pOOIAIOTHCS, MOXKYTh MPEJICTABIATH COO0I0
K oundpoBany XBUJIOBY bopmy
paniocursany, Tak 1 Hallp HOro 4acTOTHHUX

30

XapakTepucTuk y 4vaci. Takwii merox 300py
JAHUX TPOJYKYE 3HAYHI OOCSATH JaHUX, IO
MOJXKE€ JOCSTAaTH JECATKIB a00 HaBITh COTEHBb
TepabalT 3a KOPOTKHH MPOMDKOK uacy. s
OIIHKM MOJKJIMBUX OOCSTIB JJAaHUX MOXE OyTH
3acTOCOBaHA TeopeMa KoTtenpHrKOBa
(Haiikgicra-1llennona), 110 BHU3HAYaE
MIHIMQJIBHY 9aCTOTY AUCKPETH3AIIII.

Opnak, mpm  0oOpoOIi  curHamiB 3
0OMEKEHOI0 IMPUHOIO MPOITYCKAaHHS MOXKHA
3aCTOCOBYBATH HIKY1 YACTOTH JIMCKpPETU3AIll,
0 3HAYHO 3MEHInye obOcsru nanmx. [Ipore
nojasbiia oopoOKa, Taka sIKk BUJAJICHHS IIIyMiB
Ta BUIUICHHS O3HAK I HABYAHHS, MOXE
30UIBIIUTH 00CATH JaHMX Yy JEKUIbKa pasiB,
0co0JIMBO 3a YMOBH 3aCTOCYBaHHS
BEPCIOHYBaHHS JaHUX.

30ip maHWX 3 MpuiiMada BKJIIOYA€ KUIbKA
etaniB. CrioyaTKy cUpi JaH1 3alHUCYIOThCS Ha
JokanpHUKM  guck. [loTiM  mpoBOIUTHCS
ocToOpoOKa AJIsi OUMILIEHHS BT apTe(akTiB Ta
KOHBepTalis Yy BuOpanuii Qopmar. Jami
pEECTPYIOThCSI  METajaHi  Juid  3PY4HOIO
noctyny. Hacamkinens, o0poOieHi gaHi
CHHXPOHI3YIOTHCS 3 BIIJTAJICHUMHU CXOBHIIIAMHU
JUTSI Pe3E€PBHOTO KOMIIOBaHHS.

Bubip dopmary 30epiraHHs € BaKJIUBHM
€TaroM JIOCITIDKEHHS, TOMY B Me&XaxX poOOTH
o0pani popmaru HDF5, WAV Ta IQ raw data,
AK1 3a0e31evyIoTh ONTUMAJIbHE
CHIBBIIHOILIICHHS MDK MIPOIYKTUBHICTIO,
TOYHICTIO, CYMICHICTIO Ta 3pY4HICTIO poOOTH 13
3aMyucaHuMu 3pazkamu pasioCUTHAMTIB.
Posrnsinemo 3anpornonoBati ¢popMaru.

HDF5 — ne iepapxiunuii ¢opmMar HaHHX,
AKUM  100pe MAXOAUTh JUId KEepyBaHHS
BEJIMKUMH, CKJIQJHUMHU Ta PI3HOPITHUMU
JaHUMH, 10 YaCTO 3yCTPIYaloThCsA B poOOUYNX
HaBaHTakeHHsx Il [1]. Bim go3Bomse
30epiraTi pi3HI THUNH JaHUX, Takl 5K
300pa)KeHHs, YMCIOBI MacHBU Ta TEKCT, B
OJIHOMY ¢aitni, 30epiraroun YiTKY
opranidaniiiny  crpykrypy. ®aiin  HDFS5
MICTUTh METa/IaHi, IKi OMUCYIOTh JIaHi, 110 BiH
MICTUTh, IO TOJIETIIYE PO3YMIHHS Ta aHaji3
maHux 0Oe3 HeoOXimHOCTI IOKJIamaTHCs Ha
30BHIIITHI JDKEpeTia MOB’ A3aHNX MeTaanux [2].
HDF5 3abe3neuye edexkTuBHI omepaii
BBOAy/BUBOY (I/0) [1].

WAV (Waveform Audio File Format) — e
cTaHgapTHUM Qopmar aymio ¢aitmis. Llei
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(dopmaT MOKE 3aCTOCOBYETHCS /sl 30epiranHs
JaHWX  3pa3kiB  paxgiocurHaniB.  Yepes
HEMOXUIMBICTh 30epiraHHs JeTalbHOI MeTa
iHpopmanii, maHi B upomy  (opmari
noTpeOyloTh  JOJATKOBUX  3YCHJIb  JUIS
CYITPOBOJKCHHSI Ta OpTaHi3allil T0CTyIy.

IQ data mpencraBmsge cuH(pa3zHy ~Ta
KBaJ[paTyp-HY CKJIaJI0B1 CUTHAIY, (DIKCYIOUH SIK
aMILTITYy-1y, TaK 1 (ha3oBy iHdopmariiro [3]. Llei
TUN JaHuX npoaykKyersest SDR mpuitmauamu i
MO-ke O0yTr 00pobIIeHuit 6e3mocepeIHbO anro-
putmu 11, 1m0 MOXe 3MEHIIUTH 3arajibHi BH-
MOTH I IEPETBOPEHHS B IPOMBKHI (hOpMATH.
Opnak, sk 1 y Bunaaky ¢opmary WAV |
00poOka Benukux o0csriB [Q data moxke Oytu
CKJIQJHOIO0 uepe3 MOoro CKIAIHICTh 1 oOme-
KEHICTh 30epeKeHHS CYNpPOBOKYBAJIbHUX
TaHUX.

Buxopucrani ¢opmaru He mnepeadavaroTh
KOMIIPECII0 TaHUX T 9ac 300py Ta 0OpOoOKH.
ToMy o0csaru naHUX MOCTIMHO 3pPOCTAaTHUMYTb,
mo moTpedye MacmTabOBaHMX  CXOBHIIL.
MacurraboBaHICTh JI03BOJISIE IUIABHO
HapoIIyBaTH OOCSTH CXOBHIIA BIAMOBITHO /IO
noTped, 3abe3neuyroun Oe3nepediliHy poooTy
Ta JOCTYIHICTh JAHUX, [0 KPUTUYHO BAXKIIUBO
JUIsi  Oe3MepepBHOCTI MPOIECIB  aHANBY Ta
HaBYaHHS.

Tpanumiitai cuctemMu 30epiraHHs 4acTo
BAXKKO MacitadyBartu, 10 3HUXKYE
MPOAYKTUBHICTh 1 30imbmiye BuTpatu [4].

Hanpuknan, 3acrapini  cucTeMH  TPSMOTO
MIIKITOYEHHS CXOBHIII (DAS) MAaroTh
OOMEXEeHy  €MHICTh.  TakoX  CHCTeMH

MepekeBoro migkiaroueHHs cxoBunl (NAS)
MOXYTb ~ HE  3a0e3Me4YuTH  JOCTaTHHOI
MPOJIYKTUBHOCTI i1 BHCOKOHABaHTAXEHHX
3aBaanb HII.

OxpiM MacmTabOBaHOCTI, ICHYe KUIbKa
IHIITMX MPo0JIeM, SKi HEOOX1THO BHPIIITUTH TIPH
opranizamii 30epiraHHsi JaHUX ISl HAaBYaHHS
OI [4]. HaBuanwua LI wyacto BKIIOYaAE
OOYHMCIIOBAJILHO IHTEHCHBHI 3aBIaHHS, SKi
BHMAraloTh BUCOKOIIBUIKICHOTO MOCTYIY O
JaHWX, [0 TPHU3BOAUTH JIO 3aTPUMOK Y
HaBYaHHI Ta 30UTbIIEHHS Yacy OOpOOKH.
3acTOCYHKH LI BUKOPHUCTOBYIOTh
pPI3HOMAHITHI ~TUNHM  JaHUX, BKIIOYAIOYU
CTPYKTYpOBaHi Ta HECTPYKTYpOBaHi opmaTy,
Taki SIK TEKCT, 300pakeHHs, ay/lio Ta BiJeo.
Tpamumiitai cucremu 30epiraHHs, Taki SK
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pensiiiiHi  6a3W  JMaHWUX, TPU3HAYEHI IS

CTPYKTYpPOBaHHX  JaHUX, MOXYTh MaTH
TpyaHOIlI 3  e(EeKTUBHOI  OOpOOKOIO
PI3HOMAHITHOCTI.

Po3pisHeHi cxoBuIna, J1e JaHi PO3MOAUICH]
no piBHEUX cucremMax 1 (Qopmarax,
NEePEIIKO/DKaI0Th e(peKTUBHIN 00poOIi depe3
HEOOXITHICT, 00’€HAHHSA JTaHWX Ha KOXHIHA
itepanii. Came TOMy KOHCOJIIallisg TaHUX B
€IMHYy IaTGOpMy Ma€ BUPIMIATbHE 3HAYCHHS
JUIE  TIOKPalIeHHs JOCTYNHOCTI JaHUX Ta
onTtumizaiii pooounx nporecis 111 [7]. Benuki
Habopu TaHUX MOXYTh MICTUTH
HEY3rOPKEHOCT], TOMMJIKA Ta MPOMYIIEH]
3HayeHHA. lle HeraTMBHO BIUIMBAaE Ha
npoayktuBHicTh Mozeneit 11, Tomy kpuTuuHO
BXJIMBUMH € IHCTPYMEHTH AJIs Bajifamii Ta
BUIIPABJICHHS JTaHWUX. s BaJigarii
HaBYAIBHHUX JAHUX MOXKYThb OYTH 3aCTOCOBaHI
METOIH Bizyasizalii Ta aHaji3. AHaIi3 BEITUKHX
Ha0OPIB TaHUX YCKIAAHIOETHCS IXHIM 00CATOM
[7].

TpamuiiitHi MeToaW Bizyamizaiii MOXYThb
Oyt HeepekTUBHMMHU. ToMy Il OTpUMAaHHS
3MICTOBHOT iHbopmarrii moTpiOH1
crieniaiaizoBaHi METOIU Ta THCTPYMEHTH, TaKi
K BUOIpKa Ta arperyBaHHs.

Po3B'sizanHs  1ux  mpoOiieM  BUMAarae
BIIPOBA/DKEHHS ~ CydyaCHUX  pIllIeHb  JJIs
opraHizairii 1aHuX, SK1 CIIeIiaIbHO PO3pOOIICH1
JUTsl pobounx HaBaHTaxxeHb 1.

XMapHi pimeHHS s 30epiraHHs JaHUX
CTalOThb BCE OUIBII  TMOMYJISAPHUMH  JUISI
3acrocyBanb 11 3aBnsku ix MacmTaboBaHOCTI,
THYYKOCTI Ta €KOHOMIUHIN e(peKTUBHOCTI [6].
XMmapni npoBaiigepu, Taki sk AWS, GCP Tta
Azure, TpPOMOHYIOTH PI3HOMAHITHI MOCIYTH
30epiraHHs, aganToOBaHI J0 PI3HUX MHOTped 1
oromketiB. Hampukiian AWS npomnonye cepsic
S3 (Amazon Simple Storage Service) — ue
BUCOKOE(EKTUBHUM CepBIC 00'eKTHOTO
30epiraHHs, SKUA TMPOINOHYE Pi3HI KiIacu
30epiranHs AJis 3a0e3MeYeHHs] PiI3HUX Moenei
JOCTYIy Ta BUMOT J10 BapTocTi [9]. Hanpuknan,
S3 Standard migxoauTh Mg JaHUX, IO SIKHX
yacTo 3BepratoThes, Tomi sk S3  Glacier
NpU3HAYCHUN ISt JIOBIOCTPOKOBOTO
apxiByBaHHS JaHUX. S3 TaKOK O€3MEPEIIKOHO
IHTerpyeThes 3 HIUME cepBicamu AWS, 110
pobuth  #oro 3pydyHMM  BUOOpOM Ui
opramizaniii, $Kki BX€ BHKOPHCTOBYIOTh
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exocuctemy AWS. Kommanis Google nanae
cepBic Google Cloud Storage (GCS) mo mae
AQHAJIOTIYHI MOJKJIMBOCTI, 110 i S3, 3 aKIIEHTOM
Ha TICHY IHTerpamilo 3 IHIIMMH CcepBicaMu
Google Cloud [9]. Leii cepBic mponoHye pi3Hi
Kimacu  30epiraHHs, BKIodarounm —Standard,
Nearline, Coldline Ta Archive, 1o 103BoJIsIE
BHOpaTH HAWOUTBII EKOHOMIYHO BUTITHUI
BapiaHT pocrymy 1o nanux [10].

Kowmmanis Microsoft Hagae Azure Blob Storage
— 1IIe me oJHe MacmTaboBaHe Ta Oe3rneyHe
XMapHe pillleHHs A5 30epiraHHsi, MpU3HAuYEHE
TUTSt 00poOKHU BEJIUKHUX 00csITiB
HECTPYKTypoBaHuX JaHux [9]. Azure Blob
Storage miATpUMY€e HECTPYKTYpOBaHI THUIIU
JaHMX 1 IpoToHye Taki pyHKuii, sk Write Once,
Read Many (WORM) storage, 1100
3a0e3leUYnTH HE3MIHHICTh MaHuX I IlIei
BIJIMTOBITHOCTI Ta apXiBYBaHHS.

XMapHi TpoBalJepu TaKOX MPOMOHYIOTh
IHCTPYMEHTH Nepeaayl JaHuX JUIsl OJIeTeHHS
e(eKTHBHOTO TIEPEMIIICHHSI Ta 3aBaHTAKEHHS
naHux y xmapHe cxosuie [10]. Hampuxnan,
Storage Transfer Service Big Google no3Bosie
nepeaaBaTH BEIMKI OOCSITH JaHMX 3 PI3HUX
JDKEpel, BKIIOYAlOYM JIOKAJIbHE CXOBHIIE,
THIITNX XMapHHUX poBaiepiB Ta
3arajibHOJIOCTYIIHI HAa0OpHW HaHuX, y OakeTu
GCS.

OpHi€ro 3 KIIOYOBUX O0COOIMBOCTEH XMapHOTO
pPO3MIILIEHHS JaHUX € TaKOX JOCTYIHICTb
THYYKUX 1 MaciuTabOBaHUX OOYHMCIIOBAIBHUX
MOTYXKHOCTEH, SIKI MPOIMOHYIOTh MepepaxoBaHi
Bule mnposaiinepu. Lle no3Bossie peanizyBatu
KOHBEEpH 0OOPOOKH JTaHWX HA CTOPOHI CXOBHIIIA.
OnHak BaXJIMBO IMaM’SITaTH TPO MOTEHINHHI
npobsemMu  Oe3nekr Ta  KOHDIAEHIIHHOCTI
JaHUX, TOB’sA3aHi 3 XMapHUM 30epiraHHsaMm [6].
Xoua XMmapHi TMpoBalepu BIPOBAKYIOThH
HadiiiHl 3axoau Oe3leKH, BCe X HEOOX1THO
pETEeNbHO OIIHIOBAaTH KOHKPETHI MOTpedu Ta
BUOMpATH  BIANOBiIAHI 3aCO0M  KOHTPOJIIO
Oe3neku, Taki AK IMHUQPYBaHHSI Ta KOHTPOJb
JOCTYIY, 11100 3MEHIINUTH MOTSHLIIHI PU3UKH.

Xoua xMapHe 30epiraHHs MPOINOHYE 3PYUHICTb 1
MaciiTaboBaHICTh,  JOKaJdbHEe  30epiraHHs
3a0e3neyye Kpaluii KOHTPOIb Ta Oe3meKy
nanux [6]. Ile ™Moxxe OyTM BHpIIIATIBLHUM
(dakTopoM A BUMAJAKIB 13 KOH(IIEHIIHHUMUI
Ta KPUTUYHUMH JaHUMH, SKi HE MOKHA
30epiratu B XMapi.
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PosrnsinemMo pilieHHs JIOKaJIbHOTO 30epiraHHs
nmaaux. Mepexi 30epirannas ganux (SAN), 1o
3a0e31euyoTh BUCOKOIIBUIKICHUN JOCTYI 10
[EHTPaJII30BaHOTO CXOBHIA, IO POOHUTH iX
NPUIATHUMU JUISI JTOJIATKIB, SKi TOTPEOYIOTh
HU3BKOI 3aTpUMKH Ta BHUCOKOI IIPOIIYCKHOI
3maTHOCTI [6]. MepexeBi cuctemu 30epiranHs
manux (NAS): Cucremu NAS nponoHywoTh
MacmTaboBaHy €MHICTh 30epiraHHs Ta MEHIIY
CKJIQJIHICTh B ympaBiiHHi, HbK SAN [6]. Bonn
no0pe miaxonaaTh Juisl 30epiraHHs Ta OOMIHY
BEJTMKUMU 00CSITaMU HECTPYKTYPOBaHUX JTAHUX,
SKi 3a3BHYail BUKOPHUCTOBYIOTHCS B TIPOCKTaX
MI. JBOD (Just Bunch Of Disks), ue
€KOHOMIYHO €(EeKTUBHHMM CIOCI0 pO3MIMPUTH
€MHICTB 30epiraHHs NUIIXOM 0e3MoCepeTHbOTO
MIAKIIOYEHHS OKPEMHUX JKOPCTKUX JUCKIB J0
cepsepa [6]. JBOD mpomnoHye THYUYKICTh 3
TOYKH 30pY KOH(DIrypariii 30epiranss, aje Moxe
HE MaTu pO3MMPEHUX (PYyHKIIH, Ta BUMaratu
JMOJNATKOBUX  3yCWJIb  JUIA  MIATPUMAHHS
HaJIITHOTO 30epiraHHs Ta JOCTYIMHOCTI.
Posmonineni  ¢aiimoBi  cucremu  (DFS),
Hanpukiang Hadoop DFS [11], no3BossitoTh
e(eKkTUBHO 30epiraTH Ta KepyBaTH BEIUKHUMU
o0csiraMM  JTaHUX, PO3MOJUIAIOYM X MDK
OaraTbMa cepBepaMu, IO 3a0e3IMeYye BHUCOKY
MIBUJKICTh Ta JIOCTYIHICTh, OCOOJHMBO ISt
3aBJaHb, Ji¢ MOTpiOHA mapayelbHa 00poOKa
JaHUX. 3aBISKH 3JIaTHOCTI PO3AUIATH JaHI Ha
YaCTUHU Ta PO3MOJUISATH X MO PI3HUX BY3Jax
MOKJIUBO pealli3yBaTH pO3MIIIEHHS JaHHUX
HaWOIKYe abo 0e31mocepeIHbO Ha
crieniaigizoBaHomy obnagHanHi [11].

Oxkpim 30epiraHHs BETUKUX OO0 ’€MIB JaHUX
BapTO 3BEPHYTH YyBary Ha CIeliaii3oBaHi
pillieHHs AJis1 KepyBaHHS JaHUMU SIKi ICHYIOTh
HA PUHKY.

Po3rnssHeMo kinbka BiIOMHX KOMEPIIIHHUX
wiatropM KepyBaHHS [aHUMH, CIEI[iaJbHO
po3poOnenux st HaBuawHs LI,  sxi
MPOMOHYIOTh (PYHKIIII, 110 BUXOASTH 32 PAMKHU
npoctoro  30epiraHHs Ta momyky. Lli
mwiarGpopMu  HaNAOTh  IHCTPYMEHTH  JUIS
BEPCIOHYBaHHS JaHUX, KEPyBaHHSI MOJAETSMHU,
BIJICTE’)KEHHSI €KCIIEPUMEHTIB Ta KOJIEKTUBHOI
po0OOTH, ONTHUMI3YyIO4i BECh KUTTEBHHA LUKI
po3po6ku I,

Hageneni B Tabn. 1 miatdopmu MponoHyOTh
pi3Hi piBHI aBTOMAaTH3a1lil, MacIITaOOBaHOCTI Ta
MPOCTOTH BUKOPHUCTAHHSL. Hanpuknan,
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DataRobot 3ocepemkyerbest Ha AutoML, mo6
CIIPOCTUTH po3poOKy Mozeneit, Toi sk Dataiku
HArojomye Ha KOMaHAHIA CHiBIOpami B
JNOCTi/DKEHHI  JaHuxX. Bubip mnpaBuibHOL
w1aThOPMHU 3AJIEKHUTH Bifl KOHKPETHUX MOTPEO
npoekty Il Ta mocBimy KomMaHau 3 aHaIi3y
TaHUX.

Barato 3 1mx mnargopMm BKIIOYAIOTH
¢GyHKIIi A onTUMiZanii ynpaBiiHHS JaHUMU
Ta MPOTYKTUBHOCTI.

Taoauus 1.

Kiro4oBi XapakTepuCTHUKHU Ta MPHUKIIAANA 3aCTOCYBAHHS KOMEPIIMHUX M1aT(GopM opraHizamii Janux

Inardopma Karouosi ocodiuBocTi

IIpuxaaam 3acTocyBaHHA

Velotix Besnmeka pmanux Ha
KOHTPOJIb JJOCTYITY

ocuosi IIII, YpaBiHHs JIAaHUMH,

BIJTIOBIIHICTE, Oe3neyHuit
JIOCTYII IO TAaHUX

TensorFlow, AutoML

Databricks VidikoBaHa aHaTiTHYHA IAaThopMma, CTBOpeHHsI Ta  PO3TOPTAHHS
iHTerpamis  IITYYHOTO  iHTEJEKTY, Mojielell MalllMHHOTO HaBYaHHS,
KepyBaHHS BEJIMKOMACIITa0OHUMH JIOCITiPKEHHSI TaHUX
JaHIMH

DataRobot ABTOMAaTH30BaHE MAIllMHHE HAaBYaHHS IIpornoctuuna aHaJITHKa,
(AutoML), po3poOka Ta po3ropTaHHs OIL[IHKA  PH3HKIB,  BHSBJICHHSI
Mozeni axpaiicrea

Google Cloud Al Platform KommiekcHuii  Habip iHCTpYMEHTIB Po3pobka,  posropTaHHsi  Ta

MalIlMHHOT'O  HaB4YaHHA,

iHTerparis ymnpaeniHas ~ moxeino,  HIII,
KOMIT'FOTEpHUH 31p

na"ux Ha ocHosi 1111

Azure Synapse Analytics Benuki gafi Ta CXOBHINA JaHUX, aHAIII3 [HTerparisi 1aHUX, aHATITHKA Ta

MaIllMHHEC HaBYaHHA

IBM Watson Studio [Tigroroska JTAHUX, po3pobKa [poruosme MOJICITIOBAHHSI,
Mojenel, 3acrocyBaus NLP onTUMizamisi  00CIyroBYBaHHS
KJTIEHTIB
Snowflake XMapHe CXOBHWINE JAHWX, IHTETparlis OOMiH HaHMMH, AaHAIITHKA B
111, macimraboBaHui aHaAII3 JAaHUX pearpHOMY Yaci, CXOBHIIE JaHUX
Amazon SageMaker CrpomieHa po3poOKa Ta po3ropTaHHS CtBOpeHHs, HaBYaHHS Ta
MOZENl MAIIMHHOTO HABYAHHS posropranHs wmogmenen III 3
MiATPIMKOIO MacIITaOyBaHHS
Dataiku CriBmpars HaJl HAYKOBHMH OriHKa pU3HKiB, aHATI3 KITI€HTIB,
MIPOEKTAMH JAaHUX, IMIATOTOBKA JaHUX, 3am00iraHHs MIaXpanCcTBy

MOZCIIOBaHHA Ta PO3rOPTaAHHA

Vast Data MacmraboBana maThopmMa JaHUX, I rta TOmOOKe HaBYAHHI,
yHipiKOoBaHEe cxoBwHIIE, 0a3a JaHUX 1 BHCOKOTIPOIXYKTHBHI O0UHCIICHHS
00YHCIECHHS

Ontumizartiss  Push-down BukopucroBye
00YHCITIOBANIbHY MOTYKHICTh CXOBHIIA TAHUX
Ui eEeKTUBHOTO BHUKOHAHHS TEPETBOPEHB
nanux [12].
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3amicTh MepeMilIeHHs JaHUX JI0 OKPEMOTO
By3sia 00poOku, onTuMizaiis push-down
MEPEeHOCUTh OOpPOOKY Ha CTOPOHY CXOBHIIA
JMAHUX, 3MEHINYIOUU TEepeMillleHHs JaHuX Ta
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MIABUIIYIOYH  MPOIYKTHBHICTh.  (DYHKIIIA
"Time Machine" mo3Bosisie OTpUMAaTH JOCTYII
70 TOTMEPeTHIX BEpCiii JaHUX, CTBOPIOIOYHU
KOHTPOJBHI JKypHamu Ta 3a0e3meuyrodn
BiJIHOBJICHHS JaHuXx [12].

KnonyBanHs 0e3 KOIIOBaHHS JT0O3BOJISIE
CTBOPIOBAaTH Komii AaHWX 0e3 iX (i3U4HOTO
nyOJIFOBaHHS, 3MCHIIYIOYM BUTPATH Ha
30epiraHHsT Ta TPUCKOPIOIOYH  MPOIECH
po3poOKu Ta TecTyBaHHS [12].

[le omHUM  KIIOYOBUM  acCHEKTOM
opranizaiiii 30epiraHHsi JaHUX JJIs HaBYaHHS
I e BepcionyBaHHsI naHuX. BoHO 103BOISIE
BIJICTeXKYBaTH 3MIHHM B HalOOpax JaHHX, 3a
OTpeOH MOBEpTaTHCS /10 MONEepeaHIX Bepciid
Ta 3a0e3neuyBaTu BIITBOPIOBAHICTh
excriepumentis 31 LI [13]. TactpymenTtn
BepcioHyBaHHs naHuX, Taki gk DVC (Data
Version Control) Ta LakeFS, nanmatots
GyHKIIOHANBHICTh, MNOAIOHY a0 Git, g
yopaBmiHHS ~~ HabopamMu — gaHuX.  BoHm
JO03BOJIAIOTH CTBOPIOBATU TUIKH, (IKCYyBaTH
3MiHM Ta 00’€IHYBaTH Pi3Hi Bepcii nanux. Lle
3abe3neuye CTPYKTYpPOBaHUU Ta
KOHTPOJIbOBAHHI crocio BIICTEKEHHS
€BOJIIOLII JAaHUX MPOTATOM YChOTO MpOLECy
po3pooku III. BaxnauBo HOTPUMYBAaTHCh
MpaBWJIBHUX  MIOXOMIB Uil poboTH 3
BEpCIHOBAaHUMH JJAHUMHU ONTUCAHUMH B [ 14], 1€
JacTh 3MOTY YHHUKHYTH TUIIOBUX IMOMHJIOK Ta
OPUILIBUIIINTH  POOOTY 3 MPOEKTOM.
BepcionyBaHHSl 1aHUX HE TUIBKH IOKpaIlye
YOpaBIIHHSA JaHUMU, aje ¥ MiABUIIYE PIBEHb
cHiBIpari Ta BIJITBOPIOBAHOCTI B
nocnimkenusax I [13]. Bincrexytoun Bepcii
JaHUX Ta  TMapaMeTpu  EKCIIEPUMEHTIB,
JNOCTIIHUKH  MOXYTh  JUIUTUCS  CBOEIO
po0OOTOI0, BIATBOPIOBATH  pe3yAbTaTH Ta
CIOHUpATUCA Ha pPE3ylbTaTd OJIUH OJHOTO.
3HayH1 00’€MU JTaHUX SIKI IPUHAMAIOTh Y4acTh
B mnpoekTax I moTpeOyroTh ePeKTUBHUX
METO/IB JIOCTYNy JO JaHUX, OCKUIbKH
HIBUKICTh JOCTYMY O€3MocepeHbO BILTUBAE
Ha MBHUJAKICTh 1 IPOAYKTUBHICTh aJTOPUTMIB
I ta ix HaBuaHHsA [29]. IHCTpymMeHTamMu Ui
MOJIOJIAHHS CKJIQ/IHOIIIB YIPaBIiHHS TaHUMHU
s HaB4aHHs LI € BUKOpHCTaHHS KaTanoriB
naanx. LI mmardgopmu, Yacto JOMOBHEHI

MO>KJIMBOCTSIMH HITYYHOT'O IHTEJIEKTY,

3a0e3MeuyloTh IEHTpali30BaHe YIPaBIIiHHS

MeTaJlaHUMH, MOJIETHIYIOUU HOUIYK,
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pO3yMiHHS Ta BUKOpuUCTaHHA ngaHux [30].
KmtouoBi  ¢yHkmii  Takux ~— Karajoris
BKJIIOYAIOTh ~ ABTOMATH30BaHE  KEpYyBaHHS
METaJaHUMH, TEPEBIPKU SIKOCTI JaHHUX JUIA
HiATPUMKH XHBOT HAJIMHOCTI, IHCTPYMEHTH
JUISt 3a0e31eyeHHs YIIPaBIIiHHS Ta
BIJIMOBITHOCTI ~ HOPMATHUBHUM BHMOTaM,
¢GyHKIi s criBmpani MbK KOMaHIaMH, IO
NpPaIIoTh 3 JaHUMH Ta aBTOMAaTHU3aIll0 Ha
ocuoBi III/MO mns Takux 3aBaaHb, SK
TeryBaHHs Ta kinacudikarris [30].

PosrisiHemMo Kulbka MOMYJISIPHUX pIllIEHb
JUId  Katajorizamii JaHuX, fAKi HIMPOKO
BUKOPHUCTOBYIOTHCS VTS VIIPaBIIiHHS
HaOopaMu  JaHUX, TOpPHU3HAYCHUMHU IS
HaBuanHs mogeneit I, Atlan [32] Bimomuii
3aBASIKM CBOIM (DYHKIIISIM JJIsi CHIBIpall Ta
JOJAaTKOBUMU IHCTPYMEHTAaMH Ha OCHOBI
NITYYHOTO IHTEJEKTY, TAKUM SIK aBTOMATHYIHE
TETyBaHHS Ta CEMaHTHYHMM momyk [31].
Informatica Enterprise Data Catalog [33]
HaJa€ PpO3LIUpPEHI (YHKIIT MalIIMHHOTO
HaBYaHHS Ui TPOQUIIOBAaHHS Ta OYHIICHHS
MaHUX, a TaKOXX KOMIUIEKCHI MOXJIMBOCTI
ynpasmiaas gaaumu [34]. AWS Glue Data
Catalog [32] € BaxJIMBUM KOMIIOHEHTOM
ekocuctemun AWS, mo Hagae Oe3cepBepHE
CXOBHIIE METAaJaHUX 3  AaBTOMATUYHUM
BUSBIICHHSM CXEM Ta IHTErpalfi€lo 3 HIIUMHU
cepicamu AWS [36]. Google Cloud Dataplex
Catalog (panime Bimomuii sik Data Catalog)
[32] po3poOsienmit i Jerkoi iHTerpamii 3
cepicamu Google Cloud Ta mpomonye Taki
byHKII], SK  KEpyBaHHS  JaHUMH  Ta
MeTa/IaHiMU, a TaKoXK 1HTerpaniro 3 Vertex Al
Ta posumupeny aHamituky [37]. Alation Data
Catalog [32] € BU3HAHUM JiIEpOM y Talysl.
BuxopucToByrouM IITY4YHHH IHTENEKT Ta
maminHHe HaByaHHs Alation Data Catalog
COpONIYE BHUSABICHHSA JaHUX, TOKpAIIye
CHiIbHY po0OTy Ta 3abe3reuye yIpaBIiHHI
naHuMu [34]. Y Tabmumi 2 HaBeIeHI KIIFOYOB1
¢dbyHkuii mnatdopM Karanorizamii JaHUX A7
HaBuaHHs Mozaeneint 1111

BripoBapkeHHs 4iTKO BU3HAYEHOT cTpaTerii
30epiraHHss Ta KEpyBaHHS JaHUMH, sIKa
BpaxoBYe€ 30epexxeHHs, Oprasizariio,
BEpCIIOBaHHS Ta  KaTalloTi3alil0  JIaHUX
3a0e3neunTh ePEeKTUBHUN MpoIleC HaBYAHHS
HII 3 onTUManbHOI  NPOAYKTUBHICTIO,
MacIITa0OBaHICTIO Ta AOCTYITHICTIO.
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Taoaunuga 2.

KittouoBi ¢yHkirii Ta nepeBaru mardopm Kataiorizaiii JaHux

IInatdopma Karo4oBi ocodnuBocTi IIpukaaam 3acTocyBaHHA

Velotix Besnmexka gmamux Ha ocHoBi I, YmpapniHas JTAaHUMH,
KOHTPOJb TOCTYIY BiJIIOB1THICTb, Oe3neuHni

JOCTYII JI0 TAHUX

Databricks VYHidikoBaHa aHaNITHYHA TIAaThOpMa, CTBOpeHHSI Ta  pPO3TOpTaHHSA
IHTerpamiss  INTY4YHOTO  IHTEJEKTY, Mojienell MallMHHOTO HaBYaHHS,
KepyBaHHS BEJIMKOMACIITAOHUMHU JIOCITIJPKEHHS! TAHUX
JAHUMH

DataRobot ABTOMAaTH30BaHE MAIllMHHE HABYaHHS IIpornoctuuna aHaJITHKa,
(AutoML), po3poOka Ta po3ropTaHHs Ol[iHKA  PH3HKIB,  BHSBJICHHSI
Mozeni IIaxpancTa

Google Cloud Al Platform Kommiekcauit Habip iHCTpyMeHTIB Po3pobka,  posropraHHs — Ta

MAIIMHHOTO HABYAHHs, IHTErparlis

TensorFlow, AutoML

ymnpaeniHHs ~ moxemmo,  HIII,
KOMIT'FOTEpHUH 31p

Azure Synapse Analytics

Benuki gani ta CXOBHINA JaHUX, aHAITI3
na"ux Ha ocHosi 1111

Inrerpariss naHUX, aHAIITHKA Ta
MAalllMHHE HABYAHHS

IBM Watson Studio

[MigroroBka JIAHUX, po3podka
Mozenew, 3actocyBanHs NLP

IIporuozue MOJICIIOBAHHS,
onTUMizaiisi  00CIyroBYBaHHs
KITI€HTIB

Snowflake

XMapHe CXOBHIIE IaHUX, IHTErparlis
IIII, MmaciraboBaHMii aHATI3 JaHUX

OOMIH [aHMMH, aHAJIITHKa B
pearsHOMY Yaci, CXOBHIIE JAHMX

Amazon SageMaker

CoporeHa po3podka Ta po3ropTaHHS
MOZeJIi MAIIMHHOTO HaBYAHHS

CtBOpeHHs, HaBYAHHS Ta
posropranHs wmogenen III 3
i ITPUMKOIO MacIITabyBaHHS

Dataiku CriBmpars HaJl HAYKOBHMH OriHKa pU3HKiB, aHATI3 KITIE€HTIB,
MIPOEKTaMH JaHUX, MMIArOTOBKA JaHUX, 3amo00iraHHs MIaxpancTIBy
MOJIEITIOBAHHS Ta PO3TOPTAHHS

Vast Data MacmiraboBana Iiatopma JIaHUX, I rta rOEOOKe HaBYAHHI,

yHi(pikOBaHEe cxoBwHIIE, 0a3a JaHUX 1
00YHCIECHHS

BHCOKOIPOIYKTHBHI 00UHCIEHHS

BUCHOBOK

HaBuanns anroputmi HII Ta riamboxoro
HaBYaHHS BUMAarae 3Ha4HUX 00’€MIB BUXITHUX
JaHUX PI3HOMAHITHUX (opMariB, a TaKOX
CKJIQ/IHUX, 0araTopiBHEBUX  aJTOPUTMIB
0o0poOKkM T1MX JaHux. Taka CKJIATHICTh
notpedye 0coOIMBOI yBaru 10 oprasizaiii ux
JTaHuX, Mo Oyzxe BKiIoYaTH 30epekeHHs
BXIJIHUX JIaHUX, TAaHUX TOCTOOPOOKH,
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METaJaHUX Ta IHIIMX CYMYTHIX JaHUX, IO
OyAyTb CYNpOBOJKYBAaTH IpOLIEC HABYAHHS.
30epiranHss nmaHux i HauaHHs I 3
BEIMKMMHM  HabopamMHM  JIaHUX  BHMarae
KOMIUIEKCHOI cTparterii, sfika BpaxoBye pi3HI
daxkTopH, BKJIIOYAIOYM  MAacIITAOOBaHICTh,
MPOIYKTUBHICTh, PI3HOMAHITHICTH JaHUX Ta
cneundiui  popmatu  gaHMX.  XMapHe
30epiranHs, po3mnojiieHi (aiIoBi cuCTEMU Ta
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JIOKaNbHI ~ pIIIEHHS  MPOIOHYIOTH  Pi3Hi
NepeBaru 3ajie)KHO BiJl KOHKPETHHUX MOTPed
3actocyHky LII.

Hns motrpe6 waBwanns LI y cdepi
pO3IMi3HAaBaHHS CHUTHAJIB, IO BKIIOYAIOThH
HDF5, WAV ta IQ data, koMOiHaIIist XMapHOTO
30epiraHHs Ta IIaTGOpMHU KepyBaHHS TaHUMH,
nmo1i0HOT 10 THX, IO MepesiueHi B Tabmusax 1
Ta 2, MOXKe OyTH HAWOUIBII BIAMOBIIHUM Ta
ONTUMAIILHUM DIlICHHAM. XMapHe 30epiraHHs
3a0e3neyye MacmTabOBaHICTh Ta THYYKICTh
s oOpoOKM JaHuX, TOnAl SIK IIaTdopma
KEepYBaHHS JaHUMHU IPOMOHYE IHCTPYMEHTH
JUIsi  BEpPCIOHYBaHHs,  Kartajorizamii  Ta

e(heKTHBHOTO JIOCTYITY Io aHuX.
BepcionyBanus JTAaHUX 3abe3mneuye
BIITBOPIOBAHICTh,  BIACTEXKYE 3MIHH  Ta

JI03BOJIS€ TIOBEPTATUCA JI0 MOTIEPEHIX BEPCiH,
TOMl K METOJM KaTrajorizamii ONTUMI3yIOTh
MTONIYK JIaHUX Ta NPUCKOPIOrOTH HaBdaHHs LI1.
Bulip koHKpeTHOI cTpaTerii opraHizaiii JaHux
3aJIeXXUTh BiJl YMOB MPOEKTY, aje MOIMpH BCe,
MpaBWJIbHUKA  BUOIp  cTpaterii  J03BOJIUTH
CKOPOTUTH BUTPATH Ta NPUIIBUAIIUTH IPOLEC
HaBYaHHS.
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Organization and storage of large datasets for
ai training

Oleksii Melnikov

The article examines current approaches to
organizing and storing large datasets used for
training artificial intelligence (Al) models,
particularly for radio signal recognition tasks. It
emphasizes the need for reliable and efficient data
storage solutions due to the increasing scale and
complexity of data involved in Al applications. The
study analyzes various data storage formats (HDF5,
WAV, IQ raw data), provides an overview of cloud-
based solutions (AWS, Google Cloud, Azure), local
storage systems (SAN, NAS, JBOD), and
distributed file systems. It discusses best practices
in data versioning and cataloging for enhanced
accessibility, performance, and reproducibility of
Al training processes. Recommendations are
provided for selecting optimal storage methods
based on the specific requirements of Al projects
and the characteristics of the processed data.

Keywords: Artificial Intelligence (Al), Machine
Learning, Deep Learning, Datasets, Data Storage,
HDF5, WAV, 1Q raw data, Cloud Storage,
Distributed File Systems, Local Storage, Data
Management  Platforms, Data  Versioning,
Scalability, Performance, Data Diversity, Data
Consolidation, Data Quality, Data Visualization.
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Abstract. Between 2015 and 2024, Poland
introduced solutions supported by new technology,
artificial intelligence and the ability to collect huge
amounts of data and process them quickly, aimed
primarily at reducing the grey market and the
activities of criminal groups in domestic and intra-
Community transactions

In Poland, an intensive transformation of Polish
taxes has been going on for several years. VAT
reporting via JPK files, the so-called the white list of
VAT payers or the mandatory split payment
mechanism required quick changes for small and
large entrepreneurs. The aim of this study is to
present the key technological tools implemented in
Poland that are the result of digitization in tax
administration

The aim of the article is to present the results of
research on tax digitization and to find out the
opinions of small businesses, including those
providing financial and accounting services, on the
benefits and problems that are caused in their units
by the processes associated with the implementation
of digital technologies for tax billing and reporting.
In order to achieve the indicated goal, thefollowing
research guestions were posed:

Is digitisation in public administration having an
impact on SMEs?

How do entrepreneurs assess the digitalisation
process?

The paper presents the results of empirical research
indicating that the digitization of taxes has a number
of advantages in the opinion of small businesses
Keywords: IT tools, SAF-T, split payment, e-cash
registers, small businesses

INTRODUCTION

Digitisation in the literature is defined and
used in many different meanings. The PWN
Dictionary of Polish Language defines
digitisation as the dissemination and
popularisation of digital technology, as well as
the large-scale introduction of electronic
infrastructure. K.  Sledziewska  defines
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digitisation as a combination of technology and
human activities. According to P. Turek,
digitisation means the wuse of digital
technologies to access digital information from
multiple systems and data points.

The modern economy is often referred to as
the digital economy. With the development of
technology, entrepreneurs are paying attention
not only to efficiency and effectiveness, but
increasingly to flexibility, which allows them to
adapt quickly to changes and market
expectations. Digitalisation has become a
‘strategy’ without which a business cannot
exist. The development of the Internet, the
widespread use of modern ICT by citizens and
entrepreneurs, challenges public administration
to implement new technologies and IT tools
(Haque, 2001).

The aim of the process of computerisation of
public administration is to ensure the possibility
of electronic service of citizens and other
interested entities by public authorities
(Kotulska, 2012). Currently, it is difficult to
imagine public administration performing its
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tasks in a traditional way, as well as
entrepreneurs making settlements with public
institutions in a traditional way. The aim of this
paper is to illustrate the changes resulting from
the ‘cooperation’ of entrepreneurs with public
authorities and the impact of the digitalisation
process on SMEs.

An efficient tax system affects both the
taxpayer and the state budget. The digitalisation
of the tax system is a necessary step towards
making this system watertight. For accountants
as well as businesses, digitisation contributes to
a paradigm shift in bookkeeping. The
traditional bookkeeping associated with paper
documents is being replaced by IT systems that
enable faster and less time-consuming
management of company finances. The aim of
digitisation to protect the tax system and to
ensure the conditions for fair competition for
businesses operating within the letter of the law.

Digitisation has become a key process in
today's world, affecting both the business and
administrative spheres. An employee of a
modern administration should be prepared not
only to solve tasks related to optimal use of
opportunities created by information
technologies and to take into account potential
threats, but also to widely perceive the field of
applications and consequences of the use of
ICT in administration.

An intensive transformation of Polish
taxation has been underway in Poland for
several years. Unclear and complicated tax
regulations and at the same time ‘low tax
morality’ have caused both the VAT gap and
tax fraud to become a serious problem. In order
to cope with this problem, instruments aimed at
reducing the scale of tax fraud have been
introduced in Poland since 2016.

Between 2015 and 2024, Poland introduced
solutions supported by new technology,
artificial intelligence and the ability to collect
huge amounts of data and process them quickly,
aimed primarily at reducing the grey market
and the activities of criminal groups in domestic
and intra-Community transactions.

Among these solutions, the Single Control
File, the split payment mechanism, the white
list and online cash registers should be
highlighted significantly. Structured e-invoices
are currently being introduced.
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In order to find out the opinion of small and
medium-sized enterprises on the digitisation
taking place in the area of taxation, a survey
was conducted in the Sacz Subregion.

Digitisation ~ and  digitalisation-related
changes are forcing rapid changes in the way
finance and accounting departments operate.
JPK or the use of e-invoices, which are
automatically generated and then verified by
the tax administration, contribute to reducing
routine tax audits. The obligation to transmit tax
data digitally to the tax authorities provides the
treasury with up-to-date information on
taxpayers and their transactions, which enables
continuous and automated verification of tax
settlements.

Digitisation solutions are regulated by law
and pose new challenges for entrepreneurs.

The results of the survey showed that
entrepreneurs generally have a positive
approach to digitisation in the tax sphere and
recognise the need to digitise the tax system.
Entrepreneurs point to both the problems
associated with the digitisation process and the
benefits of this process. It is worth emphasising
that the conducted survey has a pilot character,
however, it has contributed to cognition and
better understanding of the perception of tax
digitisation processes by entrepreneurs.

In the author's opinion, the next survey
should be conducted among a larger group of
entrepreneurs, taking into account the period of
economic activity and analysing whether
accounting is done by the taxpayer, by a person
employed in the accounting department or
directed to accounting offices.

PROBLEM FORMULATION

An efficient tax system affects both the taxpayer
and the state budget. Digitisation of the tax
system is a necessary step towards sealing this
system. For both accountants and businesses,
digitisation contributes to a paradigm shift in
bookkeeping. The traditional bookkeeping
associated with paper documents is being
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replaced by IT systems that enable faster and
less time-consuming management of business
finances. The aim of digitisation is to protect
the tax system and ensure fair competition
conditions for businesses operating within the
letter of the law.

Digitisation of the tax system covers the area of
tax assessment and settlement .
The table below shows the most important
changes introduced since 2016.

Table 1.

Key changes introduced as a result of the digitisation of the tax system. Source: own elaboration

Year Changes made

2016 JPK_VAT files for large companies
JPK_VAT files for SMEs

2017 Extension of the scope of transfer pricing
reporting

2018 SMEs

JPK_VAT files for micro companies
on-demand JPK files for micro enterprises and

e-Financial reporting
split-payment (part 1)

e-PIT
2019

MDR scheme fetching
split-payment (part I1)
white list of VAT taxable persons

digital tax

JPK_V7M files
split-payment and cash registers
2020 new VAT rate matrix

changes to the MDR rules

e-Invoices
e-Invoices

Estonian tax

2021 e-commerce package
Polish regulations

The aim of this paper is to present the results of
a study on the digitisation of public
administration and to find out what companies
think about this proces.

In order to find out the opinion of small and
medium-sized enterprises on the digitisation
taking place in the area of taxation, a survey
was conducted in the Sacz Subregion.
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The Sadecki Subregion includes the city of
Nowy Sacz and the districts of Gorlice,
Limanowa and Nowy Sacz. More than 53,000
business entities were registered in the
Subregion as of 31.12.2022. A survey was
conducted in June 2024, the survey form was
addressed to SMEs in the Subregion. 205
entrepreneurs participated in the survey. The
table below shows the characteristics of the
respondents.
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Table 2.
Characteristics of respondents. Source: own elaboration
No. Respondents % share
1 Average annual employment 100,00
no employment 39,02
up to 9 employees 49,76
10 to 49 employees 11,22
2 Field of activity 100,00
service activities 69,76
commercial activities 20,98
production activity 9,27
3 Form of taxation 100,00
general rules 51,71
flat tax 26,83
lump-sum tax on registered income 21,46
4 VAT taxpayer 100,00
active 53,66
exempt 46,34
As can be seen from the table above, almost half taxation among the respondents is the general
of the respondents are entrepreneurs employing rules, and more than 50% of the respondents are
between 1 and 10 employees, the main form of active VAT payers.

50.24%

7.32%

2.44%

= | have no opinion = rather not = definitely not = rather yes - definitely yes

Fig. 1. The need for digitisation in the tax system Source: own elaboration

The results of the survey indicate the need for about the need for digitisation, entrepreneurs in
digitisation of the tax system. When asked the Sadecki Sub-region answered ‘definitely
SMART TECHNOLOGIES: 43

Industrial and Civil Engineering, Issue 3(16), 2025, 40-46



Information technologies

yes’ and ‘rather yes’ in the vast majority of
cases. Only less than 10% of respondents
believe that digitisation is not needed.

17.65%

= | have no opinion

rather not = definitely not = rather yes

Digitisation solutions are regulated by law and
pose new challenges for entrepreneurs.
Respondents also evaluated the implementation
process of digitisation.

19.61%

definitely yes

Fig. 2. Is the digitisation of taxes going smoothly in Poland? Source: own elaboration

According to the survey, more than 40% of
respondents have a positive opinion of the
digitisation process. It can be noted that almost
30% of'the surveyed entrepreneurs ‘do not have

rather not

= | have no opinion

11.22%

= definitely not = rather yes

an opinion’ on this process. More than 10%
think that the process is not fair.

29.27%

definitely yes

Fig. 3. Have digitalisation measures in the tax system contributed to increased costs in your company?
Source: own elaboration

Digitisation requires expenditures related to the
introduction of new digital solutions,
implementations, training or software updates.
Have these activities contributed to cost
recovery in companies? The vast majority of
respondents believe that the digitisation of the
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tax system has not increased costs for
businesses.

More than 11% of respondents believe that the
result of the company's adaptation to the

requirements of the digitisation process has
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contributed to an increase in costs within the
company.

Digitisation and digitisation-related changes are
forcing rapid changes in the way finance and
accounting departments operate. JPK or the use
of e-invoices, which are automatically generated
and then verified by the tax administration,

9.76%

contribute to reducing routine tax audits. The
introduced obligation to digitally transmit tax
data to the tax authorities provides the treasury
with up-to-date information on taxpayers and
their transactions, which enables a constant and
automated verification of tax settlements.

2.44%

14.63%

= Facilitation during a tax audit

Simplification of communication and reporting

= Speed of tax settlements

= Reducing fixed costs
There is no benefit

Fig. 4. Benefits of digitalisation in the tax sphere Source: own elaboration

The results of the survey showed that, in the
surveyed group of respondents, only about 2.5
per cent of respondents believe that the
digitisation of taxes does not bring any benefits.
Among the benefits of the digitisation of public
administration are: improving the efficiency and
speeding up the process of verifying tax returns
or identifying any errors or irregularities
occurring in these documents, transparency and
the possibility of tax control manifested in
transparency of the tax system, reduction of the
risk of committing committing errors and tax
fraud, simplification of communication between
the taxpayer and the tax authority thanks to the
rapid exchange of information, the possibility of
online communication significantly reducing
case processing time, minimising fixed costs for
both the taxpayer and the public administration.
Taxpayers cited speed of tax settlements and
facilitation during tax audits as the main benefits
of digitalisation. Among other benefits than
those proposed in the survey question,
respondents indicated a reduction in the cost of
office supplies, no direct contact with an official
or a reduced number of tax audits.
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CONCLUSIONS

The period 2015-2024 in Poland saw the
introduction of solutions aided by new
technology, artificial intelligence and the
ability to collect huge amounts of data and
process them quickly, aimed primarily at
reducing the grey market and the activities of
criminal groups in domestic and intra-
Community transactions.

Among these solutions, the Single Control
File, the split payment mechanism, the white
list and online cash registers should be
highlighted significantly. Currently, structured
e-invoices are in the process of being
introduced.

The results of the survey showed that
entrepreneurs generally have a positive attitude
towards digitisation in the tax sphere and
recognise the need to digitise the tax system.
Entrepreneurs indicate both the problems
associated with the digitisation process and the
benefits of the process. It is worth emphasising
that the survey is a pilot study, however, it has
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contributed to the knowledge and better
understanding of the perception of tax
digitisation processes by entrepreneurs.

The authors are of the opinion that another
survey should be conducted among a larger
group of entrepreneurs, taking into account the
period of economic activity and analysing
whether accounting is done by the taxpayer, by
a person employed in the accounting
department or directed to accounting offices.
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Hudporizanist B enoxy ¢ickanbHUX
HaBaHTa:keHb — nepearu s MCII

Amnorcenixa 36onenix, Kapina Anicorc

Anotauis. Y mepion 3 2015 mo 2024 pik
[Mompmia  BmpoBajuia  pillleHHA, OiATpPUMaHi
HOBHMH TEXHOJIOTISIMH, IITYYHHUM IHTEIICKTOM Ta
3JIATHICTIO IMIBUAKO 30MpaTH Ta OOPOOJIATH BEIUKI
o0csirM  aHWX, CHOPSAMOBaHI Hacamiiepen Ha
3MEHIICHHSI TIHBOBOTO PHHKY Ta MAisUIBHOCTI
3TTOYMHHUX rpyn y BHYTPIIIHIX i
BHYTPILIIHBOEBPOIIEHCHKUX TPAaH3aKIIisIX.

VY Tlomplmi mpOTSTOM KiTBKOX POKIB TPUBAE
iHTeHCHBHA TpaHc(hopMallis MOJATKOBOI CHCTEMH.
3pityBanns 3 [1/IB uepe3 ¢aitnmu JPK, Tak 3Banmit
«Oimmii  cnmcok»  mnatHukie  [IJIB abo
00OB’SI3KOBHMI  MEXaHI3M pO3MOALTY IUIATEXKIB
BUMAarajiy MIBHJIKUX 3MiH SIK BiJ] MaJMX, TaK 1 Bij
BEJIMKUX ITATPHEMIIIB. METOIO IIOTO JOCTIIXKEHHS
€ TPeICTaBJCHHS KIOYOBHX TEXHOJOTTYHUX
THCTPYMEHTIB, BrpoBapkeHux y [Tonbmi, siKi cranu

pE3yIIbTaTOM g posizaii MTOAATKOBOT
aJIMiHICTpALIii.
Mera cTaTrTi — TIPENCTaBUTH Pe3ybTaTH

JOCITI/DKEHb UG poBizallii MOJaTKiB 1 3’SICyBaTH
ITYMKH MajuX IMIIPHEMCTB, BKIIOYAIOUH Ti, IO
HaJaroTh (DIHAHCOBI Ta OyXraJTepChKi IMOCIYTH,
PO TIEPEBAry Ta MPOOIEMH, SKi BHHHKAIOTh y iXHIX
OpraHizalisix yHacJiJ0K BIPOBaKCHHS HU(YPOBUX
TEXHOJIOTIH JJISl IOAaTKOBOT'O OOJIIKY Ta 3BITHOCTI.
Jia mocarHeHHs 3a3HaYeHO1 METH OyIIN IOCTaBIICH]
HACTYITHI JIOCTIAHHUIIbK] TUTAHHS:

Un BrmmmBae 1udpoBizalis B JIEpKABHOMY
YIIpaBIiHHI Ha MaJi Ta CepeaHi miamprueMcTBa’?

Sk T I PUEMITL OIIIHIOIOTh porrec
nrdpoizamii?

VY crarTi mpencTaBieHi pe3ynbTaT eMITIPHIHIX
TOCTIIKEeHb, SKi CBITYATh TPO Te, IO MUQPPOBi3allis
MOJIATKIB Ma€ HU3KY TMepeBar Ha JIyMKy Mallux
MiAPUEMCTB.

KarouoBi caoBa: [T-iHcTpymentn, SAF T,
PO3TIOAIN TIATEeXiB, €IEKTPOHHI KacoBi amapartd,
MaJi MiIpuEMCTBA.
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Abstract. The deployment of fifth-generation
(5G) technologies is significantly changing the way
telecommunications networks are designed and
managed. The growth in the amount of data and the
number of connected devices is also increasing the
requirements for adaptive resource management,
low latency, and guaranteed security, and traditional
management mechanisms are often not flexible
enough. In view of these developments, the use of
artificial intelligence (Al) methods that can provide
a dynamic response to changing conditions in real
time is becoming increasingly important. [1]. The
analysis of modern algorithms, in particular, such
as: Graph Neural Networks (GNN), Deep
Reinforcement Learning (DRL), as well as recurrent
architectures LSTM and GRU, which are used to
predict loads and optimize spectrum allocation. This
approach allows us not only to reduce the risk of
overload but also to increase the efficiency of
network management in general [3].

The article considers the use of generative
adversarial networks (GANs) in the tasks of
detecting DDoS attacks. Our experimental results
confirm that GAN models demonstrate high
accuracy rates of up to 96%, outperforming
traditional algorithms such as decision trees or
SVMs, which is consistent with the results of Maleh
et al. (2021)

In addition, the article analyzes the possibilities
of reducing energy consumption in 5G networks by
implementing  Multi-Agent  Q-learning.  This
approach provides distributed decision-making at
the base station level, taking into account local
changes in the network, which helps to save energy
without compromising the quality of service (Luo,
2020; Sutton & Barto, 2018).

The research results show the significant
potential of Al-oriented approaches in building
scalable, resilient, and cyber threat-resistant next-
generation networks. The recorded reduction in
latency by 42%, improvement in spectral efficiency
by 21%, and energy savings of up to 28% confirm
the practical significance of the proposed solutions.
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The study suggests that it is possible to form a new
architectural concept where Al not only supports the
functioning of the network but also becomes a
mechanism for its self-learning and evolution. [2].
Keywords: Artificial Intelligence, 5G networks,
network  management,  cybersecurity, traffic
optimization, wireless communications.

INTRODUCTION

The growth of data transmission, the
increasing number of IoT devices and the
transition to the concept of smart cities place
increased demands on the performance and
stability of telecommunications networks [3].
Traditional network management methods are
unable to provide sufficient flexibility and
adaptability in real-world 5G scenarios. At the
same time, the introduction of artificial
intelligence allows for the creation of
autonomous control systems that can analyze
the network status in real time, predict possible
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overloads and identify potential security threats
[2].

The use of deep learning approaches to
optimize spectrum allocation, such as deep
convolutional neural networks (CNNs) and
Reinforcement Learning (RL) methods, helps
to increase the efficiency of frequency resource
use, which is a critical aspect for ensuring the
sustainable operation of 5G networks [1].
Machine learning algorithms allow for adaptive
adjustment of network parameters, load
balancing, and high-quality communication
even in the face of dynamic changes in network
topology.

The paper focuses on the analysis of modern
5G network optimization algorithms, in
particular, load prediction methods using long-
term short-term memory (LSTM) and the use of
generative adversarial networks (GANs) for
automatic threat detection [6]. The results of the
study demonstrate the significant potential of
Al in improving network management
mechanisms and enhancing network security,
which makes the proposed methods promising
for future implementations in real 5G networks.

PROBLEM FORMULATION

The rapid development of 5G networks is
accompanied by an increase in the number of
connected devices, a more complex network
topology, and increased requirements for its
stability, performance, and security. Traditional
approaches to network management lack the
flexibility and adaptability necessary for
effective operation under conditions of high
load dynamics. In this regard, there is a need to
introduce intelligent systems capable of self-
learning, forecasting, and autonomous
decision-making in real time.

The purpose of this research is to analyze
and provide a practical justification for the
effectiveness of using artificial intelligence
methods to optimize the management of 5G
network parameters and ensure their cyber
resilience. The focus is on exploring the
potential of deep reinforcement learning,
recurrent neural networks, and generative
models to solve key network administration
tasks.
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To realize this goal, the following research
objectives have been formulated:

1. Develop an Al model for optimizing
spectrum allocation using convolutional neural
networks (CNN) and the DDPG algorithm.

2.To propose an architecture for predicting
peak loads and delays based on recurrent
networks LSTM and GRU.

3.To build a model for detecting anomalous
traffic and security threats using generative
adversarial networks (GANs) and auto-
encoders.

4.Develop a multi-agent system for energy-
efficient network management based on Multi-
Agent Q-learning.

5.Conduct simulation testing of the
developed models and evaluate their
effectiveness in terms of key performance,
cyber resilience, and energy consumption
metrics.

RESEARCH METHODOLOGY

The methodological basis of the study is
based on a combination of deep learning tools,
data mining, and modeling of dynamic
processes in wireless networks. The study
implemented a step-by-step approach that
includes the development, training, testing, and
comparative evaluation of intelligent models in
a simulated environment.

1. Creating a simulation environment.

We modeled a conditional urban 5G
environment with dynamic load scenarios,
including areas of dense traffic, variability in
user behavior, and the presence of anomalous
patterns. Input data was generated based on
typical user activity profiles in fifth-generation
networks.

2. Architecture of Al modules.

Each research area is implemented as a
separate intelligent module:

Spectrum optimization - CNN+DDPG
model for dynamic management of frequency
resources;

Load forecasting - LSTM/GRU networks for
identifying traffic peaks and managing delays;
Cyber threat detection - GAN in combination
with auto-encoder to recognize DDoS attacks;
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Energy efficiency - Multi-Agent Q-learning for
independent optimization of transmitter power
by base stations.

3. Model training.

The algorithms were trained on simulated
datasets using appropriate loss functions and
optimizers. The training parameters were
adapted to the specifics of each task: in the case
of GAN, minimizing false positives, in
CNN+DDPG, maximizing spectral efficiency,
etc.

4. Experimental testing.

All models were tested on independent datasets
under varying load and attack conditions.
Accuracy, average latency, power consumption,
and spectrum utilization were evaluated for both
traditional models and the proposed Al-oriented
architectures.

5. Comparative analysis.

The results were compared with classical
methods of threat management and detection
(SVM, Decision Tree, rule-based approaches).
The integral assessment included performance,
threat resistance, and self-optimization.

RESEARCH RESULTS

To test the efficiency of integrating artificial
intelligence into 5G network management, a
series of experimental simulations were
conducted wusing modern deep learning
algorithms. The study covered four key areas:
optimizing spectrum allocation, reducing real-
time delays, detecting cybersecurity threats, and
energy-efficient infrastructure management.
For each area, a separate model was developed
and tested using the corresponding Al
architectures, including CNN, DDPG, LSTM,
GRU, GAN, and MAQL. The experiments were
conducted on simulated data that reproduced the
conditions of an urban environment with a high
network load. All models were evaluated by key
performance  metrics:  accuracy, latency,
resource efficiency, and energy consumption.
Below is a summary of the results, as well as
graphical visualizations that clearly demonstrate
the impact of the applied algorithms on the main
network parameters.

Al-Based Spectrum Allocation Optimization
Using deep learning algorithms to dynamically
reallocate frequency resources allows for

SMART TECHNOLOGIES:
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adaptive coverage and minimizes interference
between base stations [1]. In the course of
experimental modeling, a neural network
architecture consisting of deep convolutional
neural networks (CNNs) combined with the
DDPG (Deep Deterministic Policy Gradient)
algorithm was developed, which allows for
optimal real-time management of the frequency
resource. The model is trained on network load
data and is able to predict fluctuations in traffic
intensity by adjusting the allocation of
frequency bands between base stations.

The formal model of frequency spectrum
allocation is defined by the equation:

P
fo =argmex 30, (1)-1() =227 ()
i= j# i

where is the optimal frequency, represents the
channel utility for wuser i, denotes the
interference level, is the transmission power of
base station j, and is the distance between the
user and the base station.
As a result of testing under real network load
conditions, it was found that the proposed
method can reduce network congestion by 35%,
which significantly improves connection quality
and resource efficiency [5].

Reducing delays in real time

This is a method for peak load prediction and
dynamic packet queue management in 5G
networks based on Deep Recurrent Learning
(LSTM) combined with Gated Recurrent Unit
(GRU) mechanisms [6]. The proposed model
allows for efficient analysis of historical
network traffic data, predicting the moments of
maximum load and optimizing packet routing to
minimize delays.

Formally, the latency prediction model can
be described by the following equation:

Tpred (t +1) = o-(\Nl-rhist +WZGhist + b) (2)

where represents the input data from the Gated
Recurrent Unit, which helps reduce parameter
dimensionality —and improve prediction
accuracy.
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Fig. 1. Spectrum utilization efficiency before and after applying the Al model

Experiments have demonstrated that the
application of this model reduces the average
packet delay by 42%, which is critical for
connected IoT devices and mobile users [7]. In
addition, it was found to improve the
adaptability of packet routing and the overall
level of traffic service under peak loads.

The use of deep recurrent neural networks
for adaptive data queue management in 5G
networks allows operators to improve service
quality, optimize resource utilization, and
minimize delays in a highly dynamic network
environment. This opens up new opportunities
to improve the scalability and performance of
modern telecommunications infrastructures.

Al methods of detecting attacks

To improve the efficiency of DDoS attack
detection, a model based on auto-encoders
combined with generative adversarial networks
(GANs) was developed to generate realistic
patterns of anomalous traffic and recognize
potential threats with high accuracy [2]. The use
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of GANSs in the traffic analysis process ensures
that the model is trained to distinguish between
legitimate and malicious packets in the face of
high variability in attack strategies.

The loss function in a generative adversarial
network for threat detection is defined by the
following equation:

L = Ey_ Py [10g D(X) +E,_, , log(1-DZ))] (3)

where D(X) is the discriminator, and G(Z) is the
generator that creates fake attacks to train the
system.

During the experimental modeling and testing
of the GAN analytics model on real network
traffic datasets, it was demonstrated that the
proposed method allows achieving 96%
accuracy in detecting DDoS attacks, which
exceeds the efficiency of traditional anomaly
analysis methods, such as suspicious traffic
detection rules or basic machine learning
algorithms.
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Comparing the accuracy of DDoS detection
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Fig. 2. Comparison of the accuracy of DDoS detection methods: GAN, SVM, Decision Tree

The results of the study prove that the
implementation of the GAN model in the
cybersecurity system of 5G networks can
improve the ability to identify threats in real
time, reduce the level of false positives, and
ensure automatic adaptation to new attack
scenarios. Further research should be aimed at
integrating the proposed architecture into
integrated cybersecurity solutions for telecom
operators and extending it to detect other types
of attacks, such as botnet attacks and insider
threats.

Optimization of power consumption

To ensure effective power management in 5G
networks, a methodology based on Multi-Agent
Q-learning (MAQL) has been developed that
allows for autonomous adjustment of
transmitter power depending on the current load
and environmental conditions [4]. The use of
multi-agent learning allows each base station to
analyze the network status and adaptively
change the transmission level without losing the
quality of service.

Optimized power management is based on an
updated reward function that takes into account

SMART TECHNOLOGIES:
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not only the balance between communication
quality and transmission power, but also
dynamic environmental conditions:

Q(5.2) = - 2)Q(5.2) +a(r +7Max Qs ,a) - A Powy (4)

where Q(s,a) - represents the value of state s
when action a is taken, r - is the reward for
maintaining high service quality, y - is the
discount factor that determines the weight of
future rewards, P_total - represents the total
energy consumption of the entire network, and
B - is the weighting coefficient that controls the
impact of energy consumption on the decision-
making process.

The modeling results demonstrated that the
application of the proposed methodology
reduces the overall power consumption by 28%
without losing the stability of network
coverage. In addition, the use of multi-agent
learning has reduced the overload on base
stations by improving load balancing between
neighboring nodes [7].
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Fig. 3. Impact of Multi-Agent Q-learning on power consumption and 5G network stability

The introduction of Multi-Agent Q-learning into
the 5G infrastructure allows mobile operators to
automate the process of transmitter power
management, reduce operating costs and make
the system more environmentally sustainable.
Further research can be aimed at integrating
quantum algorithms into the power optimization
model and expanding the system's self-learning
capabilities to predict peak loads in real time.

CONCLUSIONS

The results of this research confirm that the
integration of artificial intelligence methods
into the operation of 5G networks opens up new
horizons in the field of adaptive management of
telecommunications  infrastructure.  Unlike
traditional approaches, the proposed Al-
oriented models allow for flexible, context-
dependent real-time adjustment of critical
network parameters. Empirical modeling has
shown that:

the use of CNN+DDPG provides 35% lower
channel congestion and 21% higher spectral
efficiency;

the combination of LSTM and GRU reduces
the average packet transmission delay by 42%,
which is critical for maintaining loT
infrastructure;

the GAN model with auto-encoder achieves

96% accuracy in detecting DDoS attacks,
demonstrating an advantage over classical
threat detection methods;
MAQL reduces power consumption by 28%
while maintaining high network stability of over
90%.
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The complexity of the proposed approaches is
manifested in the ability of systems to
simultaneously achieve a balance between
performance, threat resistance, and energy
efficiency. This synergy of Al and 5G defines a
new paradigm in building autonomous, self-
optimized network structures capable of self-
learning and adaptation in the face of high load
dynamics and threats.

Of particular importance is the prospect of using
multi-agent learning as a basic principle for
distributed network management, which ensures
scalability and increased fault tolerance. In
addition, the inclusion of generative models in
the cybersecurity system allows for a shift from
a reactive to a proactive approach to threat
identification.

In the future, it is advisable to focus efforts on:
integration of quantum computing models into
the process of real-time decision optimization;
creating hybrid neural architectures that
combine logical and statistical modeling for
complex network behavior scenarios;
development of ethical standards for the use of
Al in the communication infrastructure, in
particular, regarding the autonomy of decisions
in crisis situations.

Thus, the synthesis of Al and 5G not only solves
existing technical challenges but also lays the
foundation for a new generation of digital
ecosystems focused on the resilience, security,
and intelligent evolution of networks.
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I Tyynnii inTeaekr y 5SG: ontumizanis
YIPaBJIiHHS Mepeskel0 Ta CUCTeMH Kibep3axucry

Bixmopis Tpogumuyx, Oleksandr Turovskyi

AHoTtanis. PosropraHHs TeXHONOTid 1I’SITOTO
nokomiHHA (5G) CyTTEBO 3MiHIOE TMIiAXOIU [0
MIPOEKTYBAaHHS Ta YIpaBIiHHS
TENIEKOMYHIKaIlIHHUMHI MEpeKaMHu.
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3pocTaHHsl BEIMKOI KUIBKOCTI JaHUX , a TaKOX

KUTBKICTh  MiAKIIOYEHUX  HPUCTPOIB,  TaKOXK
BiOyBa€eThCA 3pPOCTAHHS BUMOT 70 aJalTHBHOTO
KEpyBaHHA pecypcamH, MATPUMKH  HH3BKHX
3aTPUMOK 1 TapaHTOBAaHOI OE3MEKH, TpPaTUIIiiHI
MEXaHI3MH  YOpPaBIiHHA  YacTO  BHUSBISIOTHCS
HEIOCTaTHRO THYYKMMH. 3 ONNIALYy Ha Il MOmii
BaXXJIMBOCTI HaOyBae  3aCTOCYBaHHS  METOHIB

mtygroro inrenekry (LUI), siki 3maTHi 3a0e3mednTr
JUHAMIYHE pearyBaHHS MEpeKi Ha 3MIHYy YMOB y
peanbHOMY 4aci.

[IpoBeneno aHaii3 Cy4acHHUX aJTOPUTMIB, 30KpemMa
takux sk: Graph Neural Networks (GNN), Deep
Reinforcement Learning (DRL), a Ttakox
pexypentHux apxitekryp LSTM i1 GRU, sxi
BUKOPHCTOBYIOTHCS ULt MPOTHO3YBaHHS
HABaHTAKEHb Ta ONTHMI3AIll PO3MOALIY CIEKTPY.
JlaHuii migXig mo3BONSiE HAM HE JIMIIE 3MEHIIUTH
PU3UKH TIEPEBAHTAXEHHS, alle W MiJBUIIUTH
e(pEKTUBHICTh YIPABJIIHHSI MEPEXKEIO 3arajioM.
PosrnsayTO BHUKOPUCTAHHS TeHEepaTHBHUX
3maranbHUX Mepex (GANs) y 3amadax BHSIBICHHS
atak tumy DDoS. ExcniepuMeHTabHi pe3ynbTaT,
K1 OyJIM HAMU OTPUMaHI MiATBEPKYIOTh, o GAN-
MOJIETi IEMOHCTPYIOTh BUCOKI TMTOKA3HUKH TOYHOCTI
— 110 96%, mepeBepuIyIoun TPaguIliifHI aaTOpUTMHU
Ha KITalIT JaepeBa pimeHs uu  SVM, 110
Y3rOIKY€EThCS 3 pe3yNIbTaTaMu JOCTiKeHb Maleh et
al. (2021).

OKpiM TOT0, Y CTaTTi MPOAHAII30BAHO MOKIUBOCTI
3HWKEHHS eHeprocrnoxkuBaHHA B SG-Mepexax
IUISIXOM BIpoBamkenus Multi-Agent Q-learning.
Takuit migxig 3a0e3nedye po3nOAUIeHEe MPUHHSITTS
pimeHs Ha piBHI 0a30BHIX CTaHIN 3 ypaxyBaHHSIM
JOKaTbHUX 3MIH y MEpexi, M0 CIpHusie eKOHOMIii
eneprii 0e3 moripmeHHs skocti cepicy (Luo, 2020;
Sutton & Barto, 2018).

Pesymprati mocmimkeHHS CBigUaTh MPO 3HAYHUH
noreHmian Al-opieHTOBaHMX MiAXOAIB y MOOYIOBI
MacmTa0OBaHUX, CTIHKHX 10 300iB i KiOep3arpo3
MepeX HOBOTO MOKOINiHHA. 3adikcoBaHe 3HMKEHHS
3aTpuMOK Ha 42%, TOKpAaIleHHS CHEKTPaJIbHOI
edexruBHOCTI Ha 21% 1 exoHOMIs eHeprii 10 28% €
MiATBEPHIKEHHSIM MIPaKTHIHOL 3HAYYIOCTI
3aMpONOHOBAaHUX pilieHb. [IpoBiBIIK MOCITIKEHHS
BapTO 3BEPHYTH yBary, Ha Te, L0 € MOXJIHBICTbH
(hopMyBaHHS HOBOI apXiTEKTYpPHOI KOHIEIIIii, 11
I He mue minTpumye GyHKIIOHYBAaHHS MEpEXi, a
# cTae MexaHi3MoM Ti caMOHABYaHHSA Ta €BOJIFOLIT.
Karwouosi ciaoBa: Lltyynnii inTenekr, SG-mepexi,
yIpaBIIiHHS Mepexero, KibepOesmneka, onTHUMi3allis
Tpadiky, Oe3gpoToBi  KOMyHikamii, riIHOOKE
HaBYaAHHSL.
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AHoTanis. B po0oti npoBeneHo aHaii3 mpouecy
imenTudikanii BximHOrOo Tpadiky B Mepexax
5G/IMT-2020, mobymoBawniii mo Texuomorii Ultra-
reliable and low latency communications,
BH3HAYEHI MWOro OCOOJIHMBOCTI Ta HANPSIMKH
JNOCTIDKEHh 10  MIABMINEHHIO  €()EKTUBHOCTI
imenTudikamnii Tpadiky X ypaxyBaHHSIM BHMOI' JIO
(YHKIIIOHYBaHHS PO3TIISIHYTOT MEpPEXi.

Jis  BupilmieHHS — 3aBHaHHSA  igeHTU(IKaLil
Tpadiky  Mepexi 5G/IMT-20208  pobori
po3po0iicHa Ta TIOAaHa BiAMOBITHA METOIUKA.
Bkazana meronuka Bkirouae (opMyBaHHS MacHBIiB
MeTaJaHuX BXIAHOTO IMOTOKY, Momu(ikaIliro ix B
HaOip HaBYAIHHUX JTAaHUX, (hopMyBaHHS
HAaBYAJIBHOTO MPOrPaMHO-aIlapaTHOTO KOMIUIEKCY
Ta po30yZOBY CTPYKTYpH HEHPOHHOI Mepexi,
MIPOBEIECHHS IPOIIECY HaBYAHHS HEHPOHHOT Mepexi
Ta BTUIEHHA 1i B mpotlec imeHTudikamii Tpadiky B
TeneKoMyHikamiitHux mepexax SG/IMT-2020.

Ominka pe3ynbTaTiB  MpOIeCy  HABYAHHS
3aIPOITOHOBAHOI HEHPOHHOT MEepeKi Ta TTepeBipKH il
poboTu Ha TecTOBMX HabOpaX JaHUX y HABUCHOMY
CTaHl TMOKa3ama, IO MoJaHa B poOOTi HelpoHHA
Mepeka 37aTHa TPOBECTH  MOHITOPUHT — Ta
imeHTH(IKyBaTH 3TeHEpPOBAaHWN Bim  CcepBiciB
Iarepuery Peueii Tpadik 3 iiMmoipHicTIO 10 99,7%.
B mpormeci inertudikamii tpadiky Bim ABOX Ta
Oimpire  cepBiciB  JgaHa  HWMOBIPHICTP  MOXKeE
3HU3UTHUCS, IPOTE TIepedyBae y AOMyCTHMHUX MeKax
80-90%.

KamouoBi cioBa: imeHTH(]iKamis BXiIHOTO
Tpadiky iH(pOpMAIiITHO-KOMYHIKAIHHOT Mepex,
mepexxa SG/IMT-2020, 1uTydHuii  iHTENEKT,
HEpOHHA Mepeka, YNPABIIHHS HaBaHTAKEHHS
iH(pOpMaLiiiHO-KOMYHIKaLiifHOT Mepexi

54

Kopeubkuii Onexcanap
AcnipaHT Kadeapu mTy4HOro
IHTENeKTy

Amnacracisa Kongakosa
AcmipanTt kadenpu
KibepOe3neku Ta
KOMIT'FOTEPHOT 1HXeHepil

I[TOCTAHOBKA IMTPOBJIEMU
HeoOximHicTh 3a0e3neYeHHS PO3BUTKY
rJI00aJIbHUX €KOHOMIYHUX BIHOCH,
IHTCHCUBHUI PO3BUTKY HAyKH Ta IMOCHJICHHS
chepu 00OpOHM BHMArarOTh IOCTIHHOTO
YIOCKOHAJICHHS Ta PO3BHTKY  Taiy3i
iHOpMaLIIHHUX  TEXHOJIOTIH B  HANPSAMKY

30UTBIIIEHHST IMBHUJKOCTI Ta SKOCTI Iepeaadi

KOpUcHUX JaHuX. OpHuUM 3  HamnpsMKIB
JOCII/DKEHb B BKasaHiil cdepi € po30ynoBa Ta
MIBUJIKE  BIIPOBAPKEHHS  IEPCIEKTUBHUX

KOHIIETIIIIf Mepex Mepenadi JaHUX, a caMme
crangapty SG/IMT-2020 Tta, B HOro po3BUTOK,
HACTYIHUX MTOKOJIIHb TAKUX MEPEX.

Po30bynoBa cydacHUX Ta MEpPCHEKTUBHUX
KOHIIETIIIIf Mepex 3B'SI3Ky, Ha JaHOMY eTari
CKOHIIEHTPOBaHAa Ha peaizalii TphOX OCHOBHUX
TEXHOJIOTI, Ha OCHOBI SIKUX Oe3MmocepeHbhO
Oynyerbcsi mepexa S5SG/IMT-2020. A came
[1,2,3]:
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1. T'mo6anbui Mikanapatai B3aemonii — MMC
(Massive Machine type Communications);

2. BucoxoedexTuBHMI MOOUTEHUH
mupokocmyrosuii 38’130k — eMBB (Enhanced
Mobile Broadband);

3. BucokoHaniiiHuii 3B'I30K 3 MIHIMAJILHUMHA
satpumkamu — URLLC (Ultra-reliable and low
latency communications).

Ha nmanwmii MomeHT peanizanisi iHGopMamniiifHo-
KOMYHIKAI[IHHIX MEpeX Ha OCHOBI KOHIICTIIii
BUCOKOHAQIIMHOTO 3B'SI3KY 3 MIHIMAJIbHUMHU
sarpumkamu (URLLC) €  oguum 3
HAMCKIIQAHIMX 3aBIaHb, IO CTOSTH MeEpen
HayKOBO-TE€XHIYHOIO CNUIbHOTOI0. (OCHOBHa
BuMora 10 Mmepex kiacy mepexxk URLLC, me
BUCOKAa HAJIMHICTh Mepenadl JaHuX Mpu
MIHIMQJIBHUX 3aTpUMKax [3].

Jlani mociayrm  peali3yloThCsS B TaKUX
HampsIMKax sK eJNeKTpOHHAa MeauiuHa (e-
health), aBTOHOMHMIT TpaHCHOpT, HebOe3meuHi
MpoMHUCIIOBl BupoOHHUITBA ¢opmary 4.0 Ta
THIIIL.

OnHUM 13 HAMBIZOMIIIUX THUITIB CEPBICIB MEPEX
URLLC € Inrepner peueit (IoT) Ta TakTriisHMiA
Iatepuer (Tactile Internet). B Bumamgky
peanizanii Mepexi IUTS 3a0e3IeyeHHs
¢dbynakuionyBanus cepBicy Tactile Internet ciin
3a3HAYUTH, M0 HAa apXITEKTypy MOOYIOBH
Mepexi Ta ii edexkTuBHe (QYHKIIOHYBaHHS
HaWOUTBIIMI BIUIMB YMHSITH CaMe yJbTpamali
3aTPUMKH. IX KpUTHUHE 3HAUECHHS BILUIMBAE Ha
JEIEHTPATI3AIlII0 MEPEK1 BHACTIIOK OOMEKEHb
Ha BIJICTaHI, Ha AKUX MO>KHA HaJaBaTH MOCIYTU
Tactile Internet. JlocsSrHEHHS yIbTpaMaluX
3aTpuMok B Mepexi Tactile Internet ta IoT, B
CBOIO Uepry, Ma€ MpU3BECTH A0 JIeLeHTpai3alii
€KOHOMIKHM Ta CTHUpaHHS MUGPOBOi HEPIBHOCTI
MDK TEpUTOPIAMM SK OJIHIET JEp)KaBU TaK 1 B
MeXax TIEeBHOTO  CYCHUIbHO-EKOHOMIYHOTO
periony [1,2].

CyuacHuii oOcsr Tpagiky, 10ro rereporeHHiCTh
Ta pi3HOMaHITHICTH cepsicy Tactile Internet Ta
IHIIUX CepBICIB, y TOMY 4YHCII THX, LIO
Hanexatb 10 URLLC, nukTye HOBI BUMOTH 10
OTIEPATUBHOCTI MPUHHATHX pIlIEHb I[I0A0
3abe3neyeHHs: sKocTi oOcmyroByBaHHA (QoS)
[2,3].

AHami3 MOXXIIMBOCTEH ICHYIOUMX IHCTPYMEHTIB

yrnpasiiHHs — Tpadikom  5G/IMT-2020 Ta
3a0e3meyeHHss  BUCOKOro  3HadeHHs QoS
MoKazye, 10 BOHH HECHPOMOXXHI HaJgaTH
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HEOOXiTHUN piBeHb e(EeKTUBHOCTI
Oe3nocepelHbOi Ta MIBUAKOI imeHTH]IKAIIH
tpadiky URLLC, #oro omiHKM Ta ynpaBIIiHHS
[4,5,6]. OCHOBHOIO po6IIeMoro, sIKa
00yMOBITIOE TaKi BUCHOBKH, € HEBIIMOBITHICTH
MOMJIMBOCTEH TI0 TPOTHO3Y OYiKYBaHOT'O
HaBaHTAXXCHHS Ha Mepexy. B manomy BUNanKy,
Bxke B OutbmocTi pimens konmemnmii URLLC
noTpiOHO MaTH MPOTHO3W HABAHTAXKEHb Ha Ti UM
iHII cepBicH, BpaxoByluM reorpadiyni Tta
JUHaMIuH1 (TepecyBaHHS aOOHEHTa), B TOMY
YHCIl, IpU MEepeMilleHl Horo B MpocTopi Ha
BHCOKHX IIBHJIKOCTSX [4,5,6].

Bapro Takox 3ayBakuTu, 10 B Mpolieci
po3poOku pimens y Mepexax SG/IMT-2020,
po3po0KM IX CTaHIApTiB Ta MPOBEICHHS
BIJIMOBITHUX JIOCTIDKEHh OYJI0 JIOCATHYTO
BHUCHOBKY, fKI CBIJYaTh MpO T€, 110 BUMOTHU
URLLC ckimagHO BHKOHAaTH 3 TOYKH 30pYy
MIMPOKOMACIITAOHOTO BIIPOBA/DKEHHS JTaHOTO
Tuny nocnyr [4,6]. Boun MoxyTb OyTH HanaHi
B oOMexeHOoMy reorpadigHoMy TpocTOpi 3a
BHJIVICHUMHU MEPEKEBUMHU KaHAJIaMU 132 HIIHUX
0OMEKEHHSIX.

HeonHopigHicTh Tpadiky, CKJIQJTHICTh
1HIIT1aJTi3a11ii MOTOKIB Ta PO3paxyHKY 3pOCTaHHS
Tpadiky, a TaKOXX THUTaHHS OTEPATUBHOTO
BUSBJICHHS Ta BYAaCHOTO pO3PAXyHKY 3MIH
npodito Tpadiky mpuU3BOIATH O TOTO, IO
ICHYIOUl «pY4YHI» METOJM MOHITOPUHT B
Mepexkax mokoJiiHH SG/IMT-2020 BTpavaroTh
CBOIO aKTyaJIbHICTb.

Hani oOcraBuHM (HOPMYIOTH HOBY HAyKOBY
npobiemy, a came 3a0e3neYcHHS
¢GyHKIIOHYBaHHS Mepexi nokoiiHaa 5G/IMT-
2020 Ha HAABUCOKMUX IIBHUIKOCTAX Iepenadi
JaHKX 3 YABTPAMalUMU 3aTPUMKaMHU.

Jlns 3abe3nedeHHs ONEPaTUBHOTO pearyBaHHs
CUCTEM YIPaBJIiHHSI MEpEeXKer Ha 3pPOCTaHHS
Tpadiky Ta 3MiHH T€TEpPOre€HHOCTI B Mepexax
5G/IMT-2020 (B ToMy 4YHCHIi MEPIOAUIHOTO
Tpadiky), aHamizy 3MiH npodiao Tpadiky
MNOTPIOHO PO3POOUTH Ta BTUIMTH BiINOBIAHY
HU3KY MEXaHI3MIB Ta nporeayp,
MPUCTOCOBAHUX TS imenTudikarii,
pPO3paxyHKy HaBaHTa)XEHHs, HOro MpOTHO3Y Ta
yIpaBlIiHHSA TpapikoM B Mepexax HdaHOTO
MOKOJIIHHS 6€3 BIUTUBY Ha X MPOJYKTUBHICTb.
OaHuM 3 TaKMX MEXaHi3MIB, MPU3HAYCHUX JIJIS
BUPILIEHHS YaCTKOBOT'O 3aBJaHHS CBO€YACHOL
i1enTudikalii BXiIHOTO Tpadiky €
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3aCTOCYBAaHHS METOIMKA ieHTUiKaIii Tpadiky
B TeJEeKOMYHIKaliiHuX Mepexax SG/IMT-
2020. A ii po3pobka (hopMye HOBE aKTyallbHE

HAayKOBE  3a/JaHHs,  BUPINICHHIO  SIKOTO
IIpUCBSYEHA JJaHa poOoTa.
OCHOBHI BHMOTH [0 BHUPIINICEHHS TaKOTO

3aBJIaHHS, 11 BYacHE Ta e(peKTUBHE BHUABIICHHS
3MiH CTPYKTYpH Tpadiky, po3paxyHOK HOTO
HAaBaHTAXXCHHS Ta OINEpaTUBHE MPUUHSITTA
pillieHb TO YIPaBIiHHIO TpapikoM B HOBHX
ymoBax. [Ipu nibomy, HEOOXiTHO 3a3HAYMTH, 110
g Toro, mo0 3a0e3MeuYuTH MOCTIHHHUI
MOHITOPHHT Ta OTIEpaTUBHE pearyBaHHs Mepexi
3B’SI3KY Ha 3MIHU Tpagiky BIIMOBIIHI MPUCTPOL
Ta MEXaHI3MU KOMyTalli Ta MapupyTu3auii
Tpadiky 1 HOro aHajui3zy B X0Jil MOHITOPUHTY Ta
pearyBaHHsI IOBUHHI MaTH HEOOXITHUIN piBEHb
abcTparyBaHHs  BiA  «(QI3UKW»  MPOIECIB
nepeaadi JaHuX 4epe3 MEPexy.

AHAJII3 OCTAHHIX JOCJII/PKEHB

[Mutanasm  igeHTH(IKAIliT Ta MOHITOPUHTY
Tpadiky B  iH(OpMAIHHO-KOMYHIKAIIIHHUX
Mepekax OCTaHHIX TOKOJIIHb MPUCBSIYCHO Paj
HayKoBHUX myOumikamid. OCHOBHI MiAXoaW Ta
MPUHIIMIT PIMICHHS 3aJaHHs IeHTHdIKamii Ta
MOHITOPHUHTY TIOJIaHO B HAayKOBHUX poOortax [7-
10]

Ha nanuit MOMEHT sKICTb OOCIYyrOBYBaHHS B
Mepekax  3B'I3Ky  3a0e3medyeTbes 3a
nonomororo Texnosorin DiffServ (Differential
Services), a Takox iHmux TE (Traffic
Engineering) pimenp, Hanpukiaax MPLS-TE,
0 BHUKOPHUCTOBYE B  OCHOBI IMPOTOKOJI
pesepByBanHns pecypciB RSVP-TE [7,8]. Onnak
i pilleHHs MAaTh Psa HEAOJIKIB Ui iX
3aCTOCYBaHHS B psiii CEepBICIB y Mepexax
M'ITOTO Ta HACTYNHHUX MOKOJiHb. OCHOBHUMH
HEJOJIKaMU €  BUICYTHICTb JWHAaMIYHOTO
YIIPaBIIIHHS 3aJIe)KHO Bl MIHIUBOCTI MPOQiII0
Tpadiky B Mepexi Ta BIICYTHICTb MOXKIIUBOCTI

HIBUJIKOTO  MEPEeKOH(IrypyBaHHS  MOJITUK
00CIIyrOBYBaHHSI  MIAKOHTPOJIBHOTO  JJOMEHY
Mepexi, a TakoX oOMexeHud  Halip

ki1acudikaropiB Tpadiky, 1m0 B yMOBax, ILIO
3'IBIISIOTHCS Ta BIIPI3HAIOTHCS 32 BUMOTAMHU 10
gaKocTi 06ciayroByBanHa cepsiciB [oT Ta iHIINX,
110 € Ty)K€ KpUTUYHUM HEJ0TIKOM.

HeoOxiguuii  piBeHb  abcTparyBaHHS — Bij
G3BUYHUX TpOIeciB  peani3yloTh KOHIEMIIii
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SDN (software-defined networking, SDN;
nporpamMHo-KoH(pirypoBana wmepexa) i NFV
(Network Functions Virtualization, NFV -
KOHIISTIITis BipTyamizaiii MepexKeBOi
apxIiTeKTypH), 0 BUKIAACHI B podoTax [9,10].
BinMiuene, mo sl ONIEpaTHBHOTO pearyBaHHs
CHCTEM  yOpaBIiHHS  MeEpexi, y  pasi
3actocyBanHs koumemiii SDN Tta NFV [
koHTposiepa SDN i OpkectpaTopa, MOTPiOHO
NPOBOJUTH  BHCOKOTOYHY  1€HTHQIKAIIIO
Tpadiky Oe3 Oe3rmocepeHOTO BTPYYaHHS ¥
NOTIK Ha PiBHI NepeAayl JaHUX Ta BiIMOBIIHO,
0e3 BHECEHHs 3MIHEeHb J0 Horo mpodiito, a
TaKOX MiHIMI3alii 3arpuMok Tpadiky [9,10].
MexaHi3MH Takoi i1eHTU(IKalil Ta Ipoueaypu
MOHITOPUHTY 0€3 BTpy4YaHHS B HOTIK JaHUX B
noJaHuX poOoTax HE PO3TIIAHYTI a BUKIIAJIEHI
npouenypu kounemnmid SDN 1 NFV 3aramom He
JO3BOJISIIOTH 3IMCHUTH TaKUil MOHITOPUHT MIPH
OJIHOYACHOMY BUpIIICHHs MOKJIagHoro Ha SDN
3a0e3neueHHs KibepOe3nekn Mepexi.

Takum uuHOM, 3aBHaHHSA TO 1ACHTHdIKAMIT
Tpadiky B mepexax S5SG/IMT-2020 motpebye
po3poOku okpemoi MeTo ik, OCHOBHI BUMOTH
0 TaKoi METOJUKH, 1€ BYacHe Ta e(eKTUBHE
BUSIBJICHHS 3MiH Tpadiky, HOro po3paxyHOK Ta
OTIepaTHBHE MPUHUHATTS PIllIEHb IO YIIPABIIHHIO
TpadikoMm mpu 3abe3nedeHi HeoOXiTHOTO PIBHS
aOcTparyBaHHsi  Bin  «(BBUKH»  TPOIIECIB
nepeiadi  JaHUX B TEJICKOMYHIKaIlIdHUX
mepexax SG/IMT-2020.

MeTto nocnimKeHHs € po3po0Ka METOIUKU
inenTudikaiii Tpadiky B TEICKOMYHIKAI[IHHUX
Mepexxax 5SG/IMT-2020, sxi GyHKIIOHYIOTH B
Mexax koHueniii nepenadi qanux URLLC.
Jlns mocsirHeHHsT BU3HAYeHO1 METH HEOOXiHO:
- BHU3HAUWTH MeEXaHI3BMHU iAeHTHdIKamii Ta
MOHITOpPHUHTY Tpacdika 0e3 BTpy4yaHHsS MpoILec
nepegadi JaHuX Ta copMyBaTH MPUHLIUIN
foro GpyHKIIIOHYBaHHS;

- moOyayBaTH TPOrpaMHO -  amapaTHUN
KOMIUIEKC ~ JUIsl  OIIIHKH  3aCTOCOBHOCTI
3alpONOHOBAHOTI0 MEXaHI3MY iJleHTu(iKalii Ta
MOHITOPHUHTY Tpadiky;

- po3poOUTH anropuT™ iIeHTUdikanii Tpadiky B
TelekoMyHikaniiuux mepexax S5G/IMT-2020,
sgKa TOBUHHAa (YHKIIOHYBaTH B  MeXax
koHuentii nepeaayi ganux URLLC;

- OI[IHUTH MO>KJIMBOCTI 3aCTOCYBAaHHS MMOJaHOTO
QITOPUTMY Ta CTBOPEHOI HA 1OTO OCHOBI
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METOJMKH JJIi MOHITOPUHTY HABAHTA)KEHHS B
TeJIeKOMYHiKalliitaux mepexxax 5G/IMT-2020,
AKi TOBMHHI (YHKIIOHYBaTH B  MeXax
koHnenuii nepenavi qanux URLLC

BUKJIAJI OCHOBHOI'O MATEPIAJTY
JIOCJILJDKEHHST

Sx Oymo 3a3HA4YeHO paHilie, 3aBJaHHS
imeHTHdiKaii Ta MOHITOPUHTY Tpadiky
BKJIIOYAE  HEOOXITHICTH  PO3MI3HABAHHS
BEJIMKOT  KUTBKOCTI  THIIB  (BpaxoBYyKOYH
URLLC) cepBiciB, He BHOCAYHM J0JaTKOBUX
3aTpUMOK y  Tpadik, Ta  MOXKIHUBICTh
PO3IIMPEHHSI Ta HAJIANITYBaHHS AaJTOPUTMY
M7 IeBHE reorpadiyHe po3TalyBaHHs MEPEXK1
ta cepsiciB [4,6]. HeomnopimHicts Tpadiky,
CKJIQJIHICTh HOro iHIIiani3amii Ta po3paxyHKy
WOro 3pOCTaHHS, a TaKOX CKJIAQJHICTh

OTIEpaTUBHOTO PO3paxyHKy 3MIHEHHS
npoduro Tpadiky MPU3BOAATH JI0 TOTO, IO
ICHYIOUl ~ «pPYYH1» METOJAU  PO3PaxXyHKY

BTPaAyvalOTh CBOIO AKTYaJIbHICTb.

OmHuMH 3 TEPCHEKTUBHHUX PIllleHb, K1
IanyTh 3MOTy 3HAYHO PO3LIMPUTH
MOXJTHBOCT1 MEPEXK

I’SITOTO  TOKOJIIHHSA 1O  3a0e3MeYeHHI0
Bumor URLLC po3rmsigaroTeesi HACTYIHI
pimenns [5,7,8]:

1. 3miHa TexHOJIOTIH (HI3UMYHOTO PIBHA Ta
MepexiJl Ha Tak 3BaHi "KBaHTOBI KOMYHIKarii",
SKI peai3yloTh HIIHA (QI3UYHUN TPHHIAI
nepenaadi  iHdopwmarii, 3acHOBaHHMHA Ha
MPUHIMII KBAHTOBOI 3aruryraHocTi. OnHak
el MEeTOJl 3HAXOJMUTHCS Ha CTajll paHHIX
JIOCJIIIKEHb.

2. JleueHTpaiizallis Mepex 3B'SI3Ky Ta
JeIleHTpai3allisi CUCTeM OOYHCIIEHb, THYUYKe
ix ympaBiiHHs 3 iMIuieMeHTaniero Htygynoro
inTenekry (L) sk cucteMu MOHITOPHHTY Ta
yIpaBIiHHS.

Buxonsum 3 MOTOYHOTO PIBHS MEPEKEBUX
texnojorii  5G/IMT-2020, ski mDOBHHHI
(GYHKITIOHYBaTH B MeXaxX KOHIIEMIIii nepeaayi
maunx URLLC Ta 49acTKkOoBHX 3aBIaHb
MOHITOPHHTY Ta VIpPaBIIHHS, B paMKax
nporecy BrpoBakeHHs LIITydHOTO iHTETIeKTY
B CHCTEMU YIPABJIIHHS BKa3aHUMH MepeKamMu
HaWOUIBII aKTyadbHUMH 3aBIAHHIMHU IS
Heifpomepox OyayTh HacTynHi [6,9,10]:
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— OJHO3Ha4yHa ineHTu¢ikamis Tpadiky 3
0TI LITM MPOTHO3YBAaHHIM fioro
XapaKTepUCTHUK;

— eeKTHUBHUN Ta NUHAMIYHUN PO3MOILT
o04HcIIeHb Ha HPPACTPYKTYPi PO3MOAUICHUX
00YHCIICHB;

— TPOTHO3YBaHHSA Ta imeHTH(]iKamisg

MOXXJIUBUX  TICPEBAHTaXCHb KEepYyHOUUX
CHCTEM.

I[Ipu 1upomy 3aBmaHHs imeHTH(IKAIIT
Tpadiky BKJTFOYA€E HEOOXITHICTh

pO3Mi3HaBaHHA BEMUKOi KUIBKOCTI THIIIB
cepsiciB (BpaxoBytoun URLLC) npu ymoBi
BUKJIIOUEHHS 10JJaTKOBUX 3aTPUMOK Y Tpadik,
Ta MOJKJTUBICTb PO3IIUPEHHS Ta
HATAMTYBAaHHS  aITOPUTMY  TiJ  TICBHE
reorpadiyHe  po3TallyBaHHS MeEpEexkl Ta
cepaiciB [4,6].

IcHyroul cuctemMu MOHITOPHHTY Tpadiky
3a3BUYail BUKOPHCTOBYBAIM TEXHOJIOTII, M0
3aCHOBaHI Ha NEpPIOUYHOMY 3axXOIJICHHI
Tpadiky Ta aHami3l WOro 3aroJioBKiB. Takwmii
METOJ] Ma€ HU3KY HEJIOJIKIB, a caMe: BHECEHHS
3aTPUMKHU B TIOTIK, peanizallis aHaJIITUYHOTO
MOAYJS Yy BUIJISAL JOJATKOBOTO arapaTHo-
MIPOTPaMHOTO PIIICHHS PIBHS Mepeaadl JaHuX
(Data Plane), ckmamnicTe mOOyIOBH TaKOTO
npuctporo [4,6,8].

[Tosia Texuosoriit III, Ta po3pobka Ha ix
OCHOBI CHEIIII30BAHUX CHUCTEM IJIMOOKOI
iHcneknii  makeriB DPI (Deep  Packet

Inspection) JI03BOJISIE nepenTr hi (o)
MOHITOpUHTY Tpadiky Ha CEepBICHOMY piBHI
HbpacTpyKTYypH IpOTpaMHO-

KoH(irypoBanux mepex [12,13,14].

TakuM 4MHOM, SIK pe3yJIbTaT MPOBEICHOTO
aHaJI3y MOXIMBOCTEH MO MOHITOPHUHTY
Tpadiky B Mepexkax S5G/IMT-2020, B nmaniii
poOOTI MPOMOHYETbCA MiAXIA OO0 BUKOHAHHS
BUIIIE BKA3aHOTO 3aBJaHHSA, 3aCHOBAHMH Ha
BUKOPUCTaHHA HEMPOHHUX MEpeX IMEeBHOI
apXITeKTypH, 3aBJaHHS SIKUX BHUSBICHHS Ta
11eHTUdIKaIlisT BU3HAUEHOTO TUIY Tpadiky B
CyMi  3arajbHoro  BXiJHOrO  Tpadiky
BHU3HAUEHOT MepexKi.

Cucrema DPI, sgx BUIHO 3 Ha3BU, BUKOHYE
rInOOKMH aHaIi3 BCIX MAKETIB BXIAHUX JaHUX,
10 IPOXOATH Yepes Hel. TepMiH «rOoKuii»
Mae Ha yBa3l aHalli3 MaKeTa Ha BEPXHiX PIBHAX
moneni OSI, a He yumie 3a CTaHAAPTHUMHU
HOMepaMu nopTiB. KpiM BUBUEHHS MakeTiB 3a
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JEeSKHUMHU CTaHJAapTHUMU ATEPHAMHU, 32 SKUMU
MOJKHA OJTHO3HAYHO BU3HAYUTHU
MPUHAIEKHICT MaKeTa IEeBHOMY JOJaTKy,
CKaxiMo, 3a popmMaToM 3aroJioBKiB, HOMEpPaMH
nmoptiB 1 T.m., cucrema DPI 3miiicHIOE 1 Tak
3BaHMU TOBEIIHKOBUH aHani3 Tpadiky, sSKui
JO3BOJISE  PO3MI3HATH  JOJATKH, sKI HE
BUKOPDHUCTOBYIOTh  JIi  OOMIHY  JaHWMHU
3a3ganerias [14,15].

Brinenns texnosorii DPI B Burisiai okpemo
peari3oBaHOl MPOTrpaMHO-anapaTHOi CHCTEMH,
ii 3ay4eHHs 710 11eHTU(DIKAaIlll Ta MOHITOPUHTY

_—

-0

Mporpama LWI

Tpadiky Ha cepBepHOMY piBHI 3a iHTepdeiicom
REST dopmye okpemy cuctemy ineHTUdIKaIii
Tpaiky 3 BIACTUBICTIO BUKIIOYEHHS 3aTPUMOK
Ta  MiHIMi3amil  CKJIaaHOCTI  peamnizamii
IpOTpPaMHO-aNapTHOTO  KOMIUIeKey.  Taka
cucreMa MoOXe OyTH TpeacTaBieHa 1 SK
armapaTHO-TIPOTPaMHUM  KOMILJIEKC, TaK 1
nporpamMHe pimieHHs (y BHIJISINI TPOTpaMu
Mepexi).

[IpuHIMTIOBa apXiTEKTypa 3ampOIIOHOBAHOTO
pilIeHHs o NOOyI0BI CUCTEMHU 1EeHTU(IKAII]
Tpadiky npeacrasieHa Ha Puc. 1.

PieeHb cepsicie

Cepeepunit IHTepdenc (REST API)
SDN KowxTponep

o
INER!

PigeHb
YNpasniHHA
OpenFlow
KOMyTaTopy
I OpenFlow i
Mepexi 38 A3Ky i 5G/IMT-2020
(NGN/IMS) Mepexi 38 A3Ky

SDN/NFV fomeH

Pisenb nepedavi
daHux

Puc. 1. llpunriunoBa apxiTektypa cuctemu ineHTudikalii Tpadiky Ha ocHOBI TexHonorii DPS

Jlyis cucteMu MOHITOPUHTY TpadiKy M0JIaHOTO
TUITy Ha ocHOBI TexHosorii DPS Bci mpuctpoi
Ta TOTOKH € «IH(PPOBUM 00'€KTOMY, IO Ma€e
psan  mapameTrpiB  Ta QyHKUIA (A1 Hax
napameTpamu), TpeACTaBIeHUM  HabopoM
metoniB [14,15.

Takuit migxig J03BOJISIE peani3yBaTH CUCTEMY
MOHITOPUHTY  iH(pOMaNiiHO-KOMYHIKaIIHOT
Mepexi, sKa IpauioBaTUMe 3 JaHUMHU IIPO
MOTOKM (METa/iaH1) y peKHUMI «Ha JIbOTY». JlaHa
cucTeMa, yepe3 CBO1 BIIACTHBOCTI, T03BOJISIE HE
BHOCUTH JIOJJAaTKOBI 3aTpUMKH y Tpadik, a
TaKoXX Oy/Ab-KMM UYMHOM 3MIHIOBaTH HOro

aKTUBHICTh  (3MIHM  3aKOHIB  PO3MO/ILLY,
IHTEHCUBHICTD TOIIIO). OCHOBOIO
58

(GYHKIIOHYBaHHS JITaHOI CHCTEMH € TIpOIIeC
«CTIOCTEPEKEHHS» 3a AKTUBHICTIO TMOTOKIB 1
(GopMyBaHHS «3arajJbHOi KapTUHW» Tepeaadi
JMaHUX, [0 BiIOYBAa€TbCcAd B MIAKOHTPOJIBbHIN
Mepexi.

Bximgi  gaHi [giod MOJAHOT  CHUCTEMH
(GOpMYIOTbCSI Ha OCHOBI THX JaHHUX, SKi
CHUCTEMa MOXE OTpPHUMATH Yepe3 CepBEpHUM

Inrepdeiic  konTposepa 1  OpkecTparopa
Mepexi.
Ockinbku 'y 1if  poOOTI  PO3IISNAETHCS

aHaJITHKAa aKTUBHOCTI ITOTOKIB 1 BHUSBJICHHS
notokiB IHtepHery Peueil nume Ha piBHI
nepenadi JaHUX, aHANITHYHA CHCTEMAa Mae
MOKJIMBICTh 3aIIMTATH JaHl TaOJHUIh MOTOKIB

SMART TECHNOLOGIES:
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(Flow Tables) 3 ycix mMiZKOHTPOJBHUX

MOXKHAa JIATH BHCHOBKY, IIO0 Ha iX OCHOBI

komytaropiB SDN y koHTposepa. AHaTi3yI0uu MOXXHa  CKJIaCTH ~ METaMoJeib  IOTOKIB.
JaHi, M0 BiI0OPaXKalOThCs y JBOX TII00ATBHUX CkopoyeHy CTpyKTypy TaOnuii MOTOKIB
gactuHax Tabmuii: Match Field i Actions, KoMyTaTopa BinoOpakeHo Ha Puc. 2.
Match Field | Action
[in ' “Flow Statistics !
i Ifimest | 1
e hieabdis i R Byte Count | Packet Count
1 B_count_1 | P_count 1
| |
[ [
Puc. 2. Ctpykrypa Ta0uuIli MOTOKIB KOMyTaTropa S
Ha Puc. 2 )xoBTHMHU KOJIaMU BHUIUICHO T1 AaHI, me oauH mapamerp — Time Stamp, sKuit

SIKI BUKOPUCTOBYIOTHCA Ui (popMyBaHHS
METaMoJIeNli PO JOCHIKyBaHUN TIOTIK Y
Mepexi.

OHI€0 3 BAXXINBUX 0COOIMBOCTEN [IUX JAaHUX
€ Te, 10 Ha OCHOBI JiumIbHUKIB Byte Count Ta
Packet Count He MO)XHAa BW3HAYUTH TOYHY
JOBXKHHY TaKeTa B MOTOIl, OCKUIBKH 32 OJIUH
MOMEHT qacy JYUAITBHUKHA MOXKYTh
nopiBaroBatu: Byte Count [11500, Packet
Count [J

2. BigmoBigHO, Ha OCHOBI IUX JaHUX HE
MO>KHA TOYHO BU3HAYUTH JIOBKHHY KOXKHOTO 3
MaKeTiB, 3apeecTpOBaHMX Yy TMOTOII  3a
npoMixkok vacy: AT =1 c.

BapTo TakoXk BiI3HAYUTH, IO JIYHUIBHHKH
Bi10OpakaroTh CyMapHe 3HAYeHHsI TapaMeTpiB
[Byte Count, Packet Count]. Ognak, kpim
JAHUX JIYWIBHHUKIB y TaONUIl MOTOKIB iCHYE

SMART TECHNOLOGIES:
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JIO3BOJISIE OI[IHUTH B KOXXEH MOMEHT 4acy
mutTeBe 3HaueHHs [ByteCount delta] Ta
[PacketCount delta]. Takum uymHOM, 32
TOBUTHHUHN Tepion vacy AT, marouu BimTiKu
snagenb [Byte Count], [Packet Count],
[ TimeStamp], MOKJIMBO CKJIaCTH HaOIp JaHUX 3
BCTAaHOBJICHOT CTPYKTYpPOIO IaHUX, NI€ KOXKCH
BIIUTIK  BiIOOpa)ka€ MHUTTEBE  3HAYCHHS
[ByteCount delta] ta [PacketCount delta].

Binniku 3Hauens [ Byte Count], [Packet Count],
[TimeStamp] hopmyroThCs UIIXOM
IIOCEKYH/IHUX 3allUTiB Ha KOHTPOJEpP MEpexKi
SDN uepes nporpamuuii intepdeiic RESTAPI.
Crtpykrypa ¢dopMyeTbcss Ha MiJACTaBl 3alHTIB
DataSetrq 3 «cupumn» nanumu. Bupas (1) ta
BUpa3 (2), M0 € 3aJIeKHOCTSIMH IEPETBOPCHHS
Ha HeoOXximHuii  ¢opmar DataSetme 3
MUTTEBUMH 3HAYCHHSIMH (3) HABEJACHO HUXKYE.
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[Tpuiimemo: TimeStamp_deltas —TS =1 [sec.] = const,
PacketCount_delta — PCeelta,
ByteCount_delta — BCelta, @

Toni:
[TimeStamp] [ByteCount] [PacketCount]
TimeStamp11 ByteCounti, PacketCount1z
DataSetro =  TimeStampz: ByteCountz, PacketCount2z (1)
TimeStampn: ByteCountn2 PacketCountns
BC_deltan. = ByteCountn. — ByteCount(n-1) ifN>1
)
PC_deltan. = PacketCountnz — PacketCount(n-1)2 ifN>1
[TimeStamp] [ByteCount] [PacketCount]
TSdeItall BCdeItalZ PCdeIta13
DataSetm. = T Sdeltaz1 BCelta2 PCoelta23 (3)
TSdeItaNl BCdeItaNZ PCdeItaN3

[Ipu 11pOMyY pO3paxyHOK CyMapHHX 3HAaU€Hb MapameTpiB TpadiKy 3a BCTAHOBJICHHH MPOMDKOK dacy
MIPOTIOHYETHCS 3MIIHCHIOBATH 3a BUpa3amu (4) ta (5):

N=AT/rg
ByteCount =), BCgeitanz )
AT~ N=1
N=AT/rg
PacketCount = Y, PCyeltanz ®)
AT = N=1

[Tpu 11bOMy pO3paxyHOK CyMapHHUX 3HAYEHb MMapaMeTpiB TpadiKy 3a BCTAHOBJICHHH MPOMDKOK 4acy
MIPOIOHYETHCS 3/1CHIOBATH 3a Bupazami (4) Ta (5):

ByteCount =Y (AT o(—-L1 ) N=1 A (N=AT/TS

(BC) _deltaN2 (4)

PacketCount =Y (AT o(—-L ) N=1 ’(N=AT/T [(PC) _deltaN2 (5)

Sk Oyno 3a3Ha4YeHo BUILE, JJIS BUPILICHHS B pe3ynbraTi npoBeaeHOro aHajizy o0paHo
BUIIEONMCAHOTO 3aBJaHHsA Oyl0 NpOBeIeHO H11X11 BUKOPUCTaHHS HEMPOHHUX MEPEK.

KOMIUIEKCHUH aHali3 MaTeMaTUYHUX METOJIIB Busnauena meta 3acTocyBaHHS HEMPOHHOL

knacugikanii 3 ypaxyBaHHSAM OCOOIHMBOCTEH Mepexi, a came — 1IeHTU(IKaIlis Ta MOHITOPUHT
BXIIHUX JIaHUX, AaHAJI30BaHUX JaHUX PO tpadiky mepexi SG/IMT-2020 npu ymoBi

IIOTOKH, a TaKOX 0COOJIMBOCTEH MOYATKOBOI
BUMOTH — pO6OTI/I CUCTCMHU Y pe)KI/IMl «Ha
JIBOTY».

60 SMART TECHNOLOGIES:
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poOOTH CHCTEMH Yy PEXKUMI «HA JOTY»
(MiHIMI3aIlis 3aTPUMOK BXIHOTO TOTOKY) Ta
0co0aMBOCTI iIeHTH(IKAIII] Ta aHATI3Y BXITHUX
nanux DataSetML - Bup. (1)- (5) dopmyrors
BHUMOTH JI0 HEWPOHHOI Mepexi, mo Oyne
oOpaHa /ij1sl TOCATHEHHS TIOCTAaBJICHOT METH.

BigmoBigHO 10 IOCTaBIE€HOI METH Ta
ocobnmmBocTe BXigHMX gaHux DataSetML
oOpaHa BiONOBimTHA apXiTeKTypa HEHPOHHOI
Mepexi Ta TOJaHa CHCTeMa, aJrOpUTM Ta
METOJINKA 11 3aCTOCYBaHHS.

Ha nanuiif MOMEHT ICHY€ BETUKUN PI3HOBU]
HeHpOHHUX Mepek. OTHUM 3 TUTIOBUX 3aBJIaHb
TaKUX Mepex € Kiacuikailis MoToKiB JaHUX
(iHpopmarii) Sk OO’€KTy CIIOCTEPEKEHHS.
[Tommpenwuit cnoci6 kinacugikariii — crnocid Ha
OCHOB1 OMNHCIB OO'€KTIB 3 BHKOPUCTAHHIM
TUTIOBHX O3HAK, Yy SKOMY KOXeH 00'eKT
XapaKTepU3yeThCSI HAO0OPOM  YHCIOBHX YU
HEUYHCIIOBUX O3HaK [16].

Amnani3 TUIIB aHUX, 10 BKIIOYEH] B Tpadik

Mmepexi SG/IMT-2020 nokasye, 1o iX BiIKpUTI
O3HAaKM HE JalTh TOYHOCTI Kiacudikarii
nanux. [IpuunHa mossirae B ToMy, IO 11l JaH1
MICTATh NMIPUXOBaHI 03HAKH, SIK TO KUIBKICTh Ta
pPO3MIpH TaKeTIB JaHWUX, Yac iX 3aTPUMKH Ta
THIIII.
Buxogsun 3 1mporo, BUHHKAE HEOOXIOHICTL B
migoopi  CTAaHAAPTHOI HEUPOHHOI MEpexi,
MPU3HAYCHOI 10 KiIacu(ikallii Ta aHajai3y JaHuX
Tpadiky, [0 MarOTh MPUXOBAHI O3HAKHU.

AHaniz psaay BIAOMHX HEHPOHHUX MEPEK,
MPU3HAYCHUX JIJI1 MOHITOPIHTY IOTOKIB PI3HUX
JTAHUX [TOKAa3aB, 1110 OJIHIEIO 3 TAKUX HEUPOHHHUX
Mepex € HelpoHHa Mepexa 3 ¢yHkiiero Deep
Learning — ¢yHKI[i€0 MalIMHHOTO HABYaHHS,
[0 BUKOPHUCTOBYE 0araToIIapoBi MEpexi s
aHali3y JaHUX, aBTOMAaTUYHOTO BHUOYYECHHS
O3HAaK Ta CTBOPEHHS OUIBII CKIATHUX MOAeNei
JUIsl  aTpillleHHs  3aJaHs  iHJAeHTHQIKaIIil,
MOHITOPHUHTY Ta aHanizy. [16,17].

Bkazana mepexa € HaOOpOM alrOpUTMIB
MalIMHHOTO  HAaBYaHHA, SKi  JI0O3BOJSIOTH
MOJIEIOBaTH BHUCOKOpPIBHEB1 aOcTpakuii B
MacuBax JaHMX. B mpomeci  Takoro
MOJIETIIOBaHHS BKa3aHa HelipoHa Mepexa Deep
Learning 31aTHa BUIUIATH 3 JaHUX MPUXOBaH1
O3HAKH, TPU LIbOMY HEMPOHHI MEPEXi MICTAThH
Outplie, HDK 2 mnpuxoBaHUX Mmapu. Tomy,
BpPaxOBYIOUH 0COOIMBOCTI o0'exTa
MoHiTopuHTYy — Tpadik mepexi SG/IMT-2020)
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Ta WOTO O3HAKW (YMCIIOBI CTATHCTUYHI PSIIH,
IO € METaJaHuMH) 00paHO BKazaHy HEHPOHHY
mepexy 3 Deep Learning.

Po3poOka Ta HaBuaHHS HEWPOHHOI MEpexi
Deep Learning mnpoBoawiucs Ha OCHOBI
BHCOKOPIBHEBOI MOBHU TporpamyBanHsi Python
3 il pi3HOMaHITHUMH Oi0iOTeKaMu  Ta
(dpeliMBOpKaMHU.

Sk mTydHy HEHPOHHY MEpexy Uil
BUPIIICHHS 3aBJAHHS MOHITOPUHTY Tpadiky
00paHO pEKypeHTHY HEWpPOHHY MEpexKy 3
nonatkoBuMu mapamu LSTM (Long Short-
Term Memory) [18]. Mepexxa LSTM €
VHIBEPCAJIbHOIO TOMY, IO 3 JIOCTaTHBOIO
KUTBKICTIO HEHpPOHIB BOHAa Ma€ MOKJIMBICTh
BUKOHYBAaTHU OyJb-sIKI OOUMCIIEHHS, SKI MOXE
BUKOHYBAaTH 3BUYANHUN KOMIT'FOTED.
Bxmrouenuit B Mepexy TNIMOMHHUN MOIYib
LSTM, sk 4acTMHa WTY4HOI HEUPOHHOI
mepexxi  (LLIHM),  nmo3Bosisie  BHSIBIATH
3aKOHOMIPHOCTI BIUIMBY JAaHHUX TOMEPEaHIX
BI/UTIKIB Ha MOTOYHI 3 ypaxyBaHHSAM BEJIMKOTO
pO3KHAy 3HaUYeHb MDK HuMH. To00TO,
HalpuKiIaj, TMEepIOJAUYHICTh, IO  MOXE
BUSIBISIETBCS  y Tpadiky IHTepHery Peueit,
CcaMOTOAI0HICTh XapaKTePy SKOTO HABOAUTHCS
y baraThox mparsx [5,6,19].

Ockinbku 0OpaHa apXiTeKTypa HEHpPOHHOT
MEpeXi peallidye TPUHIMI «HABYaHHS 13
3ay4EHHSIM BUUTEIIS», MpOIIEC i
3aCTOCYBAHHS BHUMarae bopmyBaHHS
IIOYAaTKOBOTO HABYAJIBLHOI'O HA0OpYy NaHHUX 3
MapKOBaHMUMM I103HAUYKaMH, Ta HACTYIHOI'O
30epeKeHHs CTaHy HaB4eHO1 Mepexi [19].

JIns HaBUaHHS HEHPOHHOT MEPEKi BX1THUMA
tpadgik  DataSetML  meperBoproeTbcs B
DataSetMLtrain nuistxoM A0JaBaHHS HOBOI'O
CTOBITYMKA JIaHUX, B KOXXHOMYPSJKY SKOTO
CTOITh 1IEHTU(]IKATOP CTATHCTHYHOI BUOIPKH.
BiamoBinHO, I HaBYaHHS PO3Mi3HABAHHS
Oubioro THIy Tpadiky AaHUN HaBYaIbHUN
Ha0ip  JaHuUX  MOTpiOHO PO3IIHUPUTH,
HOMITHBILIHN BIJNOBIAHY CTaTUCTUYHY BUOIPKY
Mitkoro Tpadiky, Hanpukian — 10T [17,18].
Apxitexkrypa mepexi Deep Learning micTuth 2
NOBHOMNOB'3aH1 rauOuHHI piBHI LSTM 1 2
nos'a3ani rauOuHHi piBHI RNN (Recurrent
Neural Network), kokeH 3 SKHUX MICTUTH 7
NPUXOBAaHUX HEHPOHIB.
3arponoHOBaHU METOJI MOHITOPUHTY Tpadiky
Mepexi MPOTOHYEThCS peali3yBaTHy BUTJIIAAL
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MPOrPaMHOTO MOJYJISi MOBOIO IPOTpPaMyBaHHs
Python Bepcii 2.7 mis aHaMITUYHOI CHCTEMH,
peanizoBanoi Ha ocHoBI MV C narepHy.

Hane porpamHe 3a0e3MeueHHs,
BIMOBITHOTO ~ OOpaHOrOo  WiAXOQy O
imenTudikarii, cxeMaTHIHO MOJAAHOTO Ha Prc.3
BTUICHHSIM BiIMOBIAHOT QYHKIIi1, peali3oBaHO1
yepe3 MNpOrpaMHUMl 3aCTOCYHOK, BKJIQJICHUH
MOBEPX CEPBEPHOTO MPOTPAMHOTO iHTEpQeEiicy
API xoHTpoJepa MmporpaMmHO-KOH(DIrypoBaHOT
Mepexi Ta OpkecTparopa Mepexi JadbopaTopii.

Jnst dopMyBaHHA  HAaBYAJIBHHX  JJIA
Tyynoi HeiiponHnoi Mepexi HabOpiB TaHUX
BH3HA4YEHO crerianbHi ymoBu [17,18]:

— Oynp-skuil 1HIUK Tpadik, IO HE
BITHOCUTKCS 1o JOCHIIKEHHS, 110
MIPOBOJUTHCS, TIOBUHEH OyTH BUMKHEHUH 1 HE
npoxoauTu B SDN-cerMeHr;

— Mepexa MOoBHHHa OyTu MoaugikoBaHa
Tak, OO0 Oyla MOXIUBICTP OJHO3HAYHO
i1eHTu(iKyBaTH TMOTIK 3 TpadikoM, IO
reHepyeThesl B TaOMUIII MOTOKIB KOMYTATOPIB.

Jlnst  amapaTHOi peanizaimii  IporpamHoO-
arapaTHOr0 KOMIUJIEKCY HEWpPOHHOI Mepexi,
mo 3a0e3ledynuTh HOCIIKEHHS METOHIB Ta

AITOPUTMIB 3aCTOCYBaHHS ITy4roro
IHTENeKTy s Mepex 3B'si3ky SG/IMT-2020
MIPOTIOHYETHCS HACTYITHA apxiTekrypa

71a00paTOPHOTO KOMILJIEKCY, IO I[0JlaHa Ha
Puc.1[20,21,22].

JlaGopaTtopHUll KOMIUIEKC MPOMOHYETHCS
nmoOyayBaTH B BUIJISAAI 3'€IHAHUX B KUIbIE
TPHOX MPOrPAMHO-KEPOBAHUX KOMYTAaTOPIB
SDN, mo peanizytorh mpotokona OpenFlow
Bepcii 1.0. BuOpanuit SDN- koHTponep 3
BIIKpUTHM BuXimHUM KojaoMm OpenDaylight
MIPOrpPaMHO-KOH(IrypoBaHOT Mepexi peamnizye
pO3MOJUT  HAaBaHTAKEHHSA IO MeEpexi 3a
3amMoBuyBaHHAM. OCKiUTbKM 1€ CTEH]
310paHuii B MepIry Yepry 3 METOI0 MPOBEACHHS
JOCII/DKEHb, y pIBE€Hb YIPAaBIiHHS BKa3aHUM
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KOMIIPJIEKCOM  IHTEIpOBaHMW  3BHYANHMI
komytarop Ethernet, sxuii arperye Bci
CIIy’kOOB1 TIOTOKHM 1 3abe3meyye JOCTYIHICTh
koHTposiepa SDN. Takoxx B Mepexi IaHOTO
KOMYTaropa  peali3oBaHO  JOCTYm 1O
CepBepHOTO piBHS KOHTpojepa SDN.

JUis  po3MIUPEeHHS ~ KUIBKOCTI  MOKIIMBUX
MIIKJIFOYEHb 10 KOXKHOTO KomyraTtopa SDN OyB
MOCITIIZIOBHO TIKIFOUeHni mpoctuid Ethernet-

KOMYTaTtop, M0 BHKOHYE pOJb arperamii
BXIJTHOTO TIOTOKY B TOMOJIOTii IOJIaHOTO
KOMILIEKCY.

3a ocHOBY mporpamHoro 3abesneueHHs SDN-
KOHTPOJIEP MIPOTIOHYETHCS 3aCTOCYBaTH
MOAylbHY apxiTekTypy Java Karaf, ska
3a0e3neuyye  HEOOXIAHY  PO3LIMPIOBAHICTh
KOHTpoJiepa [UITXOM BCTaHOBJICHHS

HEOOXITHUX JOJIAaTKOBUX MOJYJIB ab0 BIacCHOL
PO3pOOKH MOIYIB 3 MOJANBIIO THTETPAIIIEIO
JI0 IIPOTrPaMHOI IIUHU KOHTPOJIEPA.

B sikocti OpkectpaTropa Mepexi MpONOHY€EThCS
3aCTOCYBaHHS  TNPOTPAMHOIO  PIICHHS  —
OpenStack, sike IHTErpyeTbCA TaKOX 13
pimenusm  OpenDaylight depe3 mporpamumii
moyie «OpenStack Neutron» [11,23].

Jns peanizamii Tpadik-reHeparopa THIIOBOTO
cepBicy Iuteprery Pedeit  mpomonyetcs
3aCTOCYBaHHSI ~ CepBepy 3  OIepaliiHOoIo
cucreMoro Linux Ubuntu Bepcii LTS 3
BCTQHOBJICHUM 1 HaJalITOBaHUM CEpBiCOM
I0TDM (Internet of Things Data Management),
oo  pO3pOOJICHHI  OKpEeMHM  IMIPO3ALUIOM
OpenDaylight 3 ckmany koncopuiymy The
Linux Foundation [20,23].

OyHKIIOHYBaHHS ~ KOMIUIEKCY  Iepeadadae
YMOBY, IIPH SKiii BC1 MPOTrpamMu pO3ropTarThCs
HAa oJHOMY (i3uyHOMYy cepBepi. Y mporeci
pPO3pOOKHU poJb cepBepa BHUKOHYE
NepCcoHaNbHUI HOYTOYK, Y IPOLIeCi TECTYBaHHS
crarionapaui I1K.
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Program level [
o s Program 2 Program 3
Program 1 (Monitoring) (Traffic detection) (SDN (Forecasting the load
(SDN controller) controller) on the controller)

REST API (Server Interface)

SDN controller (ODL)
Beryllium SR-4

= __

SDN/NFV layer

OpenFlow-1.0- Mikrotik
RB2011 switch

(cisco Catalyst 3750G)
Aggregation switch 1

Level

transport network

OpenFlow-1.0- Mikrotik
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Puc. 3. ApxiTekTypa nporpamMHoO-anapaTHOro0 KOMIUIEKCY HEHpOHHOT Mepexi

B pe3yabTaTi €KCIIEPUMEHTAIILHOTO
OCIIIKEHHSA 3a JIOIIOMOT' 010
3ampOIOHOBAHOTO MPOrpaMHO-anapaTHOTrO
KOMILJIEKCY, CXEMaTH4HO MojaHoro Ha Puc.3
oTpuMmaHo MacuB fganux DataSetMLtrain, sxuit
copMOBaHUIl 3 JABOX MapKOBaHUX HaOOpiB
nanux (IoT, Video).
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Hani DataSetMLtrain momaeTbcss Ha BXIif
HEHpOHHOI  Mepexi, KoHbIrypamis  sSKoi
BiZloOpa)keHa BUILE.

3a orpumanuM MacuBoM DataSetMLtrain
noOyJoBaHa JiarpamMa pPO3KHIY 3HA4YCHb.
Hiarpama HaBeneHa Ha Puc. 4.
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Puc. 4. Jliarpama po3kuay 3Hauenb DataSetMLtrain

[Ticns Toro, sk HaBYANBLHUN HAOIp MaHUX
chopMOBaHUH, 3TiAHO 3 AJITOPUTMOM,
BHKJIQJICHUM BHIIE B i1 pOOOTI, MpOTpaMHH
MOy b PO3pOOJICHOTO J0JaTKa, 0 peatizye
[lItyuyny Helipouny Mepexy, nepexoauTsb 10
MpoLecy HaBYaHHS HEMPOHHOT MEpexi.

[Ipotarom mpouecy HaBYaHHS HEHPOHHOI
Mepexi pO3po0IIeHUM JIOJATKOM
KOHTPOJIOIOTBCA Ta (IKCYIOTbCS 3HAYCHHS
HACTYIHUX MapameTpis [23,24]:

Train Accurancy (TounicTs HaBUaHHS);

Test Accurancy (TouHicTh MPOXOKEHHS
tecty LIIHM);

Train loss (Ilomuiku mix yac HaBYaHHS);

Test loss (ITomwIku mig 9ac MPOXOHKEHHS
tecty LIIHM);

I'padik, mo BimoOpakae naHi mapaMmeTpu y
mpoleci MPOXOJDKEHHS  ermoX HaBYaHH,
HaBezeHo Ha Puc.5.
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AHani3 3ajieXXHoCTel, momaHux Ha Puc.5,
Puc.6, ne BimoOpakeHO mpoIlleC HaBUYaAHHS
Mepexi, IO0Ka3aB, IO JUIsl IOCTAaBJIEHOTO
3aBJaHHS MOHITOPUHTY Tpadiky po3poOiieHa
MTyYHa HEHPOHHA Meperka yCIIITHO PO
mpouec HaByaHHS. B pesynpTaTi mpouecy
HaBUYaHHS HEHUPOHHOT MEpPEeXkKi Ta MEepPeBIpKU i
poOoT Ha TecTOBUX Habopax JaHUX Yy
HAaBYCHOMY CTaH1 po3poOieHa HeHpoHHA
Mepeka  MOXe  1IeHTH(IKyBaTH  IOTIK
Intepuery Peuwell, 1o reHepyerbcs, 3
nMoBipHicTIO 99,7%.

Bapro  Big3HaumTH, 1m0  OTpUMaHa
HMOBIPHICTh PO3Mi3HABaHHS TOTOKIB JaHHX
(Tpadix manux Big Mepexi [ntepuery Peueii Ta
Tpadik Bigeo) Mae 10CUTh BUCOKI 3HAYCHHS 1
npu 30UTBIICHH] KUTBKOCTI TUMIB TpadiKy, 110
PO3MI3HAOTLCSA, JlaHa WMOBIPHICTH MOXE
3HU3UTHCS, MPOTe MepedyBae y JOMyCTUMUX
meskax (80-90%) [21,22].
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Puc. 6. MacmraboBanwii rpadik HaBYaHHS Ta TECTYBaHHS IITYYIHOI HEHPOHHOI Mepexi

Takum YMHOM, 3alpPONOHOBAHO METOJ]
MOHITOPUHTY HaBaHTAKCHHS B
TelekoMyHiKaliiHux mepexax SG/IMT-2020,
KWW BKJIIOYAE:

— mpouec (HopMyBaHHS METaMoOAeNl MOTOKIB
BXIIHMX JaHuX B Mepexy SG/IMT-2020:
DataSetML = ([Byte Count], [Packet Count],
[TimeStamp]);

— wmoaudikaris DataSetML B HaBuanbHU
Habip DataSetMLtrain msixoM BKIIOYEHHS B

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 3(16), 2025, 54-67

Ha0Ilp JaHMUX 1JeHTU(IKATOPIB CTATUCTHUYHOL
BUOIpKY;

— bopmyBaHHS IIPOrpaMHO-arapaTHOro
KOMIUIEKCY HaBYaHHS Ta OLIHKK €()EeKTUBHOCTI
3aCTOCYBaHHS  HEWpPOHHOI  Mepexi  Juid
MOHITOPUHIY  HaBaHT&XEHHI B  Mepexi
5G/IMT-2020;

— moOyJaoBY CTPYKTYpH HEHpOHHOT Mepexi
Deep Learning 3 nogarkoBumu mapamu LSTM;
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— peamizallito MpoIecy HaBYaHHS HEHPOHHOT
Mepexi Ta MAroToBKa i1 10 (PYHKIIOHYBaHHS 32
IPU3HAYCHHSM;

— BTUICHHS 3alpONOHOBAHOTO METOAY Ta
MIPOTPaMHO — arapaTHOTO KOMITJIEKCY B MPOIIEC
MOHITOPDHUHTY  HaBaHTOXEHHS  Tpadiky B
TenekoMyHikainHnx mepexax SG/IMT-2020.

BUCHOBKU

1. B poGoTi mnpoBeaeHO aHali3 MpoOLECY
i1eHTudikamii BXiTHOTO Tpadiky B Mepexax
5G/IMT-2020, mnoOyaoBaHUX IO TEXHOJOTIl
Ultra-reliable and low latency communications
Ta BU3HA4Y€HI MOro OCOOJIMBOCTI Ta HANPSIMKHU
JOCIIKEHb TIO0 MIABUIIEHHIO e()EeKTUBHOCTI
HOr0 MOHITOPUHTY.

2. Jlnsg BUpIIIEHHS 3aBJaHHS MOHITOPUHTY Ta
inentudikaii Tpadixy mepexi SG/IMT-20208
poboTi po3pobiieHa Ta TOJaHa BIAMOBIIHA
METOJIMKa MOHITOPUHTY. BkazaHa MeToIuKa
BKJIFOUae (OpMyBaHHS MAacHBIB MeETaJaHHUX
BXITHOTO TMOTOKYy, Mojaudikaiiro ix B HaOip
HaBYAJIbHUX J1aHUX, (POPMYBaHHS HABYaJIHHOTO
MIPOrpaMHO-anapaTHOTO KOMILIEKCY Ta
po30y/IOBY CTPYKTYpH HEHPOHHOI Mepexi,
MPOBEJIEHHSI TMpOLleCy HaBYaHHA HEHUPOHHOI
Mepexi Ta BTUICHHS i1 B MPOIIEC MOHITOPUHTY
HAaBaHTAXECHHI B TEJICKOMYHIKaIIHHIX
Mepexax SG/IMT-2020.

3. OuiHka pe3yapTaTiB NpPOLECy HaBYAHHS
3ampoINOHOBAaHOT  HEHPOHHOTI  Mepexi  Ta
nepeBipku ii poOOTHM Ha TECTOBUX Habopax
JAaHUX Y HABYEHOMY CTaH1 [M0Ka3asa, [0 MoJaHa
B poOOTI HEHpPOHHA MepeXa 3[JaTHA MPOBECTU
MOHITOPHUHT Ta 1MeHTU(IKYBAaTH 3T€HEPOBAHMIA
Bin cepBiciB Iutepuery Peueit T1padi 3
HMOBIipHicTIO 110 99,7%.

B mpoueci MouiTopuHry Ta igeHTH]iKaIii
Tpadiky Bim ABOX Ta Oinblie cepBiCiB JaHa
HMOBIPHICTb ~ MOXE€  3HU3WUTHUCS,  IpOTe
nepedyBae y nonyctumux Mexax 80-90%.
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Traffic identification method in 5g/imt-2020
telecommunication networks based on artificial
intelligence

Oleksandr Koretskyi, Anastasiia Kondakova

Abstract. The paper analyzes the process of
identifying incoming traffic in 5G/IMT-2020
networks, built on the Ultra-reliable and low latency
communications technology, identifies its features
and research directions to improve the efficiency of
traffic identification taking into account the
requirements for the functioning of the considered
network.

To solve the problem of identifying traffic in the
5G/IMT-2020 network, the paper develops and
presents an appropriate methodology. The specified
methodology includes the formation of metadata
arrays of the incoming stream, their modification
into a set of training data, the formation of a training
software and hardware complex and the
development of the neural network structure, the
training process of the neural network and its
implementation in the process of identifying traffic
in 5G/IMT-2020 telecommunication networks.
Evaluation of the results of the training process of the
proposed neural network and verification of its
operation on test data sets in the trained state showed
that the neural network presented in the work is able
to monitor and identify traffic generated from
Internet of Things services with a probability of up
to 99.7%. In the process of monitoring and
identifying traffic from two or more services, this
probability may decrease, but is within the
acceptable limits of 80-90%.

Keywords: identification of incoming traffic of
information and communication networks, 5G/IMT -
2020 network, artificial intelligence, neural network,
information and communication network load
management.
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AHoTanigs. Y po0OTi IOKJIATHO PO3IJISTHYTO
MOHATTS Tporiecy mepedopy. Bin 3aificHIOETBCS 3
00'eKTaMH X, SIKI € eJIEMEHTAMU JIEIKOI MHOKHHU X.
Meroro niepebopy € BUKOHaHHS JesSKOT aKTUBHOI JIiT
y = f(x) Hax enemeHTamu, 1o repeduparorbes. s
JisT MOXe, 3BHYAiHO, 3aCTOCOBYBaTHCS 1 JIO
KO)KHOT'O €JIEeMEHTa, aje y MepeBaKHii OLTbIIOoCTi
MPAKTUYIHUX 3aBJIaHb Jisl 3aCTOCOBYETHCS TUILKHU JIO
THX €JIEMEHTIB, SKi 3aJI0BOJILHSIOTH IEBHIN yMOBi
nepedopy P(x).

Haiibinem mpocTuM crocoboMm mepedopy €
MOBHH# mepedip abo «opyT-hope». IIpu oMy 10
KOKHOTO 0€3 BHHATKY €IIEMEHTY MHOXHHU X
3aCTOCOBYETHCS TepeBipka yMoBU P(X) i, 3a1eKHO
Bil pe3ynbTaTy, 3MIHCHIOETbCS BUKOHAHHS Mii Y =
f(x). OdeBHmHO, IO TOBHUH Iepedip € TEBHUM
CTAJIOHHUM MPOIIECOM y TOMY CEHCI, IO caMe B
MOpIBHAHHI 3  HUM  3pY4YHO  OI[IHIOBAaTH
epEeKTUBHICTh TOTO YH IHIIOTO AJITOPUTMY
oOMexxeHoro mepedopy. ANTOpUTMHU OOMEKEHOTO
repedopy MOUUTFHO 3aCTOCOBYBATH y TEPEBAXKHIN
OUTBITOCTI TPAKTHYHUX BHUMAJKIB, SKIIO TLTHKA
MOBHUI Tiepebip He 3aiiMae MaJIOMOMITHHIA dYac
MOPSIIKY 4YacTOK cekyHau. OpHak, y JesKux
BHITAJKaX JOMUIFHO ONTHMIi3yBaTh (OOMEXyBaTH)
repedip HaBiITh 32 TAKUX MAJMX YaciB BUKOHAHHS
BCBHOTO TIPOIIECY — 30KpeMa, SKIIO0 TaKi KOPOTKi
MIPOIIECH TTepedopy MOBTOPIOIOTECS OaraTo pasiB Ha
OJIMHUITIO Yacy, CKIAJal0uiCh CyMapHO Y JESKHiA,
YK€ JIOCUTh 3HAYHHH Yac.

Merox TUIOK 1 MeX € HaWBIIOMIIIAM
AITOPUTMOM OOMEKEHOro repebopy 1 T03BOIISE,
MOCTYIOBO MPOCYBAIOYKCH BiJl OJJHOTO BapiaHTa JI0
IHIIOTO, BIOKUAATH IIiIi HAOOpPW  EIIEMEHTIB,
3aBijioMO He BimmoBimHWUX yMoBi P(x). OpHak,
JMaHWi METOJ He JI03BONIsIE POOWTH HadidHI
MoTepeIHi OLIHKM eEeKTHBHOCTI 00XO0ay BCHOTO
JepeBa  BIAMOBIMHWUX  €NEMEHTIB, a  Horo
3aCTOCOBHICTD JUIsl KOJKHOI KOHKPETHOI 3a/1a4i cTae
3pO3yMLJIOI0 TUTBKH B TIporieci mepedopy.
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V 11iit poOOTi IPOMOHYETHCSI METOIT OOMEKEHHS,
3aCHOBaHUI Ha MOJaHHI yMOBH mepedopy P(x) y
KOH FOHKTHBHIH a00 113 IOHKTHUBHIA HOpPMAaIIbHIiH
(hopMi 3 TOAANBINOI TEPEeBipKOIO Ii€i yMOBH 3a
CXEMOI0 CKOPOYEHHX JIOTIYHMX OOYHCIECHb 3
BUKOPUCTAHHSM JIMIIE OAHIET 3 yMOB. Takox s
MIePEBIpKU I1i€] YMOBU TPOIOHYETHCA 3a37aJIeTi/lb
HOPOBOJUTH  OOYMCICHHS  JeIKOi  J0JaTKOBOI
iH(opMalii, CIUparoYuCh Ha SIKY Mif 9ac nepedopy,
MOXHA OTPUMYBATH KiHLIEBHH pe3ynbTaT IIBUILIE.
B sixocri Takoi iHpopmMalii Mo>KkHA TPUAHSTH TOALT
Ha kimacu (kmacrepu) BCiX  00'€KTiB, 11O
nepeOUparoThCs, 1 BUKOHAHHS 1epeOopiB TINBKH B
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MeKax KIacTepiB, 10 CKOPOUYeE 3araibHy KUTBKICTD
EIIEMEHTIB, 10 MepPeOHPaIOTHCA.
[IpomonoBanmii MinXig JOKIAaTHO MOSCHIOETHCS HA
MpUKIaAl pilleHHs aKTyaJbHOI 3a1adi 3 00JacTi
KOMIT'IOTepHO1 rpadiku, sika Mojsirae y moIyKy BCix
MPaBUJIBHUX N-KYTHUKIB (Ha MPHUKIIAAi TPaBHIBHUX
TPUKYTHHKIB) HA MHOXKHWHI N TOYOK TPUBHMIPHOTO
MpocTopy, fAKI 3aJaHi CBOIMH KOOpAWHATAMHU.
HaBeneHO clioOBeCHMIA OMKMC IMOBHOTO Iepedopy,
HEOOX1THOr0 JUIsi BUPIIICHHS TAKOrO 3aBJaHHS, a
TaKOXK JOKIAJHUNA OMHC aITOPUTMY OOMEXEHOTO
nepebopy, SKUH CKIaJeHWi 3a TPOIIOHOBAHOO
cxeMor0 (ckopodeHi oOuucnenHs 3a KH® i
MOTIepe/IHsT ~ KJIacTepu3allisi BCiX 00'€KTIiB, 1O
nepeduparoThess ad0, TOYHIIIE, MOB'SI3aHOI 3 HUMHU
iH(OopMaIii — BiicTaHel MiX yciMa apamu).
Y po0OTi HaABEICHO YHUCIIOBI PO3PaxyHKH, IO
JIO3BOJISIIOTH ~ MPOBECTH  TEOPETHYHY  OLIHKY
e eKTUBHOCTI 3aIPOINIOHOBAHOTO PpireHHs.
BceranoBiieHo, 110 IpH i€ajibHO PIBHOMIPHOMY
po3moITi BCix 00'eKTiB, M0 Nepeduparorhes mo K
KjiacaMm,  BiOyBa€TbCsd  3HAYHE  3MEHINCHHS
KUUTBKOCTI Omepariiii MOpiBHSHHS BiJICTaHEH IpH
MOIIYKY PIBHOCTOPOHHIX TPUKYTHHKIB (TP YHCII
K =50 — reopernyHe MPUCKOPEHHS CTAHOBUTH 110 3
pasiB). [Ipuckopenmns, MO  OACPXKYETHCH,
JOCITIPKEHO TTPaKTUYHO Ha MOJAEIBHIN TTporpaMHii
peamizarii, HammcaHiii moBoro C#, B pe3ymbTaTi
YOro MOKa3aHo, 10 peajbHe MPUCKOPEHHS € JIOCUTh
OJIM3BKHUM JI0 1I€alTbHOTO, & caM 3aIlpOITOHOBAHUIA
ITiIX11, BIAMTOBIAHO, € ehEKTHBHIM.

KarouoBi caoBa: mepebip, TPUCKOPEHHS
mepedopy, KiIacTepu3aiis, AEKOMIIO3HINS YMOB
iepedopy.

BCTVII

Ha cporoaHimHiii 1eHb IiCHye 3HA4HA
KUIBKICTh ~ TPEAMETHUX  oOylacTed,  Je
3aCTOCOBYIOTBCSI ~ allTOPUTMHU  miepedopy.
Hacammiepen, 3 00YUCITIOBATIBHOT TOYKH 30PY
HaWCKJIAAHINIT mepebopu 3yCTpIiuaroThCsa Yy
3aBJaHHAX MOIIYKY iH(popMarii y 6a3ax 1aHUX
(bM) [1], uto po3riusiHeMo TOKIaaHIIIE.

[To-nepiue, TaxKli 3aBJIaHHS
XapaKTepU3ylThcd  3HAYHUMHU  oOcsiramMu
JaHUX, cepell SKUX IMOTPIOHO NPOBOIAUTH
nepebip. Skmo Haetbes mOpo  mporpamy,
3allylieHy B ONepaTHBHY MaM'ATh 1 sika He
BUKOPUCTOBYE 0a3zy JaHMX Ui 30epiraHHs Ta
BUJIy4YeHHS iHQopmalii, TO, OYEBHUIHO,
oOpoOmtoBaHi JaHi OyayTh po3MilleHI B
omepatuBHii mam'ati EOM, sxa Ha
CBOTOJHIIIHIM JeHb JUI1 NEepCOHATBHHUX
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komm'rorepiB  (mami  — IIK) craHoBUTH
BEIMYMHM TIOPSAAKY JecsiTka rirabait. Jlims
MPOIYKTUBHHUX CEPBEPIB OOCSATH OTIEPATUBHOT
nam'aTi MOXYTh JOCSTaTH COTEHb TirabauT,
0 € JOCHTHb BEIMKOI BEIHMYMHOI0, SKa

BHUMAarae 3aCTOCYBaHHS CTIeHiIbHUX
amapaTHUX  pimeHb  (MPOTH  3BHYAWHOT
apxitektypu  IIK). Opmak, maHi, sKi

PO3MIIIYIOTECA B 0a3ax ITaHWX, HABITh IPHU
BUKOpUCTaHHI 3Buyaitaux [1K nerko Moxytsb
nJocsiraTi 3a3HavyeHoro posmipy B 100 T'6, a
OpU PO3MIIIEHHI Ha BUCOKONPOIYKTHUBHHUX
cepBepax OOCSATH JaHUX, 10 30epirarThes,
OOYHCIIIOIOTHCSL COTHSIMM TepabailT, 1o B
[JIOMY Ha KUIbKa MOPAJNKIB OuIbIlle OOCATIB
JaHuX, AKI  MOXHa  pO3MIIIYBaTh B
oneparuBHii mam'sti EOM. Takum duHOM,
BUKOHAHHS ONepalliii Ha JaHUX, PO3MILLIEHUX Y
bJ1, nmoTeHmiitHO MOKe MOTpeOyBaTH Ha KUThKa
HOPSAJIKIB OLIbINE 1, HDK 3aCTOCYBAHHS TOTO
caMoro aJIropuTMy B TMporpamax, M0 He
BUKOPUCTOBYIOTH TinkIoueHHs 10 BJI [2].

Hpyrum aCIIEKTOM 3aCTOCYBaHHS
AITOPUTMIB TIOITYKY (@ TaKOX 1 COPTYBaHHS)
Ha JaHuX, po3mimenunx came B bJl, €
HEOOXITHICTh ypaXyBaHHS TOTO, IO JOCTYI 10
JAHUX, po3MileHnx Ha AucKy (a daitmu b/l
MIPUPOTHO 30€pIraroThCs B AUCKOBIN mam'sTi, a
HE OIEPATHBHIN), 3aBXIU 3IIMCHIOETHCS
3HAaYHO INOBUIBbHIIIE, HDK 0 JaHUX B
oneparuBHii mam'siti EOM. HaBith cywacHi
mBuaki SSD HakomudyBaudi MarTh 3HAYHO
MEHIIY IIBUJAKICTb TOCTYIY IO JaHUX, HDK
nam'ate kiacy DDRS a6o naBite DDR4.
Takok, BiIOMO, IO JMCKOBI HaKOMHYyBaui
ONTUMI30BaHI1 TS IHOTOKOBOT
nepenavi/mpuiioMy JaHUX, a OIepaTHUBHA
nam'siTb  JI03BOJISIE  LIBUJKO  OTPUMYBATH
JIOCTYIl 70 HEBEJIMKUX PO3PI3HEHUX OJIOKIB
nanux. lle o3Hauae, MO NpU IHTEHCHBHUX
mpolecax J0JaBaHHs/BUIATCHHs NaHuX 3 bJ]
ii ¢aitmu OynyTh CHIIBHO (pparMeHTOBaHi, 110
11€ Tiplie YHOBUIbHUTH poOOTYy 3 Heto. Takum
YUHOM, 3aJadi ONTHUMI3allii aJrOPUTMIB, IO
MPaLOTh 13 0623010 NaHUX, CIIA HPUIUIATH
BEJINKY yBary.

[Ile ofHUM acreKTOM OpraHi3allii HOLIyKiB
(TobTo mepebopiB) came B 0azax MaHUX €
OCOOJIMBOCTI TPOIEAYPH OTPUMAHHS JaHUX
Ipyu JIy)Xe BETUKUX 3amuTaxX. BUKOpUCTaHHS
CTaHJApPTHOI MPOIeIypu BHOIPKU UYEPrOBOTO
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€JIEMEHTa, [0 3aJI0BOJIbHSE YMOBI paHille
1HII1/HOBAHOTO MOIIYKY (HAIIPUKIIAI, B CHCTEMI
MySQL croyarky oIuMH pa3 BUKOHYETHCS
koMaHga mysqli_query(), a motim 6araTo pasiB
BUKIMKAIOTBCS ~ KOMaHAM  HAa  KIITJIT
mysqli_fetch array()), mpu Benmkiid KiTbKOCTI
€JIEMEHTIB, IO 3aJ0BOJIBHAIOTH YMOBaM
MOIIYKY, MOXE HACTUIbKM 3arallbMyBaTH
po6oty 3 CYB/I, mo Bech KoMm'roTep-cepBep
MOX€E TIepeTH B 3a0JI0KOBaHM# cTaH [3].

VYci HaBedgeHi MOMEHTHM CBIOYaTh, IO
ONTHUMI3allid Tpoliecy mepedopy € 0coOIMBO
aKTyaJIbHOIO TIPU POOOTI 3 BETUKUMH JTaHUMH,
SIK1 OYEBUJHO PO3MILIYIOTHCS B 0a3ax JaHMX.
B takomy Bumanky nepexiJ Bif MOBHOTO JI0
4acTKOBOTO  (0OMeEXeHOoro) rmepebopy €
3aBlIaHHSM, OOOB'SI3KOBUM JI0 BHKOHAHHS,
3BHYAaHO 32  HAABHOCTI  BIAMOBIIHHUX
MOXJIMBOCTeH  (ICHYBaHHS ~ METOJIB,  iX
peanizamii 1 ICHYBaHHS MOXJIMBOCTEH ix
a/IeKBaTHOTO 3aCTOCYBAHHS).

Best HaBeneHa apryMeHTaIlisl CTOCYBasacs
nepebopiB y BJI, ogHak 1 mpu po3milieHHi
nanux y mam'sti EOM 3amada ckopodeHHS
KUTBKOCT1 €JIEMEHTIB, IO NepeOuparoThcs,
MO)Ke OyTH HaJ3BMYallHO aKTyaJbHOIO 3a
HasIBHOCTI JEAKHX OCOOJMBOCTENl BCHOIO
MIPOLIECY.

[To-nepe, cami €JIEMEHTH, 1o
nepeduparThcs, B OJAHHUX 3ajJadaX MOXKYTb
OyTH JOCUTH MPOCTUMHU, 5K, HANIPUKIA, IPU
3a/1a4i MOUIyKY B YHCIOBOMY OJIHOBUMIPHOMY
MacuBi, aje B IHIIMX BUMAJAKaX MOXYTb
SBJIATH COOOKO CKJIaOHI, KOMIUIEKCHI 1 3HAYHI
3a 00CSIroM CTPYKTYpHU NaHUX. Y HEpIIOMY
BUIIAIKy HABITh BETUKI 1epeOOpH IHTETPaIbHO
OyoyTh 3ajayaMu 31 3HAYHHM, aje He
TiraHTCHKUM OOCSITOM OOUYHUCIIEHb. Y IPYrOMy
K 3arajbHa CKIAJHICTh BCHOTO IMepebopy
3HAYHOKO MIPOIO 3aJIe)KaTUME BiJ CKIAAHOCTI
00'eKTiB, 110 MepeOHparoThCsl. TaKuM YHUHOM,
npu nepedopi elIeMeHTIB, L0 HalleXaTh M0
CKJIaJJHO BJAIUTOBAHUX CTPYKTYp [JaHHUX,
MUTaHHS TPO OOMEXEeHHS Mepedopy TaKoK
CTa€ Iy’Ke aKTyaJIbHUM.

[To-npyre, X04a o0'exTH, 110
nepeduparoThes, 1 MOXKYTh OyTH NMPOCTUMH 32
CBO€IO CYTTIO (SIK HampuKiajl, MpH nepedopi
BCIX  €NEeMEHTIB  IUIICHOTO  CTaTHYHOTO
MAacHBY), IPOTE YMOBA, 1110 TIEPEBIPAETHCS PU
nepebopi BCiX €IeMEHTIB MacHBY, MOKe OyTH
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00YMCITIOBAIBHO CKJIaaHOK. OYeBUIHO, IO 1
TYT aKTyalbHe (110 MOXIMUBOCTI) CKOPOUYEHHS
MHOXHUHU €JICMEHTIB, 11(0) peanbHO
nepebuparotbesa.  Takox, dkmo mepedip
BUKOHYETBCS HE 3 METOI TIOMYyKYy, a
3aCTOCYBaHHS SKOICh omepariii 10 Bcix 0e3
BUHATKY €JeMEHTIB 0a30B0i MHOXUHH (Y
BKAa3aHOMY MIOWHO BHIAJKY-IPUKIAAI — JI0
BCIX €JIEMEHTIB MacuBY), TO 3a YMOBH, IO IS
omepalisi € JOCHTh «BaXKKOK», OOMEKCHHS
nepedbopy TaKokK MOBUHHO OYTH 000B'SI3KOBUM
eTanoM Bchoro mporecy. Crif 3a3Ha4UTH, 10
miJ «0OMEXKEHHsSIM Tepebopy» TyT MOTPIOHO
PO3YMITH HE 3MEHIIEHHS KUIBKOCTI 00'€KTIB,
o0 TepeduparoThCs, ajie CKOPOUYEHHS, IO
MOJKJTUBOCTI, YMCJIA BUKOHYBAHUX MPH IIBOMY
oTeparriin.

Hanpukiapn, MOpaxyBaBIIH 1
BUKOPHCTABIIN pe3yabTaT TPUBAIOTO
nepeTBopeHHs f(ai) A8 MOTOYHOTO eeMeHTa
MacuMBy al CJIiJ HE BHIAIATH MOTO, a
MOMICTUTH B THUMYacoBe cxopumie {f(ai)}.
SIko oMH 13 HACTYIMHHUX €JIEMEHTIB MAacUBY
BHUIMAJKOBO BHUSBHUTHCS PIBHUM ai, TO
BUpaxoByBatn f(ai) He moTpiOHO, a cCiix
MIPOCTO B3SITU TOTOBE 3HAUEHHS 3 TUMYACOBOTO
cxopuma. Ou4eBUIHO, IO MOJXKJIHMBI IHIII
HUISXH CKOPOYEHHS 00CSIry BHKOHYBaHHX
omeparliid, sKi B IIUJIOMY MO>KHa BITHECTH 10
AITOPUTMIB OOMEKEHOTO Tiepebopy, aie sKi
KOHKPETHO KPOKH B JAaHOMY HaIlpsIMKY MOXHa

3pOOMTH - 3aJCKHTh BII TMPUKIATHOTO
3aBIAaHHS.
Hapermri, MOKJINBa KOMOIHAIiA

HEraTUBHUX (aKTOPIB, KOJIH:

- mepeOip HeOOX1THO 3MIMCHUTH Ha Oe3Jivi
NIy)K€ CKIQJHUX 32 CBOEK CTPYKTYPOIO
00'€KTIB;

- motrpiObHa cKJagHa TepeBipKka yMOBHU
nepedopy
- cama omepallis, IO 3aCTOCOBYETHCA [0
00'ekTiB, 10 BiIOMparOTbCs HpU Tepedopi,
TaKOX JTy>Ke CKJIaIHa.

Crnig mam'sTat, 1O CKJIAJHICTH TYT CKPi3b
HaeTbcs y OOUYMCITIOBATHLHOMY CEHCl, TOOTO
«CKIAHUM»=«TaKHH, 10 BUMAara€ BEIMKHUX
00CHTIB 00YUCICHDY.

Hoci Opanmcst [0 yBard 3aBAaHHA, IO
BIZTHOCSTBCS BEJIMKOIO Miporo 10 ramysi Big
Data, nme o0csaru 00poOMIOBAaHUX JAHUX
00YMCITIOITHCS MIHIMYM TirabaiiTamu, a 4acTo
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HaBiTh Tepabaiitamu 1 Outbmie. [lpu 1BOMY
OJIHE TaKe 3aBJaHHA, OyAydM 3aIlyllleHUM Ha
neBHiii EOM (abo kmactepHiil apXiTekTypi),
BHPIIIYETHCS MPOTSITOM TPUBATIOTO

gacy. Taki 3aBmaHHS MOXYTh CTOCYBaTHCS
(GyHIaMEHTAIBHUX HAYKOBHX  JOCIIKCHb,
BaXKJIMBUX IHHOBALIMHUX TEXHIYHUX
PO3paxyHKiB, MAKPOCKOHOMIYHHX JTOCITIIPKCHb,
To1o. OTHUM CIIOBOM, BOHH € IIIOOAJIBHUMH 3a
CBOEIO CYTTIO (CTpareriudi). Y ToW camuii gac
iIcHye Jyxe 0arato TpPHUKIAJHUX 3aBJaHb
CepeHbOI CKIAIHOCTI, BHUPIMIEHHS SKUX
MOTPIOHO  OTPUMYBATH  MaiKe MUTTEBO,
HaIlpUKJIAJ, IIPOTHO3YBaHHS O1pKOBUX
KOJIMBaHb KypCiB BaJlOT 1 LIHHUX TMamnepis,
MPOTHO3 TIOTOJM Ha HAWOMWXK4Yl TOJWHU,
po3mi3HaBaHHSA OCOOW JIIOJMHM, SKy BUIHO B
JAaHWH MOMEHT dYepe3 Kamepy 30BHIIIHBOTO
CIIOCTEPEKEHHS, TOWO. Y I[bOMY BHUIAAKY
3a/1aua Xo4a 1 He BUMArae riraHTChbKux 0OCSTIB
00YHCIIeHb, MPOTE ICHYE >KOPCTKUHM JIMIT Ha
3aralbHUM yac ii BUKOHAHHS, 1 KpiM TOrO,
OTPUMYBATH DIICHHS PI3HUX BapiaHTIB TaKol
3a7aui  MOTPIOHO JTOCHUTH YacTo, TOOTO.
MPaKTUYHO y noToi. OueBUHO, 10 BUTPALT Y
0,1 cex mpu posmi3HaBaHHI OAHIET ocoOM €
HECYTTEBUM, OJHAK, SKIIO CHCTeMa MOBHHHA
pO3Ii3HABAaTH TOTIK JIOACH, IO HWIyTh IO
JKBaBI  BYJHIl, CHUTyallisl KapJWHAIBHO
3MIHIOETbCA 1 HABITh TaKe MaJie MOJIMIIEeHHS B
pe3ynbTaTi IPU3BOAUTH JI0 CYMApHOI BIIUYTHOT
€KOHOMIi Ta 30UIBIICHHS MPOAYKTHUBHOCTI
CUCTEMH.

Takum uymHOM, OOMEXEHHS TIepedopy Ciifg
3aCTOCOBYBATH y TaKUX BHUIIAJIKAX:

- o1yk/o6po06ka indopmarii y mxepenax Big
Data, Takux, sk, Hanpukiaan, Mmepexesi bl i3
3aralbHUM O00CSITOM TOPSAKY TepalailTiB 1
BHUIIIE;

- mepeOuparoThes
CTPYKTYpOIO 00'€KTH;
- 3MIMCHIOETBCSA TepeBipka CKIATHOI YMOBU
nepedopy;

- BUKOHYEThCS  CKJIaJIHE
€JIEMEHTIB MU nepedopi;

- caM coboro mepebip He AyKe CKIaJHUN 1
MO)Ke OyTHM BHUKOHAHUU 3a IIUTKOM PO3YMHUI
yac (HampwKiIag, TMOPSAKY CeKyHI abo
XBWIMH), ale Yy BIANOBIAHIA Tamy3i Taki
3aB/IaHHs MepeOopy BUHUKAIOTH Oe3MepepBHO 1
MOCTIHHO (TIOTOKOM).

CKJ'IaIlHi 3a CBO€IO

NIEPETBOPEHHS
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SIK BUAHO, CIIEKTP 3aBJiaHb, B SKHX MOTPIOHO
3aCTOCYBAHHS IITOPUTMIB oOMeXeHHS
nepedopy, MOCHTHh IMUPOKHA, TOMY MO>KHA
NEePEeXOAUTH 10 OUIBII MIUIBHOTO OOTOBOPEHHS
[IUX METOIIB.

AHAJII3 OCTAHHIX JOCJIJ’KEHD TA
[TOCTAHOBKA 3A1AYI

Hacammnepen ciin 3a3Ha4nTH, 110 CaMa raysb,
noB'si3aHa 3 ajJropuTMaMu  B3arajii Ta
aIropuTMaMu Tepedopy 30Kpema, 3'sBHIIacs
NOpPIBHAHO HEeNaBHO. Tak, OCHOBM Teopil
QITOPUTMIB Toyaiu po3pobmsruca y 1930-x
pokax (mepiri pobotu Oynu ctBopeni B 1930-x
1 1940-x pokax Kyprom I'egenem, AnaHom
Tropiarom, Eminem Iloctom, Anonco Yepuem
Tta A.A. MapkoBum) [4]. Y Toit camwuit gac (30-
40-Ti pp.) 3aKIamalOTBCS 1 OCHOBH TeOpii
ontuMmizanii Ha pobotax ¢on Heiimana,
Hannura, KantopoBuya Ta iHImX [5].

PoGora 3 MHOXHMHamMu O00'€KTIB TOCTYIIOBO
cTaja THUIOBHM TMPOIECOM TpU 0OpoOIIi
OJHOPIAHMX MacHUBIB iHQoOpMaIlii, Xxoua pi3Hi
BapiaHTHU LILOTO MPOILECY, 3BUYAHHO, MOXKYTb
BIJIPI3HSTHCS 3HAYHOIO MIpOIO0 0COOIMBOCTIIMHU
TEeXHIYHOI peainizamii Jyisi Pi3HUX MPUKIATHUX
3aBAaHb. [IpupomHo 3'IBUIMCS ¥ pI3HOMAHITHI
crocobu mepexody Bif OAHOro 00'ekTa [0
HIIIOTO Ta MEPEBIPKU X AKOCTEW YU BUKOHAHHS
NEeSIKUX TPOLIECiB. Y3arajabHEHO Taki METOau
Ha3WBalOTh AJIrOpUTMaMu repedbopy [6].
HaiinpocTimmmM € moBHU# nepedip 4u mepeodip
3 gonoMororo rpyooi cuim (brute-force).

Jns mpoBeneHHs — Oyab-sKOTO — mepedbopy
MOTPIOHO TPOBECTH  KUIbKA  IMIATOTOBYHUX
npouenyp [7], a came:

a) BCTAaHOBUTH JIeSKi MpaBWJIa BCTAHOBIICHHS
NOPANIKY y 0e31iul eeMeHTIB, 10 MiAJIATralTh
nepebopy (amke, K BiTOMO, MaTeMaTHYHE
MOHSTTSI «MHOXKHMHA@» € HEBIOPSIKOBAHUM
HabopoM 00'ekTiB). Y HalmpocTimomy, aine
IyXKe TOUIUPEHOMY BUMAJAKY, HAEThCA PO
OpOCTy HyMmepalito, TOOTO BCI €JIIeMEHTH
NOTPIOHO JHIIE TPOHYMEPYBAaTH, 30KpeMa
OpU3HAYUTH TepIIUid 1 OCTaHHIM 3 HuUX. Y
OUTBIN CKJIAJHUX BHUIIAJKaX MOPSIOK MOXKE
BCTAHOBJIIOBATHCS Ha TIICTaBl IHIIUX O3HAaK
(Hampukiaa, Big OUIBIIOrO eleMeHTa [0
MEHIIOTO, 32 KOJIbOPAMH BECENKH, YaCTOTOIO
B)KMBAHHS Ha MPAKTUIII TOIIO);
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0) TakoX HEOOXiHO CTBOPUTH CHOCIO
Mepexo/1y BiJ MOTOYHOTO aHAII30BAHOTO TPHU
nepebopi
€IEMEHTa 10 HACTYNHOTO, M0  CJixye
0e31ocepeIHbO 32 HUM;
B) PO3pOOUTH 1 peanizyBaTH CyTh aKTUBHOI A1l
y = f(X), sKy noTpiOHO TPOBOAWUTH HaJ
o0'ekTaMu Xi, 1110 IEpeOUPArOThCs (HATPHUKIIA,
¢dbopmMyBaTH 3 HUX HOBY MHOXXHHY BiiOpaHux
o0'ekTiB, a00 MPOCTO BUIABATH iX HA EKpaH,
abo0 3acTOCOBYBaTH
10  KOXHOTO  SIKeCh  TEepeTBOPEHHS 1
nepes3anucyBaTu Horo, 1 T.11.);
r) 3a¢ikcyBaTtu ymoBy nepedopy P(x), To6TO
BCTAaHOBUTH DSAJl BHMOT, SIKUM TIOBHHEH
3aJ0BOJILHSITH HOTOYHUHU 00'exT, 10
PO3TISIIAETHCS, MO0 3aCTOCOBYBATH J0 HHOTO
aKTHBHY Jif0, ONKCaHy B IONEPEIHHOMY
MTYHKTI.
3a3HaueHa IOCIIJOBHICTE i Ha ICEBIOKOII,
Ha0mmwkeHomy g0 C/C++, Marume Takui
BUTJISAT;

X = First;

while (x! = Last)

{
if(P(x) == true)
{

y = f(x);
use(y);
3(++;
}
Cnin 3a3Ha4YMTH, IO B JAOCTYIHIN JiTeparypi
3yCTPIYa€ThCS YUMaJo BapiaHTIB
AITOPUTMIYHHUX [iHd, SKI BKIIOYAIOTh CIOBO
«riepedip». Y 1bOMY MOXYTh ONHCYBaTH
JOCUTh JalieKi Jpyr BiI Apyra OpeaMeTHi
obmacTi.
Tak, HanpukiIaa, TEpMiH «METOJ Iepedopy» B
[8] Bu3HAYaETHCA SIK HAUTIPOCTIIINI 3 METO/IIB
MOILIYKY 3HaueHb AIHCHO-3HAYHUX (QYHKLIH 32
Oyib-SKUM 13 KpUTepiiB MOpiBHSIHHA (Ha
MaKCUMYM, Ha MIHIMYM, Ha TIEBHY KOHCTaHTY).
CTOCOBHO eKCTpeMaJbHHX 3aBAaHb Nepedip €
MPUKIAIOM  TPSIMOTO  METOAYy  YMOBHOI
OJIHOBUMIpHOT macuBHOi omtumizamii. [laHwuii
METOJ TaKOXK HA3MBAIOTh METOJIOM
PIBHOMIPHOTO TIOHIYKY a0o0 mepeGopoM Io
CITIII.
BoueBuap, y peanpHUX 3amadax mnepedopy €
MOXIIUBICTh 3MEHIIUTH (MPUUOMY YacTO —
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JOCHUTH ICTOTHO) KUTbKICTh BUKOHYBAHHX JIii.
Taki nepedopu MU Ha3MBATHMEMO
00MeXEeHUMH, a caM TPOIIeC 3MEHIIICHHS YMCIIa
Niif, TOpPIBHIHO 3 TMOBHUM TepedOpoM,
Ha3uBaTHMEMO OOMEXeHHsM mepebopy. Ilpm
bOMY MOJKHA pO3AUIATH JIBa BapiaHTH
3armpoBaKEHHST 0OMEKCHb:

- 3MEHIINTH KUIBKICTH  OO'€KTIB, IO
nepeOuparThes,  30epirarouM  CKJIATHICTh
nporeayp P(x) i y = f(x), 4oro MoxHa q0CSIrTH
B OaraTpox peanbHuX 3aCTOCYHKAX,
BpaxoByuu ix ocoOmuBocTi. Takox st
CKOPOYEHHsI Iepebopy B IESIKUX BUIMAKAX CIII]
MPOBECTH JIOJATKOBI i, 0 HE BXOIATH JO
nporecy IMOBHOTO Tiepebopy, OJHAK IXHS
3arajbHa CKJIAJHICTh Ma€ OyTH MEHIIO, HIX
CKJIaJIHICTh Mepedopy TUX 00'€KTIB, K1 MOKHA
BIIKUHYTH B pE3ylbTaTi MPOBEACHHA LHX
NOJATKOBUX [IIH;

- cripoctuTH npouenypy P(x) abo y = f(x), ado
obmaBi  Bimpa3y, 30epirarodd  MHOXXHHY
00'eKTIB, 110 NEPEOUPAIOTHCS.

OueBuHO, III0 MOXKJIMBI P13H1 KOMOIHAIIIT TBOX
3aMpONOHOBAaHUX HUISX1B CKOPOYEHHS
KUTBKOCT1 omepamii iy dYac mnepedopy.
Hampukian, MoXJIMBe CripolieHHs yMOBU P(X)

1, K HACJIIJOK, 3MEHIIEHHS YKCiia 00'€KTIB, 110
nepebuparoTbcsi. AOO MOXKIUBE PO3OUTTS
npouenypu obpobku y = f(X) Ha eramm, 3a
pe3yapTaTOM  MEpIIoro 3  SKUX  MOJKHA
OPUMMHITA ~ TOJAIbITy OOpOOKYy  JESIKUX
€JIEMEHTIB, (PAaKTUYHO CKOPOYYIOUH KUTBKICTh
€JIeMEHTIB, 10  MepeOuparoThes  (SAKIIO
PO3YMITH Tij] TIepeOOPOM 3aCTOCYBAaHHS BCIET
npoueaypu y = f(x), a He TUIbKY il YaCTUHHU).
Haii6inpin BitoMuM METO/IOM, SIKH 0OMEXye
nepebip, € meton rutok Ta Mex [9]. Crin
3a3HAYMTH, 10 KOHKPETHHI 3MICT
BUKOHYBAaHHMX Y LIbOMY METOJ1 Al 3aJeXHUTh
BiJ mpeAMeTHOi oOmacTi i camMe TOoMy Lied
METO/] 1 HaBiTh I'PYyIy METO/IIB 111€ HA3UBAIOTh:

- mepebip 13 BIAXOJOM HazaJg 4Yd 3
MOBEPHEHHSM;

- OexTpekiHr (aHri. backtracking);

- IOIIYK y TJIHOUHY;

- METOJ CIIPO0 1 MOMUIIOK, 1 T.1.

Merton riok ta mex (anri. branch and bound)
— 3arallbHU{A QJITOPUTMIYHUK METON JJs
3HAXO/DKEHHS ONTHMAIbHUX PIllIeHb PI3HUX
3aBJlaHb OMNTHMi3allii, 0COOIUBO TUCKPETHOL
Ta KOMOIHATOpHOI. € PpO3BUTKOM METOAY
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MOBHOTO Tiepebopy, aje Ha BiAMIHY Bia
OCTaHHBOTO  TYT  BHKOHYETbCS  BIJCIB
MIAMHOXKHUH  JOMYCTUMHUX  PINICHb,  sKi
3aBiJOMO HE 33JI0BOJIBHAIOTH YMOBY P(X).
Mertoz T'iIoK 1 MEX BIIEpIIe 3aIpOTTIOHOBAHHHA
B 1960 Amnicoro Jlenn i Enicon Joiir [10] mis
BUPILICHHS 3aBJIaHb UIOYHCEIHHOTO
[IpOrpaMyBaHHS.

3arasipHa imest MeToIy Moke OyTH ommcaHa

Ha MPUKIAJI MOIYKY MiHIMYMY QyHKIIT f(X)
Ha MHOKMHI IONYCTUMUX 3HaU4€Hb 3MIHHOI X.
Oyukiis f Ta 3MiHHA X MOXKYTh OyTH
JOBUIBHOT

npupou. s MeToay TiIoK Ta MeX HeOOXiTH1
JIB1 TIPOTIETYPH:

- pO3TayXeHHS;

- 3HAXOKEHHS OI[IHOK (MEX).

MeTtoa BUKOPHCTOBYETBCS JUISI BUPIICHHS
nesikux NP-moBHMX 3aBAaHb, y TOMY YHCIHI
3a/1aui KOMIBOsDKEpa Ta 3ajjadui Ipo paHellb.
MerTo[ riiok Ta MeX BUKOPHUCTOBYE TIEPEBIPKY
ymoBu P(x) Ha ocHOBiI iHdopMmalii, ska

obuncioeThess  Oe3mocepeHbo  MiJ  Yac
niepedopy, 110 MOTIpIIye roro
MPOIYKTUBHICTD. TeopeTudHO MOYKHA

BIICIKATM HEBIAMOBIMHI BapiaHTH IIe JIO
MOYaTKy MpOLEeaypy mepedopy Ui 4oTO CIIif
BHPAXOBYBAaTH SIKYCh JOJAaTKOBY iH(OpMAIIifo,
sgKka Oe3rnmocepelHbO 1 HE TMOTpiOHA s
MMOYaTKOBO1 3a/1a4i camoro nepedopy. Y maniit
CTaTTI PO3BUBATUMETHCS CaMe TaKUH MiIXif,
KOJM CKOpPOYCHHS OIlepamid mpH caMoMy

nepebopi  JOcCSATaeThCs 3 JIOTIOMOTOIO
BUKOHAHHS HAJTUIIKOBUX JIOJTaTKOBUX
omepamiii  mepex  CTapTOM  MPOLELYPH

nepebopy. Lle mo3Bosie po3paxoByBaTH IO
JI0JIATKOBY BXi/IHY 1H(pOpMAIIiIo 3a3/1a1erifpb, a,
MOXJUBO, 1 Ha iHImIH EOM. Ilpu upomy cam
nepebip 3aiiMaTUME BIIYYTHO MEHIIMHA Yac
MOPIBHSHO 3 OpyT-(hopc BapiaHTOM.

OCHOBHA YACTHHA

OTxe, pO3rIsSHEMO AOKIAJHIIIE TOHSITTS
ITOPUTMY 0OMEKEHOTO Tepedopy.

SIx BCTAHOBJICHO, BXKJIMBUMU CKJIAIOBUMH
OyIb-SIKOTO aJITOPUTMY Iepedopy € NBi peui:

- aKTHBHE IMepeTBOpeHHs y = f(X), skomy
noTpiOHO niaaTu o0'exTH, 110
nepeduparoThes;
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- ymoBa mnepebopy P(x), mincraBnsioun B
SKy YeproBUH E€JEMEHT, IO IepedupaeThCs,
BCTAHOBJIIOETHCS, YW TOTPIOHO MigIaBaTu
fioro neperBopeHHIO y = f(x).

Ha nepmmit mornsg Moxe 31aTucs, IO
MOJKJIMBO TIPAIIOBATH y IIUX JBOX HAIPSIMKAX:
CKOpOUYYBAaTH Yac aKTUBHUX IEPETBOPEHH Ta
CKOpOUYyBaTH dYac mepeBipku ymoB. OnHak,

cnpoOu  JEKOMNO3WIIi Ta  CHPOIICHHS
IIEPETBOPEHHS y = f(x) OyayThb
0e3MepCcrleKTHBHUMHU,  TOMY IO  TIpH

BUpIILIEHH] KOHKPETHOI MpUKJIaJHOI 3ajadi
THUII 1IbOTO MEPETBOPEHHS 1 BC1 HOTO CKIIaI0B1
BXKE€ 33/JaHl OCOOJMBOCTSIMU IPEAMETHOI
007acTi 1 SIKOCh 3MIHUTH 00CAT omneparii, sKi
HEOOXITHO  BUKOHATH IS  JOCSTHEHHS
HOTPIOHOTO PE3yAbTATY HEMOKIUBO.

[Ifo »x mo apyroro HampsMy — TO TYT
MEepPCIIEKTHBA 3MEHILCHHS 00csITiB
BUKOHYBaHMX orepaniii Moxe Oyru Habarato
kparmioto. [lo-mepmie, B OUIBIIOCTI peaIbHUX
3aBlIaHb yMoBa Imepebopy Oyzae d0OCUTh
CKJIaJIHOIO (CKJIaJIEHOI0), a I1e O3Hauae, 1o il
MOYKHA TIPEACTABUTH B OJIHIN 13 HOPMAJIBHUX
dbopmM, 1O pO3MIAAAIOTHCSA B MaTeMaTHUHIN
JIOTII:

a) KOH''OHKTMBHA HOpMaJibHa ¢opma
(KHD):

P(x) = P1(X) A P2(X) A ... A Pm(X) (1)

0) /u3'TOHKTUBHA HOpMasibHa opma
(IHD):

P(X) = P1(X) v P2(X) v ... v Pm(X) (2

[TosutuBaumMu pucamu (1) ta (2) €
MO>KJIMBOCTI CKOPOYEHHUX JOTTYHUX
00YHCIIeHDb Yy JACSIKUX BUMAAKaX (AKi HE TaK i
PLIKO 3yCTpiYalOThCS Ha MPAKTHUII):

a) mns KH®: sxmo Oynp-sika ckiiagoBa
Bciei ymMmoBH (T0OTO mimymoBa) Pi(x) mopiBHIOE
HYJAI0, TO IHIII CKJIQJ0B1I MOXHa He
00UuCITIOBaTH, a pe3yabTaT Bipa3y JOPIBHIOE
Hyai0 (le aBTOMAaTMYHO  BUILIMBAE 3
BJIACTMBOCTEH omepartii JOriyHOT KOH'TOHKIIII,
T00TO omepamii «I»). 3BigcH BUILIKMBAE, IO
obuncmoBatu ymoBu B KH® 3aBxau kparie 3
TUX, SKI 3 HaWOUIBIIO WMOBIPHICTIO €
XUOHUMH (TOOTO piBHI HYIIO);

0) anamoriyno skmo B JIH® sxace
ckiamoBa Pi(x) mopiBHIOE OJMHUINL, TO iHIII
MiIYMOBU MOHa HE MPOPaxoBYBaTH, TaK SIK
BECh pPe3yIbTaT aBTOMATUYHO JOPIBHIOE 1, 110
BUIIJIMBAE 13 BIIACTUBOCTEH JIOTTYHOT omepatii
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«ABOy»  (nu3'tonkmii). Omke, IOYHHATH
oOuncnenns nigymoB y JH® cmin i3 Tux, ski
HailiMOBipHilIe € icTHHHUMHU (TOOTO piBHI
OJIVHHUIII).

SIkmo JoriyHa (QYHKIiA, MO peati3yeTbes
BHpa3oM P(X), Mae BUIIIS, SKUW BIIPI3HAETHCS
Big (1) abo (2), TO, AK BITOMO, ICHYIOTH
Oponenypu Jisl TPUBEICHHSA  OyIb-sKOI
noriuaoi Qynkmii 1o KH® a6o JH®D. s
BH3HAYCHOCTI (I HE OOMEXYIOUU TIPH IBOMY
3arajabHOCTI) Hajaui (1 30KpeMa y IporpaMHiil
peanizauii) ropoputumemo npo KH®, toOto.
Mpo Hallp JIOTIYHUX YMOB, TMOB'I3aHUX MDK
co0oro 3B's3k010 «I». 3a morpebu Bigx KHO
MOxkHa nepeitn no JH® 3a momomororo
3aKOHIB Jie¢ MopraHa Ta IHIIUX 3aKOHIB JIOT1KH
anreopu.

Omxe, SKIO TpUKIAIHA 3a/Jada JI03BOJISIE
po30uBKy ymoBHu P(X) Ha mpoctinii yMOBH, TO
BUHUKAIOTh MOXKJIMBOCTI MIOJ0 CKOPOYCHHS
nepebopy, TMOB'SI3aHI 13 3aCTOCYBaHHSM
KOH'FOHKTHBHOT (abo JIN3'FOHKTUBHOT)
HOpMaJbHOT (hopmu. 3a3HAYMMO, IO CIIOYATKY
(HanmpuKIaa, A1 po3B'sI3aHHA 3a7adi MTOBHOTO
nepedopy) HIAKOT PO3OMBKH YMOBHU TepeOOpy
Ha IMiTyMOBHU MOXKE

Oyt He MoTpiOHO. [{UTKOM MOKITMBA CUTYaITis,
KOJIM po30MBKa yMOBH P(X) Ha KOMIIOHEHTH €
HITY4YHOIO, 1 CIELIAIbHO BBOJIUTHCS 3 METOIO
CKOpOYEHHs nepedopy. Masio Toro, neski 3 ux
ymoB Pi(X) MOXyTh BUOMpaTHUCS TaK, 1100, TO-
TepIie, 3 BEIMKO HMOBIPHICTIO OyTH PIBHUMH
Hymo (y pa3i Buxopuctanas KH®) abo
OJMHMIII (KO 32 OCHOBY B3siTa JJTH®D), a, mo-
Ipyre, BKIIOYATH SKYCh OOYHCIIIOBAILHO

CKJIaJIHYy iHopMarlio, AKY MO>KHA
po3paxyBaTH TIONEPENHBO, IMEpea CTapTOM
nporecy nepedopy.

B ocranHbOMy BHIAIKy BHHUKAIOTH HOBI
JOJIaTKOBI  OOuYMCIieHHs, sKi (uiuikoM abo
YacTKOBO) OynM BIACYTHI MNpH HOBHOMY
nepebopi, M0 Ha TNEepUIui TMOTJsAA HaBiTh
noripirye curyauito. OJHaK, BBEIEHHS Takoi
JI0JaTKoBOT  iH(oOpMalii MOXe  CYTTEBO
CKOPOTUTH  MpoLeaypy Inepebopy, Tomy
3arajlbHUM  yac BUPIMIEHHS MPUKIIAJIHOTO
3aBJIlaHHS ~ 3HM3MTHCA  3HAYHOIO  MIPOIO
MOPIBHSAHO 3 MOBHUM mepebopoM. B skocrti
JI0JTaTKOBOT iHpopmarii IIPONIOHYETHCS
BUKOPHUCTOBYBATH PO3OUTTS Ha Kiacu (ToOTO
KJacTepusalio)  camMux  00'ekTiB,  WIO
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nepeOuparoThes, 3a OyIb-IKUMU BIATIOBITHUMHI
BJIACTUBOCTSAMHU, a00 TOB'I3aHUX 3 HHUMHU
IHIINUX, JOTOMDKHUX OO0'€KTIB, BaXKIIMBHX IS
KOHKPETHOI 3a71a4i epedopy.

Kpamoro  UTroCTpaliiero  3amporoHOBAaHOTO
MiIXOay, 3BICHO, € KOHKPETHI IPHKIA]IH,
pearnizoBaHi MOBaMH IPOTPaMyBaHHS, 1 Jal0Th
TOYHUM YHUCIIOBUM PE3yJbTaT 4acy BUKOHAHHS
onHiel W Ti€l MpHUKIAAHOI 3amayi PI3HUMHU
Meronamu repedopy. Ilporte, ans toro, mo6
TaKy Mporpamy CTBOPUTH, TOTPIOHO MOCTABUTH
AKIChb KOHKPETHI 33/1a4l, TaK SIK OMHCAaHI BUILE
MIPKYBaHHSI € JJOCUTh 3arajJbHUMH 1 MOBHUHHI
ajanTtyBaTHCs (M1UIAIITOBYBATUCH) i KOKHY
KOHKPETHY 33/1a4y CBOIM BJIaCHUM YHHOM.
Otxe, nns moOynoBU MporpamMHOi peanizarii
(o Oyne BUKOHAHO B JaHii poOOTI)
pPO3TJISTHEMO OJIHE 3 TIOMMPEHUX 3aBIIaHb
koMmm'rotepHoi rpadiku [11], komu 3 Gesmivi
TOYOK, 3aJaHUX CBOIMH KOOpIWHATaMH,
noTpiOHO BUOpATH BCi Taki HAOOPH MO N MITYK,
SKi ~ yTBOPIOIOTH  TPABWIBHUH  N-KYTHHUK
(moniron). ToYkM MOXXYTh PO3TAIIOBYBATHUCS
Ha TUIOMMHI (TOMI KOXHA 3aJa€ThCS JBOMA
YUCIaMHU-KOOpIMHATAMHU) 200 B TPUBUMIPHOMY
pocTopi (TOAlI TOJIOKEHHS TOYKU MPUPOTHO
3aIa€ThCA TPIMKOI MIHCHUX YHCEN), IO
ICTOTHO CKJIQIHIIIE 3 OOYHUCIIOBAILHOI TOYKH
30py. Came 1€l ocTaHHINA BUIAI0K 1 OyaemMo
BUKOpPHUCTOBYBaTH (OepeMO Ba)kue 3aBJaHHS,
mo0 Jserme  Oyl0  OIHUTH  PI3HHUIIIO,
0JIep>KyBaHy 13 3aCTOCYBaHHSAM
3alpOIIOHOBAHOTO METOTY).

s noOynoBu mepioi Bepcii MporpamMHOro
OPOAYKTY OOMEXKHMMOCS BHUNAAKOM n = 3,
T0OTO. 3 MHOXHMHU N TOYOK, 3aJaHUX Y
TPUBUMIPHOMY MPOCTOPl 3a JOMOMOTroI0 ix
KOOPJMHAT, BUOUpATUMEMO TPIMKHA THX, SKi
YTBOPIOIOTH NMPABUJIbHI TPUKYTHUKH.

YmoBa nepebopy P(x) moxke Oytu y Takomy
pa3i chopMyIbOBAaHO PIZHUMHU CIIOCOOAMH:

- SIKIIO JIBA KYTH TPUKYTHHUKA TOPIBHIOIOTH 60;
- SKIIO0 TPUKYTHUK pIiBHOOEApPEHMH 1 OAMH
(Oynmb-sikHif) 3 HOTO KyTiB JOpiBHIOE 60);

- SIKIII0 BC1 TPH CTOPOHU PiBHI, 1 T.JI.

Jns  mporpamHoi  peanmizauii  BubGepemo
OCTaHHIO YMOBY, TOOTO. PIBHICTh BCiX TPHOX
ctopin (mo3naummo ix dl, d2, d3), mo y
mporpaMi  MOXHa  TEPEeBIPUTH  TpbOMa
MOTIAPHUMHU  TIOPIBHAHHSAMH, Y pPe3yabTaTi
YMOBa MPaBUIBHOCTI TPUKYTHUKA TIPUPOIHUM
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yuHOM neperBoproerbess Ha KH® 3 Tppox
CKJIaJIOBHX ITI[yMOB HACTYITHOTO BUJY:

P(x) = P1(X) A P2(x) A P3(x), 3
1€ X - TPUKYTHUK, IIO 3a/Ja€ThCs, B3araii
KaKydd (K OyJ0 3a3HA4Y€HO BHIIE), CBOIMH
TpbOMa BepIIMHAMHU. bynemo HaszuBaTh ix Al
Aj, Ak, ToOTo:

x = {Ai, Aj, Ak};

P(X) = "X - pIBHOCTOPOHHII TPUKYTHHK';

P1(x) = "croponu d1 id2 piHi";

P2(x) = "cToponu d2 1 d3 piBHi";

P3(x) = "cToponu d3 1d1 piBHi";

d1=| AiAj |
d2 = | AjAK |;
d3 = | AKAI |.

PiBHOCTI cTOpIH, 1110 TIepeBIpsOTHCS K Pi(X) y
Bupazi (3) He MOXYyTb Yy KOMII'IOTepl
BUKOHYBATHCSI TOYHO, SIK II¢ BIIOYBaeThCA y
BUKJIAJKaX B aHAJITUYHIM MaTeMaTHIll, aJKe
BifcTaHi di 6yayTh 1poOoBUMU yuciaMu. Tomy
B)K€ Ha JJAHOMY €Talll, PU OMHCI aJrOpUTMY,
CITiI 3alpOBAJUTH SIKUICH AOMYCK [J, 1 SKIIO
PI3HHIIT MDK JBOMa dYHuCIaMHu (BIACTaHSIMU)
OyJie MEHIIIO0, HK 11€ 3HAYCHHSI, TO JIBa YMCIIa
(BincTaHb) MOKHA BBAXKATH PIBHUMU:
dl=d2 <« |dl-d2|<e

(4)

HasiBHiCTP  Takoro  JOMYCKYy  BUKJIHMKaE
HEOOXITHICTb caMe€ TPHUPA30BOi TEPEBIPKHU
PIBHOCTI BCIX Tap CTOPIH, a/KE SIKOM JTOBKUHU
CTOpIH 3aJaBajucs TOYHO, TO Oyimo O
JOCTaTHBO JIMILE JIBa MOPIBHSAHHSA 3 TPHOX
BUKOPUCTOBYBaHUX.
bepyun 10 yBaru BBeJeHI MO3HAUCHHS, MOKHA
chopMynoBaTH JOCUTH MPOCTUN CIOBECHUI
OTIHC
MpoLeaypy MOBHOTO mepebopy y 3amadi, 110
PO3IIIAIAETHCS:

1) BukoHaTH Tepedip BCIX MOXKIMBUX
KOMOIHaIIi TpiHOK TO4YOK (MpUPOIHO O3
ypaxyBaHHS iX MOPSJIKY, TOOTO HIeTbcs Mpo
MO€JJHAHHS, a HE PO3MIIICHHS, ePECTaHOBKY
Ta iH.);

2) Ui KOXKHOTO BUMAJKY (TOOTO Al KOXKHOT
TpIAKM TOUYOK) MMOpPAxXyBaTH BiACTaHI MK HUMHU
di, d2, d3;

3) mepeBipuTH piBHICTH (32 (opmynoro (4))
BCIX TpbOX BiacTanei d1, d2, d3 ta y pasi30iry
— BUJIATH 111 TOUKH (HAMpUKIIaa, iX HOMepH) Ha
eKpaH.
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Ha C-moxibHOMY TICEBIOKOMI ISl mporieaypa
MaTUME BUTJIAO:
for(int i=0;i<N;i++)
for(int j=i+1;j<N;j++)
for(int k=j+1;k<N;k++){
Calculate_d1(A[i], A[]D;
Calculate_d2(A[j], ALK]);
Calculate_d3(A[K], A[i]);
If (d1==d2==d3){
out(i,j,k);
¥
¥

Cnig 3a3HA4YUTH, 110 1€ KO BXKE IMEBHOIO
Mipor0  onTuMi3oBaHui  (TOOTO.  mEepedip
00OMeKeHHH), OCKUTbKH TIepedip TYT ife came 3
yCiX TMO€aHAHb, TOOTO. 0€3 MOBTOPEHB, IO
JOCSTAETHCS 3aBIAHHIM ITOYaTKOBHX 3HAYCHD
JUIs 3MIHHHUX JIBOX BHYTPIIIHIX LHKIIB HE 3
HYJas, a 3 TIOTOYHOTO 3HAYEHHS 3MIHHOI
30BHINTHLOTO MHKITY. Hampukiam, y apyromy
OUKIl  3MIHHa  IUKIY  IHIIaTi3yeThCs
3HAYeHHsIM | = | + 1, a y BHYTPIIIHLOMY IIHKJIi
MI0YaTKOBE 3HAYEHHS BiAMOBIIHO JOPIBHIOE K =
j + 1. 3a3Hauumo, mIO0 TUTO BHYTPIIIHBOTO
UKy OyJe BUKOHAHO pas, 1, HAPUKIAI, AJIs
1000 To4OK 1€ 4MCIO CTAaHOBUTUME 166 MIIH.
MOBTOPEHb.

[lepeitnemo 10 onucy CKOPOYEHOTO TIepedopy,
KUK Oylie peayli3oBaHUM y IbOMY MPHUKIIAII.
OcHoBHa imes TyT MOJSrae B TOMY, IO
MOPIBHIOIOTHCS BC1  BiICTaH1 TMOCILUIb, SKi
HaBITh JIy’)K€ PIBHATHCA OJHA 3 OJHOIO.
JominbHO  mepen  MOYaTKOM  mepedopy
pO3IUIMTH Ha Tpynu (KJIacTepu3yBaTH) BCI
BIJICTaHI MDX TOYKaMH (3amam'aTOBYIOYH, [0
SAKOTO caMme KJlacTepy HaleXHTh Ta YH IHIIA
mapa TOYOK 3 JOIMOMOTOK iX HomepiB). Tomi
IIC/IS TaKoil MONEPEIHbOI MIATOTOBKH (SKa HE
noTpiOHA MpU 3BUYAITHOMY TOBHOMY Tepedopi)
3/11HCHIOBATH MOIIYK OJTHAKOBUX BifcTanei dl1,
d2, d3 moxHa Oyne Bxke He 0 BCbOMY Habopy
TOYOK, a TUIbKU Nepedrparodu TPIMKH TOYOK,
MDK SIKUMHU BiICTaHI JIEXKATh B MeXax OJHOTO
KJacTepa.

3aranpHa KUIBKICTH BifcTaHel MK N TOUKaMu
JOPIBHIOE YUCIY TIO€AHAHb . [Ipumyctumo, Bei
BifICTaHI1 OUTBII-MEHIII PIBHOMIpHO
posnonuunucs mo K kmactepam, Toai B
KO>KHOMY 3 HUX Oyze no / K Bincraneit. 3 iporo
yrcla ajdbTepHATUB (PI3HUX BiACTaHEH, IO
JeKaTh y MeXax OJHOrO KiacTepa) MOKHA
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Oyno 6 BuOMparu mo 3, mepeBipAOuYM iX Ha
TOYHY PIBHICTH 3a JOMOMOTOK KOHCTaHTH [,
alle  KUIbKICTh oOmepaliii MOXHa 3HA4HO
CKOPOTHUTH, SKIIO CKOPHCTATHCA CKOPOUYEHOIO
npornenyporo obunciaenns KH® i nepesipsatu
pIBHICTh JMmie 2 BigcTaHeW. Y OUIBIIOCTI
BUMAJKIB BOHHM OyayTh pi3HI 1 MOJajbIe
OoOYHCIIeHHSI TPETHO1 BIICTaHi 1 MepeBipka Ha
30ir 3 MepImUMHU ABOMA HE 3HAJIOOUTHCS, TOOTO
KUIBKICTh TaKHX TEepeBIpOK Oyae JO0piBHIOE

KimbkocTi moeHans 3 C/ /K mo 2, a e mo 3:
» _CALIK-(Ci/K-1) Ci-(Ci-K)
c2ik — 2 - 2K2
Hanpuxnan, ans 1000 Toyok ta 50 kiacrepis

OTPUMAEMO  TaKy KUIBKICTb  IOBTOpPEHb
MIPOLEYpH MOPIBHSIHHS TPHhOX BIJICTAHEMH:

C

(2:2 = 499500~(499§>OO—50) ~4.99 10",
1000 2 . 50
Sk 0aunmo, KUIBKICTD omepariii

CKOpouyeThbCsi pubau3HO B 3 pasu (166 muH
npotu 50 MJIH MOPIBHSHB), X04Ya TOYHOIO III0
OIIIHKY HE MOKHAa BBa)KaTH 4Yepe3 HASBHICTh
JOJTaTKOBUX HAKJIAJHUX BHUTpPAT y IPYromy
METO/I1. Takum YUHOM, HoTIepeaHS
TEOpeTHYHa  OLIHKAa  [OKa3ye  TapHe
TIOJIMIIIEHHS] TPOJYKTUBHOCTI Tepedopy B
3a/1a4i, 10 PO3TISTAETHCS TPU BUKOPUCTAHHI
3alporNOHOBAHOTO METOAY, B TMOPIBHSHHI 3

TpamuiidHuM  pimeHHsM. O4YeBUIHO, IO
TOYHI  TOKa3HUKM  MOKPAIICHHS  4Yacy
BUKOHAHHS 3aBJIaHHS MOTPIOHO OTPUMYBATH
Ha poOouiif mporpamHii pearizamii.

Peanizamito anroputmy mepebopy Oyiio
BUKOHaHO MOBOI0 C# y cepeloBHIIli pO3pOOKH
Microsoft Visual Studio 2022 Community.
EQexTuBHICTS 3alpOTOHOBAHOTO  PIillICHHS
OI[IHIOBAJIACS HAa MOJEIBHOMY PO3MOJILTI
TUCSYI TOYOK y TPUBUMIPHOMY TIPOCTODI,
Bi3yanizoBaHoMy Ha puc.l. CkpilHIIOTH, Ha
SAKUX BUJIHO MOPIBHSUIbHI PE3yabTaTH pOOOTH
nporpaMM B pEeXMUMax ~ MOBHOTO  Ta
oOMexxeHoro mepebopy, MmokaszaHi Ha puc. 2
(s momycky 1) Ta puc. 3 (s nomycky 0,1).

Ha puc. 2 Buano, mo npu pomycky 1
noBHuil nepebip 1000 Toyok 3aiimae 119
CEKyHJl MPOTH 65 CeKyH] MpH BUKOPHUCTAHHI
3alpONIOHOBAHOIO  anroputMy  Ha 60
KJjactepax (Ipu 1iboMy 3Hai1eHo 6mu3bKo 700
MPAaBWJIbHUX TPUKYTHHUKIB).

Ha pwuc. 3 Bumno, mo npu pomycky 0,1
noBHui mepebip 1000 mikceni 3aitmae 109
CEeKyHJ MPOTU 67 CEKyH] MPU BUKOPHUCTAHHI
3alpONOHOBAHOTO  ajnroputMy  Ha 60
KJIacTepax.

(r? &Y z?)

Puc. 1. Tlpuknazg reHepaui'l' Ha6opy BXITHUX JaHUX I MPOEKTOBAHOI MPOrpaMu 3a JOIIOMOI'OK0 CEPENOBUIIA
MathCad
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_laix]
dalin  Momows
— BxoaHele gaHHEE — MNpoMexyTouHEIe pesyne TaTel — PesyneTams
KNACTEQMSELIAN:
HomMepa 1 KoopanHaTe! Todek: PaccToRHrA Mexmy Toukamm; BeplumHE! NPEEMIEHED N4TONEHAKOE:

Yicno n: |2 576: 761.8 283,08 667,57 (| || |KnacTep NedB: Haitneno 7397 =l |[fs42 624 407 =]
57T 33574 53811 42452 paECCTORHMIA 345 509 845
578: 360,34 18451 40078 Knactep N249: HaligeHo 6363 378 785 625
: I 579 81,454 18321 931,47 paECCTORHMIA 553 556 541
Ronyere: |1 580: 557,04 57355 83246 Knactep NZ50: HalgeHo 5729 177 845 330
581: 356,67 8897 89563 paCcCTORHMIA 175 820 726
Manmmlw 982: 414,96 599,67 54253 Knactep N251: HaitneHo S066 218 704 611
TOYSK: 583 265,73 31756 46312 paCcCTORHMIA 275 642 415
984 22458 31,307 18692 KnacTep N252: Hafaeno 4693 303 907 233
585 641,75 4375 604,85 paCcCTORHMIA 305 TET 704
r MonHsii 586: 878,55 298,87 111,09 Knactep N253: HalioeHo 4064 455 672 660
nepeGop S87: 411,69 168,85 88745 pacCTORHMIA 577 533 784
588: 564,41 48511 5355 Knactep NZ54: Haligeno 3530 589 961 751
o OrpanmueHtbm 585 341,73 54249 35391 pacCTORHMIA 21 6E5 507
nepeop 550: 603,38 444,05 54916 Knactep NZ55: Halaeno 3072 26 78 342
551 859422 421 82634 PacCTORHMIA 138 E75 171
552: 235,63 52949 12315 Knactep NZ5E: HalaeHo 2751 622 556 679
553 53167 3063 32168 PacCTORHMIA 177 576 366
954 56793 114,76 68892 KnacTep N257: Hafaeno 2287 198 615 273
995: 51051 28639 11,272 PacCTORHMIA 55 ] 138
596: 570,85 184,66 591,35 Knactep NZ58: HaligeHo 2138 513 833 787
557 70237 512,88 85558 PacCTORHMIA 54 419 185
5598: 103,55 780,77 1751 Knactep N259: HalgeHo 9253 363 538 581

9599: 4663 B85.73 787 .85 j PacCTORHMIA 56 452 201 j

MocneaHwid pacyeT saHAn 65 cekyHn; HaineHo nonvroHos: 636

Puc. 2. Pe3aynbraTi nomyky npaBriIbHAX MOJITOHIB TP JIOMYCKY | 32 JIOITOMOT'OF0 3aIIPOIIOHOBAHOTO
anroputmy nipu K = 60

EnumReducer ol x|
®ain  lMNoMowe
 BxopHee gaHHEE r— MpomMexyTouHEIE PESYNETATE! — Pesynetatel
KNECTEPMSALAN:
HomMepa 1 KoopQMHETEI TouEK: PaccToRHuA mMexmy Toukani: BeplunHe! NpEBMNEHED N4TONEHAKOE
Uneno n: |3 976: 761,8 283,08 66757 =] || [knacTep Nedg: Haitgero 3954 =] |[[s0 732 145 |=]
577 335,74 53811 42452 paCcCTOAHMIA 157 710 358
578 360,34 18451 400,78 Knactep N245: Haltpero 3354 516 708 667
. I 579: 81,454 183,21 53147 paCcCTOAHMIA 115 569 548
Horrycx: [0.1 980 997.04 97355 83246 Knacep Ne50: Haitaero 3018 1 748 a7
581: 356,67 8897 89563 paCcCTOAHMIA 636 561 736
Mar{cuuryMIW 382: 414 56 539,67 54253 Knactep N=51: Haiinero 2578 80 853 13
TOYEK: 983 265,73 317,56 46312 paccToAHMA 209 ] 431
584 22498 31,307 186,52 KnacTep N2b2Z: HaitneHo 2244
985 641,75 4375 604,85 pacCTORHMIA
~ MonHBIG 586 278,95 258.87 111.05 KnacTep N253: Haitgeno 1933
nepeBop S87: 411,65 168,85 88745 pacCTORHMIA
588 964,41 48511 5355 KnacTep NzB4: HaitneHo 1611
¢ Orpanvsenneid  [989; 341,73 54249 39391 DECCTORHWA
nepefiop S50 603,38 444.05 94916 KnacTep N2b5: Haitoeno 1280
991: 854,22 421 82634 DaCCTORAHMIA
552 23563 52945 12315 KnacTep N2B&: Haitgeno 1063
993 531,67 3063 32168 DaCCTORHMA
5594 BE7.93 114,76 68852 KnacTep N2B7: Haoero 588
995 510,91 266,39 11,272 DaCCTORHMA
5596 570,85 184.66 991.35 KnacTep N2b8: Haoero 632
9597 702,37 512,88 855,58 DaCCTORHMA
5538 103,55 780,77 17.511 KnacTep N2b5: Haitoeno 2232
555: 4663 659,73 78785 PacCTORHMIA
= : =
MocnepHi pacyeT saHAN 67 cexyH, HaRasHo nonuroHoe: 9

Puc. 3. PesynpraT nouryky npaBHJIbHUX MOJITOHIB Ipy gomycky 0,1 3a Z0moMororo 3amnpornoHOBaHOTO

anroputrmy pu K = 60.

Crnin  3a3HauuTH, IO TPH BHUKOPUCTAHHI NOTPAIUISIOTh Y Pi3HI KJIacTepH (a 3HAYUTh TaKi
3allpONIOHOBAHOTO  AITOPUTMY  BUHHUKAIOThH NOJIIFOHM HE MOXYTb OyTuW 3HaiineHi 3a
BTPAaTH HEBEJIMKOi KUIBKOCTI TOJIrOHIB 3a JIOTIOMOT010 3aIPOIIOHOBAHOTO anropurmy). Lle
paxyHOK TOro, IO Ppi3HI CTOPOHH iX piIKicHa  cHTyalis, II0 Ma€  HU3BKY
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HMOBIpHICTh, fKa 3pOCTa€ 31 30UIBIICHHSIM
KUTBKOCTI KJ1acTepiB.

IIpoBeneno JOCITIIKEHHS IIPUCKOPEHHS
nepebopy 31 30UTBIIEHHSM KUTBKOCT1 KJIacTepiB

200

20 40 60 80 100

P

K, 1 HaBiTh 30UTBIIEHHS BiJCOTKA BTPAdYCHUX
MOJIIrOHIB — puc. 4 (s gomycky 1) Ta puc. 5
(mns pomycky 0,1).

0.05
0.04) ///
0.03
0.02
0.01
% 40 60 50 100

K

Puc. 4. I'padixu 3MiHu yacy (B cek) BUKOHAHHS po3paxyHKy 1000 To4ok npu jomycky 1 B 3aeKHOCTI BiJl
Yrcia KiactepiB (rOpU30HTAILHAM TYHKTHPOM TTIOKa3aHHU pe3yabTaT IIOBHOTO 1epedopy) - a, a TAKOXK
BiZICOTOK BTpa4€HHX TIOJIIrOHIB - O.

D'\

£ ]
uur a

(=4
o
L==4

i

EPE|

[=3=]
(=]
]
o
L=

Ay £
w = (e

K

Puc. 5. I'padixu 3minu gacy (B cex) BukoHaHHs po3paxyHKy 1000 Touok mpu mormycky 0,1 B 3a1eHOCTI Bif
qucla KiIacTepiB (TOpU30HTAIEHUM TyHKTHPOM TIOKa3aHHWA Pe3yNIbTaT IOBHOTO Iepedopy) - a, a TAKOXK
BiJICOTOK BTPAa4eHUX ITOJIIrOHIB - O.
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bauumo, 1m0 ipu ManKux KUTBKOCTSX BigiOpaHux
00'eKTiB TOMMJIIKA TPAKTUYHO HE BUHUKAE Yepe3

ii Bkpaii Manmy #MmoBipHicTE. HaiGinbimn
ONTUMANBHUM € 3HaueHHs K B paiioni 60, sike
JI03BOJIIE ~ OTpPUMAaTU  Mailke  JIBOpa3oBe

MPUCKOPEHHST POOOTH TpU PIiBHI TOMUIOK
MeHIe 2%, MO € IUIKOM JIOIYCTUMHUM Yy
3aBJIaHHSIX KOMM'IOTEpHOI Trpadiku, ae BTpara
HEBEJIMKOT YaCTUHH JaHUX HE TOTIPIIyeE SIKOCTI
PE3YIBTYIOUOr0 MaTepiany.

BUCHOBKU

Takum YHHOM, PO3TIISIHYTO 3amaqy
MIPUCKOpPEHHSI Tepebopy O00'eKTiB, SKa YacTo
BUHUKAE MPU BUPIIIEHH] MPUKIAJHUX 3aBJIaHb
00poOku iH(popmariii. CroyaTky MpOBEICHO
dbopmaizaiiito omucy Tmporecy mnepedopy, a
TaKoX  JIETAJi30BaHO TIOB's3aHI 3  HHUM
MareMatudHi MOHATTS. Jlami Ha  OCHOBI
AQHAJIITUYHOTO  OTJISAY  ICHYIOUMX — METOJIB
nepedopy Ta po3rIIsiAy MOXIMBOCTEH MO0 iX
MPUCKOPEHHSI  3pO0JIECHO  BHUCHOBKU  IPO
MEepPCHEeKTUBH  Ta  HEOOXIAHICTH  BJIACHOL
po3poOKK B JaHOMY HampsMKy. BiamoimHo,
3alpoNOHOBAHO  YAOCKOHAJICHUH  alTOPUTM
nepedopy, 3aCHOBaHUH Ha JIEKOMITO3HIIl YMOBH
nepedopy B KOH'TOHKTHBHY a00 JTU3'IOHKTHBHY
HOpMaJbHY (OpMY, a TaKOX 3 ypaxyBaHHSIM
Kimacrepusamii  BxigHO1  iHopmarii  (abo
KJIacTepu3aiii J0JaTKoBOi iH(opmarlii, 110
BHPAaXOBYETbCS Ha OCHOBI BXIAHOI), IO
BIIHOCUTBCS 10 OAHIEl (a00 KUIBKOX) YMOB
nepedopy. EdexTuBHICTH  3alporIOHOBAHOTO
MeTO/y AOCTIIKEHAa Ha MPUKIAIl MOIIMPEHOT
3amavl 3 rany3l KOMI'IOTEpHOi rpadiku, ska
MOJISITA€ Y TOIIYKY MPaBUIBHUX N-KYTHHUKIB
(TOJIIroHIB) Ha MHOKHMHI TOYOK TPUBHUMIPHOTO
MIPOCTOPY, 3aJaHUX TPIHKAMH CBOIX KOOPIUHAT.
[Tonepenniii TEOPETUYHHM PO3paxyHOK
J03BOJIUB OLIIHUTH TPUCKOPEHHS BHUKOHAHHSA
3aBJIaHHA i qac BUKOPHUCTaHHS
3allpONIOHOBAHOTO AITOPUTMY Ha piBHI 2-3
pasu, OpoTe I pe3yabTaTH NOTpiOHO Oyio

NepeBIpUTH M€ W MPaKTUYHO I[UIIXOM
JOCIIJDKEHHS KOHKPETHO{ pOTrpamMHOT
peaiizarii.

TecTyBaHHS IPOTPaMHOTO MPOAYKTY TTOKA3aJIO0
pealibHe TPHUCKOPEHHS TMpoliecy mnepedopy mia
yac BUKOPHUCTaHHS 3alpOIIOHOBAHOTO METOY,
0 CTAaHOBUTh KiMbKa pasiB (y 2-3 pa3zy mpu

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 3(16), 2025, 68-80

BukopuctanHi 10 100 kmacrepiB). Y To# ke vac
OyJl0 BCTAaHOBJICHO, II0 32 PaXyHOK IO JaHHs
PI3HUX YaCTUH OJHOTO M TOTO X MiANAaJar0u0ro
nix yMoBy nepebopy o0'ekta y pi3Hi KiacTepu,
HacmpaB/ai MoOke OyTH BTpaueHa HEBEJIMKa
gacTka HeoOXimHuX 00'ekTiB. BimcoTok BTpaT
3aJISKUTH BiJ] KUTBKOCTI KJTACTEPiB PO3OUTTA (K
1 BeIMYMHA TPUCKOPEHHS) 1 HAaBITh IS
BEJIMKOTO iX 4Hcla Jla€ BTpaTu He Outbiie 2 %.
Taki BTpaTd € WUIKOM JONYCTHMHUMH Y
3aBJAaHHAX KOMIT'IOTEpHOi TIpadiku, TOMY
3arajJloM 3acTOCYBaHHS I[bOTO METONIYy JUIS
OKpEeMHUX TPHUKIAJHUX 337ad €  I[UIKOM
OOTPYHTOBAHUM.
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On approaches to accelerate object search in
information processing tasks

Oleksandr Haisha, Serhii Lienkov, Olena Haisha

Abstract. The paper provides a detailed
examination of the concept of the enumeration
process. It is performed with objects x, which are
elements of a certain set X. The purpose of
enumeration is to execute a certain active operation
y = f(x) on the elements being processed. This
operation can, of course, be applied to every
element, but in the vast majority of practical tasks,
the operation is applied only to those elements that
satisfy a specific enumeration condition P(x).

The simplest method of enumeration is
exhaustive search or "brute-force". In this approach,
every single element of the set X is checked against
the condition P(x), and depending on the result, the
operation y = f(x) is executed. It is evident that
exhaustive search serves as a benchmark process in
the sense that it is convenient to evaluate the
efficiency of various fast enumeration algorithms in
comparison to it. Fast (or restricted) enumeration
algorithms are advisable to use in most practical
cases, provided that exhaustive search does not take
an insignificant amount of time, such as fractions of
a second. However, in some cases, it is reasonable
to optimize (limit) the enumeration process even
when execution times are very short, particularly if
such short enumeration processes are repeated
multiple times per unit of time, ultimately
accumulating into a significantly large total
runtime.

The branch and bound method is the most well-
known algorithm for restricted enumeration,
allowing the process to progressively advance from

80

one variant to another while discarding entire sets of
elements that are known in advance not to satisfy
the condition P(x). However, this method does not
allow for reliable preliminary estimates of the
efficiency of traversing the entire tree of
corresponding elements, and its applicability to a
particular problem only becomes evident during the
enumeration process.

This paper proposes a restriction method based
on representing the enumeration condition P(X) in
conjunctive or disjunctive normal form, followed by
verifying this condition using a scheme of reduced
logical computations that utilize only one of the
conditions. Additionally, it is proposed to
precompute certain supplementary information that
allows obtaining the final result more quickly
during enumeration. Such information may include
the classification (clustering) of all objects being
enumerated and performing the enumeration only
within clusters, thereby reducing the total number of
elements to be processed.

The proposed approach is explained in detail
through an example of solving a relevant problem
in the field of computer graphics, specifically the
search for all regular n-angles (demonstrated using
equilateral triangles) within a set of N points in
three-dimensional space, where each point is
defined by its coordinates. A verbal description of
the exhaustive search necessary for solving this
problem is provided, along with a detailed
explanation of the restricted enumeration algorithm
constructed according to the proposed scheme
(reduced computations using conjunctive normal
form and preliminary clustering of all objects being
enumerated, or more precisely, clustering of the
associated information — distances between all pairs
of points).

The paper presents numerical calculations that
allow for a theoretical assessment of the efficiency
of the proposed solution. It has been established
that, under the assumption of a perfectly uniform
distribution of all enumerated objects across K
classes, a significant reduction in the number of
distance comparison operations occurs when
searching for equilateral triangles. Specifically, for
K = 50, the theoretical speedup reaches up to three
times. This acceleration has been practically
examined using a model software implementation
written in C#, demonstrating that the actual speedup
is quite close to the theoretical maximum,
confirming that the proposed approach is indeed
effective.

Keywords: enumeration, enumeration
acceleration,  clustering,  decomposition  of
enumeration conditions.
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MeTtoauka wuncgppyBaHHA gaHMX HA OCHOBI TeXHOSOTril
iaeHTUIKaLil 6NoKiB MaTpUYHMM cnocobom

OnekcaHdp Jleekywa®, FOpiti Mena?
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AHoTanisl. Y cTarTi 3ampornoHOBaHO MaTPUYHUIMA
MeToJ| i1eHTU(iKalii OJIOKIB JaHUX HA CEPBEPHUX
miatgopmax, SAKi [PalIOTh 13  BEIUKUMHU
MacuBamu iH(opmamii. BuxopucranHs mniHiHHOT
anredpH, 30KpeMa CHHTYJISIpHOro po3kiany (SVD),
No3BoIsiE  ePEKTUBHO aHANI3yBaTH CTPYKTYPY
NaHUX, 3MEHIITYBaTH HaITUIITKOBICTh Ta
OITUMI3YBaTH poIec KJIaCTepH3allii.
3ampornoHOBaHWN METO/ BKIIIOYAE TIOMEPETHIO
HOpMAJT3aIlii0 JaHuX, OOYHCIEHHS KOCHHYCHOI
Mipd TIOmIOHOCTI Ta aJaNTUBHUN  allTOPUTM
00po0OKH, 110 3a0e31edy€e BUCOKUN PiBEHb TOYHOCTI
inenTudikanii HaBiTh npu Moaudikamii BXiTHUX
010KiB. JlOCHTiKEHO OOYMCIIOBANBHY CKJIAIHICTh
QITOPUTMY, T[IOKa3aHO TIepeBarud BUKOPHCTaHHS
METOJIB 3MEHIIIEHHS PO3MIPHOCTI Ta ONTHUMI3aIlil
pecypciB. [IpoBeneni eKCIIEpUM EHTATbHI
JIOCTIDKEHHS J0BeTH e(EeKTUBHICTh METONy B
yMOBax BHCOKOI BapiaTHBHOCTI JaHHWX, MIO
JO3BOJIsIE WOTO 3acTOCOBYBaTH y KiOepOesrerri,
XMapHUX OOYMCICHHSX 1 PO3MOAUICHHX CHCTEMaX.
3anpormoHoBaHUN MiAXiJ 3MEHIIye dac 00poOKu
3aMUTIB Ta MIABHUINYE TOYHICTH iMeHTH]IKaIii, 10

KPUTHYHO BaKJINBO TSt MOHITOPHHTY
iHbopMaIlifHIX  TOTOKIB Ta  3a0e3ledeHHs
niricHocti  maHmxX.  OTpuMaHi  pe3ylbTaTH

MiATBEPIKYIOTH JOIUTBHICTD BIIPOBAHKEHHS IIbOTO
Merony B iHGOpMaIifHMX  cHcTeMax s
MIIBUIICHHS TPOXYKTUBHOCTI OOPOOKH BEIMKHX
TAHKX.

Kuro4oBi ci1o0Ba: MaTpuyHHA METO, CHHT YIS PHAN
po3KIa, ineHTudiKaIis OJIOKIB JaHUX,
OIITUMI3allisl OOYMCIIEHb, KIIACTEPU3AIlisl, BEIUKI
naHi, kibepOesmnexka.
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OnekcaHap JleBkywa

acnipaHT kadeapu
TEXHIYHUX CUCTEM

Kibepsaxumcty
- Opin Mena
K.T.H., JOLEHT
- npodecop kadenpu
TEXHIYHUX cUCTEM
Kibep3axumcty
BCTYVII
Po3BuToxk 1HbOpMaITIITHIX TEXHOJIOT1H

CYINPOBOJDKYETBCS  MOCTIHHUM  3pOCTaHHSIM
0o0csiriB  gaHuX, 1m0 30epiraroTbes  Ta
00pOOIIAIOTHCS HA CEPBEPHUX IIAT(OpPMaXx.

OguuM 13 Ba)JIMBUX AacCHEKTIB YIPaBIiHHSI
iHQopMalIfHUMHU ~ TIOTOKAMH €  TPOIIEC
ineHTudikaii OJOKIB JaHUX, SKUH J103BOJISE
BU3HAYaTH IX MPHHAJICKHICTh, CTPYKTYpYy Ta
B3a€MO3B’S3KM MDK OKpEMHUMH (hparMeHTaMu
iHpopmaii. OCKiIbKY JaH1 Ha cepBepi MOXKYTh
3MIHIOBaTHCH, OHOBITIOBATHUCS Ta
nyomroBaTHCs, X edeKkTHBHA iAeHTU(IKaIisg
CTa€ KPUTHUYHOIO 3a71auelo, Bijl BUPIIIEHHS SKO1
3aJIeKUTh IBUJKICTh 0OPOOKHM 3aIHTIB, PIBEHb
HABaHTA)XCHHsI HA 00UMCIIOBAIBHI pecypcu Ta
3arajibHa MPOIyKTUBHICTH cuctemu [1 - 4].

OgauM 13 TEepCHeKTUBHHUX MIAXOMAIB [0
BUpILIEHHs I1i€] mMpoOieMH € BUKOPUCTAHHS
MaTPUYHUX  METOMIB, fAKi  JIO3BOJISIIOTH
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31iiicHIOBaTH ieHTH(DiKaLiI0 OJOKIB TaHUX Ha
OCHOBI ~MaTeMaTHYHUX T[EPETBOPEHb  Ta
AITOPUTMIB JIiHIHHOT anreOpu. 3acTocyBaHHS
MaTPUYHUX OINeEpalii y IbOMY KOHTEKCTI
cpusie  onTuMmizamii  mpomeciB  00poOku
iHpopMamii, MABHIIEHHIO TOYHOCTI  Ta
MIBUAKOCTI  aHaNi3y B3a€MO3B’SI3KIB  MDK
TaHUMH, a TaKOXK 3MEHIIIEHHIO
004YHnCITIOBAILHUX BUTpAT [5 - 8].

v MPEACTaBICHOMY JOCTIKEeHH1
PO3TISIIAETBECA  PO3pOOKA Ta BIIPOBAKEHHS
MaTpUYHOTO MIAXO0NY 0 1AeHTU]IKaIii OIOKIB
TaHWX, IO JO03BOJISIE CHCTEMAaTH3yBaTH Ta
aBTOMAaTH3yBaTH nporiec BU3HAYCHHS
1HpopMaLIiHUX 00’€KTIB y BETUKUX MacHUBax
nanux. OcobnmuBa  yBara  NPUIUISETHCS
MaTeMaTUYHOMY MOJIENIIOBaHHIO, PO3pOOIIl
AITOPUTMY, aHaI3y HOTO OO0YHCIIOBAILHOT
CKJIQJHOCTI, a TaKOX TMPaKTHYHIA OIIHII1
e(eKTHBHOCTI Ha TECTOBHX BUOIpKaX MaHUX |3,

9.
AKTYAJIBHICTb TOCJIJDKEHHS

CyuacHi iH(opMaliiiHI CHCTEMHU CTUKAIOTHCSA 3
HU3KOIO MPOo0JIeM, OB’ sI3aHUX 13 30epiraHHsIM,
MOITYKOM Ta ineHTu(ikaIiero ganux. B ymoBax
MIBUJIKOTO 3pOCTaHHS o0OcATIB  iHpopmarrii
TpaauIliiiHI METOaU OOpPOOKH MaHUX, TakKi SK
XCIIyBaHHS, KJIacTepus3alisi 4Yd CHUTHATYpHI
aHai3d, JEMOHCTPYIOTb Pl  OOMEXKCHb.
3okpeMa, I METOJM 4YacTO BHMArawoTh
3HAYHHUX 00YHCITIOBAIBHUX pecypcis,
0COOIMBO TIpH POOOTI 3 BEIMKUMHU Oazamu
JaHUX, [0 MICTATh MUTbHOHH 3ammciB [9 - 11].
[IpoGnema Takox momsrae y 30epekeHHi
LUUTICHOCTI  Ta  1IEHTHUYHOCTI JaHUX ¥y
PO3IOAUICHUX CHUCTeMax, Je 00Ky iHdopmartii
MOXYTh AyOJlfOBaTHCs, 3MiHIOBaTucs abo
3HHMKaTH B IPOLIECi epeadi Mbk cepBepamu. Y
TaKUX yMOBax HEOOXITHMHA  e(peKTUBHUMA
METOJ, SKHHA JI03BOJIMTH IIBUIKO Ta TOYHO
BHU3HAYaTH YHIKalbH1 00KH JTaHuX,
MIHIMI3YIOYHM TOMWIKH iAeHTu(ikamii Ta
BUKIIOUatoun ayomroBanas [7, 12, 13].
MatpuyHuii  MeTox €  MEepCHEKTUBHUM
HampsIMKOM y Iif cdepi, OCKUIbKM BIH
JI03BOJISE dopmanizyBatu npolec
inentudikarmii [IIIXOM MIPE/ICTABICHHS
BXIIHUX JaHUX Yy BHUIJBSIAI  MaTPUYHHUX
CTPYKTYp, L0 MiAJAIOTHCS OOYHCITIOBATLHUM
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NepeTBOpeHHsM. BukopuctanHs —omepariit
TiHIHHOT anreOpy J03BOJISIE€ 3HAYHO MiBUIIIUTH
TOUHICTh 0OpOoOKM iHpoOpMalii, a TaKoX

ONTHMI3yBaTH pecypcu CUCTEMH,
3a0e3meuyroun  OajlaHC MDK — IIBHUJKICTIO
BUKOHAaHHA BaHI/ITiB Ta CIIO)KMUBaAHHSIM

00YUCITIOBAIBHOT TOTYXKHOCTI [7, 14, 15].
BrpoBakeHHsT MaTpUYHOTO  MIAXOLY O
imeHTudikaii OJOKIB JaHWX MOXKE 3HAUTH
IIMPOKE 3aCTOCYBaHHSA y cdepi ymnpaBiiHHS
0a3amMu JaHUX, XMapHUX OOYMCIIEHb, 3aXUCTY
iHpopMallli Ta PO3NOAUICHUX CHCTEMax, IO
HIATBEPPKYE MOro aKTyaJbHICTh Yy KOHTEKCTI
Cy4acHHX TEHJACHLIN PO3BUTKY
1H(GOpMaLIHUX TEXHOJIOTIH [9].

META JOCJIPKEHHA

OcHOBHa MeTa JOCHDKEHHS TOJIsTae y
po3pol1ii e(heKTUBHOIO MaTPUYHOTO METOIY
st imeHTrdikamii 6JOKIB JaHUX Ha cepBepi,
10 320€3MEeYHTh IIBUJIKE Ta TOYHES BH3HAYCHHS
B3a€EMO3B S3KiB MDK HbOopMaIITHUMH
dbparmentamu.  JlocoipkeHHs — mepenbadvae
noOyJOoBy  MaTeMaTH4YHOI  Mojzeni,  sKa
JI03BOJIUTH dbopmanizyBaTi po1iec
imeHTudikaIii, a TakoX pPo3poOKy aJrOPUTMY,
10 3MOYKE aJaNTyBaTUCS JI0 3MIH Y CTPYKTYpi
TaHUX Ta 3a0€3I1eYnTU MIHIMaJbHE
CIIO’KMBaHHSI O0YMCITIOBAILHUX pecypciB [7, 8,
12, 16]. 3anpornoHoBaHW{ MiAXiJ mependavae
aHaj i3 ICHYIOUMX METOIIB, BU3HAYEHHS IXHIX
mepeBar Ta  HENOMNIKIB,  (OPMYITIOBaHHS
MaTeMaTHYHUX [IPUHIIMIIB POOOTH AITOPUTMY,
a TakoX Horo peamizamifo |y BUIISAL
nporpamMHoro monyns. Kpim Toro, metoro €

OIlIHKA e(heKTUBHOCTI po3pobIIeHOTO
QITOPUTMY  HUIAXOM  E€KCIIEPUMEHTAIBLHOTO
TECTYBaHHS Ta MOPIBHSHHS foro
OPOAYKTUBHOCTI 3  IHIIMMH  METOJaMu

imentudikarii 61okiB ganux [4, 9, 13, 17].
3ABJIAHHA JOCIIJIKEHHSA

JIns moCATHEHHS OCTaBIICHOI METH HEOOXITHO
BUPIIIUTU Pl KIOYOBUX 3aBAaHb. [lepie
3aB/IaHHS MOJIATAE B aHAITI31 CYJaCHUX MITXO0IiB
no  imentudikamii  OJOKIB  JaHMX, IO
BUKOPHCTOBYIOTBCS B iH}opManiitHIX
CHCTEMaX, Ta BH3HAYEHHI IXHIX OCHOBHHX
obmexenb. lle mo3BonmuTh cdopmynroBaTH

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 3(16), 2025, 81-99



Information technologies

BHMOTH JI0 HOBOTO METOJy Ta OOTPYHTYBaTH

HEOOXIJHICTh ~ 3aCTOCYBaHHS  MaTPHUYHOTO
migxonay [4, 18].
Hacrymuum 3aBJIaHHSM €  po3poOka

MaTeMaTUYHOT MOJIeNi, IO OTHCYE TIPOIEC
imenTudikamii OJOKIB JaHUX y BUIISAL
CHCTEMH MATPUYHUX PpIBHAHb. BakimBo
BU3HAYUTH TapaMeTpH, SKi BIUIMBAIOTh Ha
TOYHICTh Ta MBHJKICTH POOOTH AJITOPUTMY, a
TakO)X  OOrpyHTYBaTH  BHOIp  METOJIB
MaTpUYHUX [E€PETBOPEHb IS  peanizalil
nporiecy ineHTudikaii [8]. Oxkpeme 3aBaaHHs
JNOCTDKEHHS  TOB’si3aHE€ 3 pO3pOOKOI0
ANrOPUTMY 11eHTudiKaii, AKUN
0a3yBaTHMEThCSl HA 3aCTOCYBaHHI MAaTPHYHHUX
omepamii Ta IO3BOJUTH aBTOMAaTHU3yBaTH
npouec aHanizy iH(OpMaliiHUX (parMeHTIB.
VY Mexax 1bOro eramy HeoOX1IHO MoOyayBaTH
JIOTIYHY CTPYKTYpy alTOPHTMY, BH3HAYUTH
oro OOYMCITIOBATIEHY CKJIIAIHICTh Ta OI[IHUTH
pecypcH, HeoOXiqH1 /Uid Moro BUKOHAHHS [7].
[TopanpmyiM eTanoM € MporpaMHa peaiizaiis
PO3pO0GIIEHOTO ANTOPUTMY Ta HOTO TECTYBaHHS
Ha peaJbHHX ab0 3MOJeIhOBAaHUX HaboOpax
naHux. lle M03BOJMUTH OTpUMATH EMITIPUYHI
pe3ynbTaTH 100 TOYHOCTI Ta IPOTYKTUBHOCTI
3alpONOHOBAHOTO MeToay [9]. 3aBepuiaibHUM

3aBIaHHIM € MOPIBHSIBHUT a”aI3
pe3ynbTaTIB, OTPUMAaHHX y mporieci
TECTyBaHHS, 3 IHITAMH METOIaMH
ineHTudikamii  OJOKIB  JaHMX. BaximBo
BU3HAYHMTH nepeBaru Ta HEJIOTIKH
3aMpONIOHOBAHOTO iIX0 1y, a  TaKoX
po3poOUTH  pEeKOMEHJaIlli  MmMOoa0  HOro

BIIPOBQ/KEHHSI Yy CEpBEpHI CHCTEMHU IS
MiABUIIEHHSA e(EeKTUBHOCTI  poOOTH 3
BEJIMKUMU oOcsaraMu JaHux [14].

Y codepi imentudikamii OJOKIB JaHMX Ta
3aCTOCYBaHHS MaTPUYHUX METOIB ICHY€ HU3KA
HAyKOBUX TIpalb SK YyKpaiHCBKUX, TaK 1
3apyObKHUX AOchimHUKIB. B Ykpaini 3HauHui
BHECOK Y PO3BUTOK METOJIIB TMpEACTaBICHHS,
30epeKeHHs Ta aHaNli3y JaHUX 3pOOHIIN

B.IO. Illep6ans, C.M. Kpacuurcekmii, T.I
ActictoBa Ta B.M. fIxH0. ¥ cBOill KOJEKTUBHII
MoHorpadii "Meroau MIPE/ICTABIICHHS,
30epeXeHHs Ta aHaNlI3y JaHUX H(opMaliitHux
cucteM" BOHH JOCHIDKYIOTH MaTeMaTU4Hi
MOJIeNli Ta YUCeNbHI METOIH, 30KpeMa CUCTEMHU
TMHIMHUX  pIBHSAHB, TPAHCIEHJCHTHI  Ta
anreOpaiyHi  piBHAHHA,  JudepeHIianbHi
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PIBHSHHS, @ TaKOXX METOJU IHTEpIOJIALii Ta
anpoKCHUMAIIii. i METOIHU €
dyHIaMeHTaNTPHUMH ~ JJIsl  PO3YMIHHS — Ta
3aCTOCYBaHHSI MaTPUYHUX MiIX0AIB B 00poOIi
naaux [4]. O.0. UYepHsk y HiIpy4YHUKY
"[HTeNeKTYyabHUI aHali3 MaHuX'" PO3TIILAae
CydacHi MeTOJu OOpOOKH BEITHKUX OOCHTIB
iH(popMmarii, aKLEHTYIOUU yBary Ha
anropuT™Max Kiacudikailii, Kimacrepusaiii Ta
BUSIBJICHHS 3aKOHOMIPHOCTEH y JaHUX. Xoda
OCHOBHUH aKLEHT 3po0JeHo Ha
IHTEJIEKTYaJIbHOMY  aHalli3l, BHUKOPUCTaHHS
MaTpPUYHUX METOMIB € HEBIJI'€MHOIO YaCTUHOIO
0araTb0X aJIrOpUTMIB, MPEJACTABICHUX Y IIIH
mpaiti [9].

VYV mucepranii B.I'. baGenka "YnockoHaneHHs
METO/IIB nooynoBH KpunTorpadiyHux
IPUMITUBIB Ha OCHOBI MaTpUYHHUX omeparii"”
JOCTIIKEHO 3aCTOCYBaHHS MaTpUYHUX
omepauiii y kpunrorpagii. ABTOp MPONOHYE
HOBI MIIXOJIU JO CHUHTE3y KpUNTOTpapiuHUX
omeparif, Mo 0a3ylThCI HAa MaTPUUYHUX
NEPETBOPEHHSIX, 3  METOI  IMiBUILIEHHS
IIBUJIKOCTI Ta crikocTi mmdpyBanns. [li
JTOCHIJDKEHHST ~ JEMOHCTPYIOTH  TOTEHIIIal
MaTpUYHUX METOJIB y 3a0e3redueHH] Oe3MeKu
maHux Ta ix imeHtudikamii [16]. Cepen
3apyODKHHMX JOCTIAHWKIB BapTO BIA3HAYUTH
Jlxuna Tomyba Ta UYapnsza Ban JloaHa,
aBTOpiB (pyHmameHTanmpHOi mpami "Matrix
Computations”.

Y mili  KHM31 JAETalbHO  PO3TJIAIAIOTHCS
qucenbH1 METOIN JHIAHOT anreopu,
BKJIIOYAIOYM  PO3KJIAOU  MaTpullb, SKI €
KIIOYOBUMH i1 0aratboX  aJfOPUTMIB
00poOKku Ta ineHTHdikamii 1anux [8].

Takox 3acimyroBye yBaru pobGota TpeBopa
I'acti, PoGepra Tibmupani Ta JIkepoma
Opinmana "The Elements of Statistical
Learning", nge 0OroBOpOIOTbCI  METOAU
MAIlMHHOTO  HaBYaHHS, Oarato 3  SKHX
0a3yloThCsi Ha MarTpuyHMX omepamiax. Lli
METOJM  ILIUPOKO  3aCTOCOBYIOTBCS  JJIsS
ki1acugikanii Ta KiacTepusalii JaHMUX, IO €
BXJIMBUMH acrekTaMu ix imeHTtudikamii [14].
Sk ykpaiHChKI, Tak 1 3apyOiKHI BUEH1 3po0MIn
3HaYHUA BHECOK Yy PO3BUTOK MAaTPUUYHUX
MeTOJIB Ut i1eHTrdikawii Ta 00poOku OIOKIB
JAHUX, IPOTIOHYIOYN PI3HOMAHITHI MiAXOU Ta
QITOPUTMU 7Sl TIABUIICHHS €EKTHBHOCTI Ta
TOYHOCTI LIUX MPOIIeCiB [7].
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TEOPETHYHI OCHOBU AOCIIIKEHHA

IlocTanoBka 3agaui
Y cywacHux iH(pOpMAIifHUX CHCTEMaXx,
30KpeMa CepBEpHHX IUIaThopMax, BHUHUKAE
HEOOXITHICTh IIBUJIKOT Ta TOYHOT
imenTudikarmii OJOKIB MaHWX. 3 OINIAAYy Ha
3poctaHHs 00csATiB iH(pOpMaIii, TpagumiiHi
MIAXOAH, TaKi K XENIyBaHHs, JICPEBOIIOIOHI
CTPYKTYpH Ta CUTHATYpHI aHaIII3M|,
JEMOHCTPYIOTh MeBHI1 0OMeKEeHHS y
MIPOJIyKTUBHOCTI Ta TOYHOCTI. L{e oGymoBieHo
TUM, IO cy4acHi 0a3u JaHUX MICTSTh
BEJIMYE3HI MacuBU IHQOpMaIllii, y AKX 4acTo
BHUHHUKaE 1poliemMa 1yOIt0BaHHS, CTPYKTYPHOT
HEOHOPIAHOCTI Ta CKJIAJHOCTI B3a€MO3B’SI3KIB
MDK OKpeMuMHu enementamu [4, 19, 20].
HeoOxinHicTh  po3poOKM  HOBHUX  METOJIB
imeHTudikamii  OJOKIB  JaHWX 3yMOBJICHA
BHCOKMMH BHMOTaMH JO0 TPOJAYKTUBHOCTI
OOYHCITIOBAILHUX ~ CHUCTEM. BukopucTaHHS
TpaAuLIHHUX aJITOPUTMIB NOIIYKy 1
knacudikamii iHGopMamii He 3aBXKIH €
e(heKTUBHUM, OCKUTbKH TXHSI peanizaiis MOxXe
CIPUYHMHSITH 3HAYH1 BUTPATH 00YUCITIOBAIEHUX
pecypciB, OCOONMMBO y BHMNAJKaX BEITUKHUX
pPO3MOAUIEHUX CHCTeM. Y 3B’s3Ky 3 IIUM
BHUHHUKAE MOTpeda y CTBOPEHHI MaTeMaTUYHO
OOIpYHTOBAHOIO MIAXOMYy, IIO JO3BOJIUTh
CKOPOTHTH dYac ineHTH(IKalii Ta BOJHOYAC
3a0€e3MeYUTH BHCOKY TOYHICTh BHU3HAUYEHHS
MPUHAJICKHOCTI JaHuX [9].
3anponoHoBaHa JIOCHIIAHUIIbKA 3a/1a4a MOJIsrae
y po3p0o0I1i MAaTPUYHOTO METOAY iAeHTH(IKAITIT
ONMOKIB JaHMX, AKUH Oa3yBaTUMETbCS Ha
BUKOPUCTaHHI MaTPUYHUX MEPETBOPEHb s
aHalli3y Ta BHOOPSAKYBaHHS 1H(GOPMALIHHUX
cTpykTyp. OCHOBHa imess LBOrO MIAXOAY
MOJISITA€ y TIOJIAaHH] JJAHUX Y BUTJISAI MaTpPULb,
€JIEMEHTH SKUX BiIOOpa)kaloTh BIACTUBOCTI,
3B’3KM Ta yHIKaJbHI XapaKTePUCTUKU OJOKIB.
BukopuctanHs = MaTeMaTUYHUX  OMeEpallil,
TakKMX  SK  MHOXEHHS  MaTpuib,  iX
TpaHchopMallis Ta HOpMasizalis, J03BOJHUTb
e€(pEeKTUBHO BHUSBJIATH  3aKOHOMIPHOCTI Yy
BEeIMKMX  HaOopax JaHMX 1  yCyBaTH
ny6mroBaHHS [8].
KirouoBumu acnektamu 3agadi € po3poOka
ITOPUTMIYHOTO 3a0e3MeUYeHHsI Il peanizaiii
MaTpUYHOTO METOJy, HMOr0 TECTyBaHHsS Ha
peaIbHUX Ta 3MOJIEIbOBAHUX BUOIpKaX MaHUX,
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a  TakoXX  NOPIBHAJIBHUM  aHamiz i3
TPAIUIIHHUMU ~ MeToJmaMH  ineHTHdiKaIii.
BaxmBHUM acrekToM € BU3HAYEHHS KpUTEpiiB
e(PEeKTUBHOCTI  3amPOMOHOBAHOTO  MIAXOJY,
BKITIOYAIOYH IIBHUJIKICTh BUKOHAHHS OTIEpAIlil,
O00YHCITIOBAIbHY CKJIAIHICTh QITOPUTMY Ta
pIBEHb TOYHOCTI BUSBJICHHS 3B’S3KIB MDK
iHpopMmamniiHuME Ookamu [7].

Po3B’s13aHHS TIOCTaBIIEHOI 3a7aui Ma€ CYTTEBE
NPaKTUYHE 3HAYCHHS Ui CEPBEPHUX CHUCTEM,
SK1 TPALIOIOTh 3 BEJIMKUMHU OOCSATaMU JTaHHX.
BrpoBamkeHHs MaTpPUYIHUX METOTIB
JO3BOJIUTH  TOKPAIIUTH  TPOAYKTHUBHICTH
00YHCITIOBAJIBHUX MpoIIeciB, 3HHU3UTH
HABAaHTA)XCHHSI HA CEpBEPH Ta MIJIBHUIIATH
HAIMHICTD 1HpopMaLIiTHIX CHCTEM.
O4iKyeThCS, WO pE3YIbTaTH JOCTIKCHHS
3HAMIyTh 3aCTOCYBaHHS Yy cdepl ynpaBiiHHS
0azaMM JaHUX, PO3MOJAUICHUX OOYHCIICHB,
aHali3y BEJNMKUX JaHUX Ta CHCTEMax
iHpopMariiiHo1 Oe3neku [14].

MaremaTH4Hi OCHOBH
Matpuanuii migxin B 00po0iri Ta ineHTudikamii
OJIOKIB TaHUX TPYHTYETHCS Ha MPEACTABICHHI
1HOPMAIIHHUX CTPYKTYP Y BUTJISIAI MaTPHILb,
0 7I03BOJIsIE (hOpMaITi3yBaTH TMPOIEC aHATIZY
Ta ABTOMAaTH3yBaTH BHUKOHAHHS OCHOBHHUX
oneparifi. OCHOBHa iges I[bOTO METOaY
HOJISITAE Y TOMY, IO
KOKCH OJIOK JaHWX MOXHA TOJATH y BUTJIS
€JIEMEHTIB MAaTpHIll, a B3aEMO3B’SI3KH MDK
0JIOKaMU — y BUTJISIZII MATPUYHUX OTIEpAIlii, AKi
JIO3BOJISIIOTH 3AIMCHIOBATH iX KJIacHQiKaIlito,
ineHTudikaIito Ta mopiBHsHHI [7].

BukopucranHs MaTpUYHHX OIepamid y

npoiieci ineHTHdIKarii nepeabdavae
MOXJIMBICTG BU3HAUEHHSA CXOXKOCTI MDK
PI3BHUMH OJIOKaMu TAHUX LJIIXOM

3aCTOCYBaHHS MHOXKEHHS, TPaHCIOHYBaHH,
HOpMamiizamii Ta IHOIMX  MaTeMaTHYHHX
nepeTBopeHb. OJHUM 13 KIIFOYOBUX MPUHIIUITIB
MaTPUYHOTO MIAXONY € Te, L0 OJIOKH JaHHX
MOXYTh OyTHM TpeICTaBiIeHI Yy BHIIAII
BEKTOpIB y 0araTOBUMIpHOMY MpPOCTOPi, HIO
J03BOJIsiE  €()EeKTUBHO  aHANI3yBaTH  IXHIO
CTPYKTYDY, BUSIBIISITH MIPUXOBaH1
3aKOHOMIPHOCTI Ta ycyBaTu JIyOJIFOBaHHS
iHpopmauii [8].

[Ipu BHKOpPHCTAHHI MaTPUYHOTO MIAXOTY
BaXXJIUBUM acIeKTOM € MIPaBUIIbHE
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(opMyBaHHS MOYATKOBOI MAaTpHUIll, 1€ PAIKU
a00 CTOBIIII MICTATH KIFOYOB1 XapaKTEPUCTUKU
OnokiB naHux. Hampuxiag, y BUDAAKY
TEKCTOBOT iHpopmaii MOXYTh
BUKOPHUCTOBYBATHCS YAacTOTHI MAaTpHIli, IO
BiIOOpPaXalOTh KUIBKICTh IOSIBH TICBHUX CJIIB

ab0 cHMBONIB y KOXHOMY Omomi. Jlms
YHCIOBUX JIAaHUX YacTO 3aCTOCOBYIOTHCS
KOpEIAIIAHI ~ MaTpulli, 10  JO3BOJSIOTH

BU3HAYHUTHU CTYIIHb MOAIOHOCTI MK OKPEMHMHU
enementamu [19].

[Ile oAHMM BaXJIWBUM TPHHIUIOM €
3acTOCYBaHHSA (haKTopU3allii MaTpullb, 30KpeMa
METO/1y CUHTYJISIPHOTO PO3KJIaJy, 10 I03BOJISIE
PO3KJIaCTH BEJIUKY MAaTpUII0 Ha J00yTOK
MEHIIIUX, OUTBIII KepOoBaHUX MaTpullb. Lle nae
3MOTY 3MEHIIUTH pO3MIPHICTh JaHUX 0e3
BTpaTH BaXJIMBOi iHGOpMalii Ta MiABUILIUTH
e(eKTUBHICTh IX MOJANBIIOrO aHamizy. Y
nporeci imeHTudikamii OJOKIB JaHUX Taki
METOIM  JIO3BOJISIFOTH  IIBHIKO 3HAXOIHUTH
noAi0HI CTPYKTYpH Yy BEJIMKUX MacHBax
iHbopMaIlli Ta BUAUIATA YHIKQJIbHI CJIEMEHTH,
10 3MEHIITYE PU3UK AYOJIFOBAaHHS Ta ONTHMI3Y€E
BUKOPHUCTAHHS pecypciB cepBepa [20, 21]

(tabm. 1).
[TpakTudane 3aCTOCYBaHHS MaTPUYHOTO
Migxoay B mponeci igeHTU(IKaii OJIOKIB

BKJTIOYAIOYH MOIIYK TyOmikariB y 0a3zax JaHUX,
Kiacudikanito Ta ¢QiapTpanito iHpopmarii,
aHani3 MOBEIIHKOBHX naTepHiB y
KOPHUCTYBAIIbKUX 3alUTaX, a TAKOXK 3aXUCT BiJ
aTaKk MUISIXOM aHali3y CTPYKTYPH BXITHHX
MOTOKIB JaHWX. BHKOPUCTaHHS MaTpUYHUX
METOIB  3a0e3meuye BHCOKY HIBHJAKICTh
00pOOKH, OCKUIBKH OUTBIIICTh MaTPUYHHUX
omeparlii  ONTUMI30BaHI IS BUKOHAHHS Ha
anmapaTHOMY piBHI, IO JIO3BOJISIE 3MEHIIUTH
oOuuncoBabHi BUTpaTH [4, 22].

OCHOBHI NPUHUUIIK MAaTPUYHOTO MIAXOAY A0
ieHTudikamii OJOKIB JaHUX TMOJSralTh Y
nojaHH1 iH(opMalii y BUTIISAI MaTEeMaTUYHUAX
CTPYKTYD, 3aCTOCYBaHHI anredpaiaTHuX
omeparii i aHalizy B3a€EMO3B’SI3KIB MK
JAHUMH, a TaKOX BHUKOPHUCTAHHI METOIB
dakropuzarii Ta HOpMaTi3arii JUTST
MIIBUIIEHHS TOYHOCTI Ta  €(eKTHBHOCTI
inentudikamii. Ile mo3Bonse cTBOprOBaTH
BUCOKOTIPOAYKTHUBHI ~ alTOPUTMH,  3JIaTHI
e(EeKTHUBHO MPAIFOBATH 13 BEJTMKUMH 00CSITaMHU
JaHUX y  CEpBepHUX  CHUCTEeMax  Ta
iHbopmariitHux Mepexax [7, 23].

[TonepeaHi JOCITIKEHHS.

Po3BuTok MeToiB imeHTH]iKaIlii 6J0KIB JaHUX
€ BLOKIMBHM HampsMoM y cdepi oOpoOku
BEIIMKUX 0O0csTiB 1H(GOpMAIlii, [0 aKTUBHO

Ta6anus 1.
KitouoBi mapamerpu Ta 3MiHHI MO

Ne Hap averp / 0)117(¢
3MiHHa
1 12 3
1 | Po3wmipHicts | Bu3Hauae KiTbKiCTh XapaKTEPUCTHK, 1[0 BUKOPHCTOBYIOTHCS LTS iMeHTH(IKAII]
MaTpHIIl OmokiB maHmx. YumMm Ounplne mapamerpiB, THM TOYHIIIUA aHali3, aje BHUIIA
00UHCITIOBaIbHA CKJIAAHICTB.
2 | Merox Merton npuBeneHHs 3Ha4YeHb 10 €IMHOrO MacITady, Mo JO3BOJSE 3MEHIIUTH
HOpMauTi3amii | BIUIMB aHOMAJIGHUX 3HAYEHB 1 HiJBUIIUTH TOYHICTH AJITOPUTMY.
3 | Barosi KoedimienTn, mo BH3HAYAIOTH Bary KOXKHOTO TMapameTpa MpH po3paxyHKax.
koedimieaTHn | J[03BONMSAIOTh 30UMBIIMTH 3HAYYIIICTE TIEBHUX XapaKTEPUCTHUK Yy TPOIlEci
ineHTrdikarii.
4 | Bxigui 3minHi| JaHi, o0 BXOIATH y cHCTeMy Uis 0OpoOKku. MOXYTh MICTHTH YHCIIOBI
TTOCTIiTOBHOCTi, CHMBOJIBHI JaHi a0o iHmIi Ty iHdopMartii.
1 ]2 3
5 | Buxigui Pesymeratnn  imeHTHiKaIii ONOKIB JaHUX, BKIIOYAIOYM KiacHu(iKaiiro,
3MiHHI BH3HAYCHHS YHIKAJIbHUX €JIEMEHTIB Ta YCYHEHHS JTyOIIOBaHb.
6 | IIpomixHi 3MiHHI, 110 BUKOPUCTOBYIOTHCS ISl MPOMIKHUX OOYMCIICHB, TaKi SIK THMYACOB1
3MiHHI MaTpuni abo mapaMeTpu TOYHOCTI PO3PAXYHKIB.

AaHUX  OXOIUUIFOE IIHUPOKE KOJIO
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3aBJaHb,

JOCTIJDKYETbCSA SIK B YKpalHChKid, Tak 1 B
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MDKHApOJIHIA HayKoBil coiibHOTI. IcHyroui
migxoau 10 imeHTHdikamii OJOKIB JTaHUX
0a3yIThCS Ha PI3HUX KOHIICTIIISX, CEPE SIKUX
BUIIUISIFOTHCSL  XCIIYBAHHS,  KJacTepu3allis,
CHUTHATYpHUH  aHami3, IITy4HI HEHPOHHI
MEpEKi, a TAKOK METOIH, 10 BHKOPUCTOBYIOTH
NPUHIMIKA  JIHIAHOT anre0pu, BKIIOYAIOYU
MaTpUYHI IepeTBOpeHHS [4].

OpHuM 13 HAWUNOMIMPEHINIMX METOJIB €
XCIIyBaHHS, SKE& Tmepeadayae MPUCBOEHHS
KOXXHOMY OJIOKY JaHMX YHIKaJIbHOTO XELI-KOTY
[6]. BuxopucrtanHs xem-(QyHKII 103BOJsE
MIBUAKO 3HAXOIUTH OJHAKOBI a00 CX0K1 OJIOKH
iH(popMaIlli, 10 3HAYHO MPUCKOPIOE TMPOIIEC
igenTudikamii. OgHak 1el MeToJ Mae CBOi
00OMeXeHHsI, OCKUIbKU HaBITh HE3HAUHA 3MIHA Y
BUXIJTHOMY OJIOIIl JaHUX MOKE MPU3BECTH 0
CYyTTEBOT 3MIHU XEMm-KOJY, IO YCKIIATHIOE
BHUSBJICHHS CXOXHUX OJIOKIB Ta pOOHTH e
MIIX11 MEHII CTIHKUM JI0 HEBEIUKHX 3MIH Y
nanux [14, 24].

Knacrepuzamisi € 1me OAHUM BaXJIHBUM
METO/IOM, 1110 BUKOPUCTOBYETbCS AJISl aHATI3Y
Ta rpynyBaHHs OJOKIB JaHWX HA OCHOBI IXHIX
xapaktepuctuk. lleit miaxim O6a3yeTrbcs Ha
3HAXO/DKEHHI CXOXXHX €JeMEHTIB Ta IX
00'eTHAHHI Y TPYNH 32 TICBHUMU KPUTEPISIMHU.
OCHOBHOIO ~ TepeBarol  Kiactepuzamii €
MOXJIMBICTh ~ TpaLIOBaTH 3  BEIUKUMU
HabopamMH JIJaHUX Ta aBTOMATHYHO BH3HAYaTH
3akoHOMIpHOCTI B iH(opmamii.  IIpote
HEJOJIKOM  I[bOTO  METOJYy €  BHCOKa
o0umcIroBaIbHA CKJIAAHICTH Ta HEOOXIAHICTH
MONEPETHBOTO BU3HAYCHHS KUTBKOCTI
KJIacTepiB, IO MOXe OyTH CKJIaTHUM
3aBJaHHAM MpU 00pOOITl TMHAMIYHUX JaHUX |8,
25].

CurnatypHuii a”aJI3 nepeadayvae
BUKOPUCTAHHS YHIKaJbHUX CUTHATYp IS

KOXKHOTO  OJIOKY JaHuX, IO JO3BOJISE
311IIICHIOBATH LIBUIKY HepeBIpKy
1IEHTUYHOCTI. e METOL aKTHUBHO

BUKOPHUCTOBYETHCS y cUCTEMax [2] BUSBIEHHS
aHOMalliif Ta 3axucCTy iH(popMalii, OCKUIbKH
J03BOJIsIE €PEKTUBHO BIJICIIIKOBYBATH 3MIHU Y
CTPYKTYpi AaHuX. OJHAK TOJIOBHUM HEJOIIKOM
CUTHAaTYpHOTO aHallizy € Horo oOMexeHa
3/IaTHICTH /10 BUSIBJICHHS HOBUX a00 3MIHEHUX
JaHWX, 10 HE BIIMOBIAAIOTH >XOJHOMY 3
MOTIEPETHBO CTBOPEHHUX CUTHATYPHUX
maoJIoHiB [9].
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CydacHi  JOCHIIDKEHHS  TaKOX  aKTHBHO
BIIPOBA/KYIOTh INTYYHI HEHPOHHI Mepexi s
inenTudikaiii OMOKiB naHuX. BukopucraHHS
rTHOOKOTO HABYAHHS JI03BOJISIE MOJICIIOBATH
CKJIaJHI  B3aEMO3B’SI3KM  MDK  OJOKamMu
iHpopMmamii  Ta  3HAXOAWTH  TMPHUXOBAHI
3aKkOHOMIpHOCTI. OCHOBHOIO MEPEBATroI0 HOTO
MiAXOJy € 3JaTHICTh JIO CAaMOHABYaHHS Ta
ajanraiii 10 3MiH y JaHUX, [0 POOHUTH HOTO
0COONMMBO  €(PEeKTHMBHUM Yy  CKJIATHHX
1HpOpMaLIHHUX CHUCTEMaXx. Opnak
BUKOPHCTAHHS HEHPOHHUX MEpPEX BHUMAarae
3HAYHUX OOYHMCITIOBAILHUX  PEecypciB  Ta
BEJIMKUX 00CSTIB HAaBUYAJIbHUX JIAHUX, 110 MOXKE
OyTHM HEIOUUIbHUM JJi TEBHMX KaTeropii
3amaq [3].

Marpuunuit minxig g0 igeHTrudikaiii O6JI0KiB
JAHWX, 10 € MMPEJIMETOM JIAHOTO JIOCITIKESHHS,
IPYHTY€ETHCS Ha TIpe/ICTaBICHHI
1HGOpMaLIHUX CTPYKTYpP y BUIJISAI MAaTPHUIlh
Ta BUKOHAaHHI HaJl HUMH MaTeMaTHYHUX
omneparid. Takuil MmiaXix M0O3BOJIIE HE JIUTIE
3MEHIIUTH OOYUCITIOBAIBHY CKIAAHICTh, alle i
[MIABUIIATA TOYHICTh BUSIBJIEHHS ITOMIOHUX
OJIOKIB, BHUKOPUCTOBYIOUM METOAM JIHIHHOT
anreOpu, Taki SK MHOXEHHS MAaTpHIb,
HOpMAaJTi3alisi Ta CHHTYJISIPHUH  PO3KIIAL.
['onoBHOIO TeEpeBarold IbOIO0 METONy €
MOXJIMBICTh ~ IIBUIAKOT OOpPOOKM  BEIMKHUX
00csTiB  JaHuX O3 3HAYHOTO CIOXKWBAHHS
pecypciB. BomHoyac ogHUM 13 BUKIHKIB €
HEOOXITHICTh  TPABWJIBHOTO  BH3HAYEHHS
MOYAaTKOBUX IMapaMeTpiB MaTpHIll, L0 MOXKE
BIUIMBATH HA TOYHICTh 1eHTUdIKamil [2, 8].
AHani3 ICHYIOYUX MiIXOMIB A0 iAeHTUudiKalil
ONIOKIB JaHMX JIEMOHCTpPYE, IO KOJEH 13
METOJIIB He € yHiBepcaabHUM. KokeH 13 HuX
Ma€e CcBOi TmiepeBaru Ta OOMEXKEHHS, SKi
HEOOXiIHO  BpaxoBYBaTU TMpU  PO3poOIIi
e(eKTUBHUX  aITOPUTMIB 11 O0OpoOKH
BEJIMKMX MacHBiB iHpopMarllii. Bukopucranus
MaTPUYHOTO niaxony BUSBIISETHCS
MEPCIIEKTUBHUM DILIEHHSIM, OCKUTBKU TOETHYE
B 001 BUCOKY IIBUJIKICTh O0YHCIIEHB, TOUHICTh
aHaJli3y Ta MOXJIMBICTb MaclITaOyBaHHS IS
BEIMKKUX 0a3 maHux [9].

METO/I IJIEHTUDIKAILIT BJIOKIB
JIAHUX

Omnuc merony
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3anponoHOBaHUM MaTpUYHHI METOJ
imentudikarii OMOKIB maHUX Oa3yeTbcs Ha
BUKOPUCTaHHI MAaTPUYHUX MEPETBOPEHBb s
BU3HAYEHHS B32€MO3B’S3KIB MK
iHpopmaniiiaumu enementamMu. OCHOBHa inest
METOJy TMOJISIra€ y TPEACTABICHHI JAaHUX Y
BUTJISIII  MaTpUllb, Ji€ KOXCH EJIEMEHT
BifoOpakae TIEBHY XapaKTEPHCTUKY OJIOKY
TaHuX. BUKOpHCTOBYIOUM Orepariii MHOKCHHSI,
TPaHCIIOHYBaHHSI, HOpMaJTi3arii Ta
(akropu3zailii, MO’kHa e(pEeKTUBHO aHAJI3yBaTH
CTPYKTYpy iHpopMallii, 3HAXOAUTHU IyOITiKaTH
Ta 3/1iCHIOBATH Kiacudikaiiro 650kiB [1, 4].
Ha mnouarkoBoMy erami BCl BXigHI JaHl
MEPETBOPIOIOTHCS Y MaTpuuHy dopmy. Koxen
OJIOK JaHUX PO3TISAJAETHCS SIK BEKTOp ¥
0araToBUMIpPHOMY IIPOCTOPI, a BC1 OJIOKH pa3om
YTBOPIOKOTH  Marpuiro. lLle  no3Boisie
3aCTOCOBYBAaTH METOJM JIHIHHOI anredpu ams
BH3HAUYEHHS TMOJIOHOCTEH MDK OKpPEeMUMHU
¢parmentamu iHpopmaiii. OCKUIbKH JIesK1
OJIOKM MOXYTh MaTH HAJIUIIKOBY abo
nyOnpoBaHy iH(OpMaIlil0, TEPIIMM eTaroM
AITOPUTMYy € HOpMaii3alis JaHuX, M0
JI03BOJIIE YCYHYTH BIOXWUJICHHS Ta MPUBECTU
3HAYEHHS JI0 €AMHOTO MaciTaly [7].

Jlanmi  TpoOBOOUTHCS  PO3PaXyHOK METPUKHU
moxi0HOCTI MK Onmokamu maHux. [ mporo
BUKOPUCTOBYETbCS MHOXKEHHS MaTpUIb Ta
00UYHCIEHHST KOPEISIIIMHNX KOe]IiEHTIB MDK

BEKTOpPaMH, 110 OIHUCYIOTh KOKEH OJIOK. SIKIIo
CTYNiHb MOAIOHOCTI MDK JIBOMa abo OimbIie
ONoKaMM TIEpeBHUIILYE MEBHUI MOpIr, cucTeMa
00’ennye ix abo mapkye sk gyomikaru. st
3a0e3neueHHsl  IBHUAKOCTI  OOpoOKM  Ta
3MEHIICHHS OO0CSTYy JaHWX 3aCTOCOBYETHCS
METOJl CUHTYJIsIpHOro po3kiany (SVD), sxuit
JI03BOJISIE 3MEHIIUTH PO3MIPHICTH MAaTpHIli,
30epirmuy npu OMY HAWOUTBII 3HAYYIII
KOMIIOHEHTH [ 8, 26].

[Ticnst 1bOro MpPOBOAUTHCS aHAI3 OTPUMAHUX
pe3ynpTaTiB 1 OCTaroyHe  (OpMYyBaHHSA
ieHTu(diKOBaHUX OJIOKIB JaHuX. SIKII0 OJI0KH,
o0 TPOWIUIM aHali3, HEe BIANOBIIAIOTH
KOJHOMY 3 BIAOMHX 3pa3KiB, BOHM MOXYThb
OyTH BiHECEH1 JO HOBOI Kareropii abo momaHi
10 06a3u JaHuX sIK HOBI iH(oOpMaIliliHi 00’ €KTH.
OctanHIM eTanioM € 30epeXeHHsS OHOBJICHOI
MaTpPUYIHOI MOJIeJl Y BUTJISAI Oa3u 3HaHb, IO
JI03BOJISIE TTOBTOPHO BUKOPHUCTOBYBATH
OTpHUMaHI1 pe3yJbTaTH I MAaHOYTHIX OTepartii
[9].

Cxema amroputmy (puc. 1) wMaTpu4HOI
imeHTudikaii OJOKIB JaHUX CKIATAEThCA 3
MOCTIIOBHUX  €TamiB, sKi 3a0e3MedyroTh
e(deKTBHE PO3Mi3HABaHHS, KiIacHQIKaIlilo Ta
aHaii3 iHdopmarrii.

Ha mepmomy erami anroputmy BiIOyBaeThCs
OTPUMAaHHSl MOYAaTKOBUX JAHUX, SKI MOXKYTh
MICTUTH Pi3HI TUIIH 1HGOPMAITii, MpeACTaBICHI

Cxema anroputMmy MaTpuyHoi ineHTudikauii 610oKiB AaHnx

Nepersopexnn y ulm%
/ opManisauia aanux

N

Moyarkosi AaHi

PospaxyHoK MeTpuku noaibuocri

CuHrynsapHui posknapg (SVD)

Ananis InenTuchlkosanux Gnokis

36epexeHHs pesynsrart

Puc. 1. Cxema anroputMmy MaTpu4Hoi ineHTH(iKaLii OJ0KIB JaHUX
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y BUITSAAI IUPPOBUX, CHUMBOJBHHX a0o
3Mimanux (opmatiB. HactymHum eramom €
MEPETBOPEHHS BXIIHUX JaHUX Yy MATPUYHY
¢dopmy, 110 03BOJISIE MPAIIOBATH 3 HUMH 32
JOTIOMOTOI0 oTiepaniil JiHiiHO1 anreOpu. Bci
iHpopMaIiiiHi OJOKM OpraHi3OBYIOTHCS Y
MaTpHIl, €JIEMEHTH SKHUX BIAMOBITAIOTH
MIEBHUM XapakTepucTukaM aanux. [Ticist mporo
MPOBOJMUTHCS  HOpMAJi3allis  3HA4YeHb Y
MaTpUIli, IO JO03BOJIIE YCYHYTH MOXIIUBI
BIJIMIHHOCTI B macurradax YUCIIOBUX
MMOKa3HUKIB Ta BUPIBHATU JaH1 sl KOPEKTHOI
00poOKH. HopwmanizoBani MaTpuIli
BHKOPHUCTOBYIOTBCS JJII PO3PAXYHKY METPHKHU
nmoaioHocTi MK Onokamu naHux. Ha mpomy
eTami  ajJropuTM  3aCTOCOBYE  MHOYKCHHS
MaTpullb Ta OOYMCIEHHS  KOPEJSIIHHUX
Koe(illieHTIB A7  BU3HAYEHHS  CTYIEHS
CXO0’OCTI MDK 1HQOpMAIITHUMHU eJIeMEeHTaM1
[4, 5].

Jig  ontumizamii  mpouecy  iaeHTU(iIKaril
BUKOHYETbCA CHUHTYISIpHMM poskian (SVD),
SKAWA  J03BOJISIE  3MEHIIUTH  PO3MIPHICTH
MaTpulli, 30epiraroyu TpH I[OMY KIIFOYOBI
XapaKTepUCTUKH AaHuX. Lle 3HayHO ckopouye
00csT 00YMCIICHD 1 MIABUIIYE TTPOTYKTUBHICTD
cuctemMu. Ilicimst po3paxyHKIB TPOBOJUTHCS
aHaJi3 OTPUMAHHUX PE3YJbTATIB, Y XOMA1 SKOTO
BH3HAYAIOTHCSl YHIKAJIbHI OJOKH, JXyOJiKaTH
a0o HOBI kareropii manux. Ha ¢inaasHOMY
eTari pe3yJbTaTh 30epiraloTbcsi B 0a3i 3HAHb
a00 TepemarThCsd J0 IHIIUX KOMIIOHEHTIB
iH(popMaIliiiHOT CcHUCTEeMH I MOAAIBIIOTO
BUKOPUCTAHHS. 3aBISKH LbOMY alTOPUTMY
BJIA€ETbCSI  JIOCSATTH  BHCOKOI  TOYHOCTI
ineHTudikaIii OJIOKIB JaHUX TP MiHIMaTbHUX
BUTpaTax pecypcis [8].

MaTtemaTnyHa MOJeIb

Po3pobka  maremaTwyHoi  Moxmeni  JUIsA
imentudikamii OJIOKIB JaHMX HA OCHOBI
MaTpUYHUX METO/IiB nependayae
MPEJICTaBICHHS BXIAHUX JaHUX Yy BUIJISIL
MaTpuilb, (OPMYIIOBaHHS TMpPaBUI  iXHBOI
imenTudikarii Ta BU3HAUYEHHS MaTEMaTHUYHUX
pIBHSIHB, 110 OMHUCYIOTH Iiei mporec. BximHi
JaHi, K1 MoTpeOyroTh ieHTHu(diKaiii, MOXYyTh
OyTH TIpEeICTaBICHI y BHUIJISJI YHUCIOBHUX
MOCIIIOBHOCTEH, TEKCTOBUX (parMeHTiB abo
IHIUX UPpoBUX (OPMATIB, 1110 MAIOTh MEBHI
XapaKTEPUCTHKH [9].
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Hns  edextuBHOI 00poOKM BCi I jgaHi
NEePEeBOATHCS Y MAaTpUuHy (GopMy, JIe KOXKEH
PAIOK a0 CTOBIICIH BIAIOBIIa€ KOHKPETHOMY
iHpopManiiiHOMy OI0Ky abo aTpulyty. SIKIiio
cucreMa aHamizye Habip OJIOKIB JaHUX, IX
MOJKHA TIPEICTABUTH y BUTJISAI MaTpuli X, e
KOKeH 1i eJIeMEHT Xjj BIINOBiNa€ 3HAUYECHHIO
MEBHOTO TapameTpa j y oot i. Hampukman,
SKIIO KOXEH  OJIOK  MICTHTH  YHCIOBI
MOKa3HUKH, BOHU 0€3M0CEPEIHBO 3aHOCATHCS Y
MaTpuio. Skmo x iHpopMallisi Ma€E TEKCTOBY

[IPUPOLY, CIIOYATKYy BUKOHYETBHCS i
KOJlyBaHHS, HANpUKIAL, 32 JOIOMOIOKO
YaCTOTHOTO  aHaididy  abo  BEKTOPHOTO

npenctaBieHHs. [licns GopmyBaHHS MaTpuIll
JTAHUX TIPOBOJUTHCS iXHS HOpMAaTi3arlis, III0
JI03BOJISIE YHUKHYTH TIpOOJIeM, OB’ sSI3aHUX 13
PI3HUMU TTKaJaMU YUCIIOBUX 3HA4YEHB [7].

Ile w™moxe Oyru peandi3oBaHO  ILIAXOM
MPUBEJIEHHS BCIX 3HA4YCHB N0 Mianazony [0, 1]
a0o0 cTaHmapTH3allii 32 CepeTHIM 3HAYCHHSIM Ta
CTaH/IAPTHUM BiIXHJICHHSIM.

Taka nporenypa 1onomarae 3MEHIIUTH BILTUB
aHOMaJLHUX 3HAYEHb 1 TMOKpAIIlye€ TOYHICTH
inentudikarii. IIponec imentudikaiii 610KIB
JAHUX BUKOHYETHCS IUISIXOM MOPIBHAHHSA IXHIX
MaTpUYHUX  OpeAacTtaBieHb.  OmHuM 13
HAWOLIBIIT e(heKTUBHUX METOIB €
BUKOPUCTAHHS KOCHMHYCHOI MIpH MOaI0HOCTI,
sKa BU3HAYAE CXOXKICTh MDK JBOMAa BEKTOpaMU
V i u 3a nonomoroxo popmymu (1):

S(v,u)=((v - W)/(IvIHull) - (1)

J€ V 1 U — BEKTOPH, IO MPEJACTABIISIOTH JIBa
Omoku naHuX, a ||v|| Ta ||lul| — iIXHI eBKIiIOBI
HOPMH.

Sxmo 3HadeHHs S(V,u) MepeBHINye MEBHUN
IIOPOTOBUH pIBEHb, BBAKAETHCSA, IO OJOKH
MaHUX € IIeHTUYHUMHU ab0 MICTATh MOJIOHY

iHpOopMaIIio [3]. Hns oInTUMI3aIil
i1eHTUdIKaIil  BUKOPUCTOBYETbCS  METOJ
CUHTyIsipHOTO  po3knany (SVD),  sxuit

JI03BOJISIE PO3KJIACTH BHUXIHY MaTpuio X Ha
TPHU CKJIAJIOBI:

X =U X V/T,

ne U i1 VAT — oproroHanabHi MaTpulli, a X —
JiaroHanabHA MATPUIIA, 1[0 MICTUTh CUHTYIISIPH1
3HAYEHHS.
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Buxopucranus JuIIe HaNOLTBIINX
CHUHTYJISIDHUX 3HA4€Hb JI03BOJIAE€ 3MEHIIMTU
PO3MIpHICTh JaHMX, 30epiralodyu Mpu IbOMY
HaliBaxMBimly iHpopMario. 3aBepHIaabHUN
eTan MOJIeli nependadae 0OYMCIICHHS BiICTaH1
MDK  OJOKaMW  JIaHWX, HaNpHUKIaa, 32
JOTIOMOT OO0 METPUKHU MaHXeTTeHChKO1
Bijictani abo EBKitinoBoi Bifcrasi [3].

Sxmo s qBOX OJOKIB 3HAYCHHS BiICTaHI
3HAXOAUTHCS HIDKYE BCTAHOBJICHOTO IIOPOTY,
TO OJOKM BBaXalThCS  CXOXHMH  abo
imenTHaHUMH. TakuM YWHOM, MaTeMaTHYHA
MoOJenb, 10 0a3yeTbcs Ha MaTPUUYHUX
oneparisx, JI03BOJISIE e(peKTUBHO
i1eHTudikyBatn OJOKM JaHUX, HaBITh Yy
BEIUKUX 1HpopMaliiHuX MacuBax [14].
3aBAsIKM BUKOPUCTAHHIO HOpMai3allii, MeTpHUK
MoAIOHOCTI Ta METOJIB PO3KJIaaAy MaTpHIlb
BJIA€THCSA 3HAYHO 3MEHIIUTH OOYHMCIIOBAIBHI
BUTpATH, MIABUIIYIOYH MPU LBOMY TOYHICTH
mpolecy posmizHaBaHHS 1H(opmarlii. BxigHi
JaHl, MO MIATalTh 1IeHTH(IKAIl, MOXYTh
MICTUTH YHCJIOBI, TEKCTOBI abo 3MimaHi
iHbopmariitni  Omoku. Jlna  3abe3nedeHHs
e(heKTUBHOT 00poOKH 1l JaHi
MPEJICTABISIOTECS Yy BUIJISAL MaTpHllb, [€
KOKCH pSAIOK BIAMOBIIae TMEBHOMY OJIOKY
JAaHUX, & KOXKEH CTOBIEIh MICTUTh aTpHOyTH
abo XapaKTepuCTHKU 1bOro Oj0ky. OcHOBHA
BXIJIHA MATpHUI T[O3HAa4YaeTbea K X, [
€JIEMEHTH Xjj BA3HAYAIOTh 3HAUEHHS IMapameTpa
J st 67oxka 1 (2):

X=[m(x 11&x 12&x 13&...&x In@x
21&x 22&x 23&...&x 2n@: &:&& - &I@
X ml&x m2&x m3&...&x mn)] (2)

JIe M — KUIBKICTB OJOKIB JaHHUX, a N — KUIbKICTh
napameTpiB, 10 XapaKTePU3yIOTh KOXKEH OJIOK.
SIKIO JaHi € YMCIIOBHMH, KOKEH ENEMEHT Xjj
MO’K€ MICTUTH 3HaYE€HHS TaKHX I1apaMeTpiB, K
po3mip  OJNOKy, 4YacToTa BUKOPUCTaHHS,
KUIBKICTh TIOBTOpPEHb a00 OyIb-SKy IHIIY
YHUCIOBY  XapakTepUCTHKY. Y  BHUIAAKY
TEKCTOBHUX JAHUX MaTpHII MOKe
(opMyBaTHCsS Ha OCHOBI YaCTOTHOIO aHami3y,
HaNpUKIaJ, METOJIOM «TEPMIH-TTOKYMEHT», /€
Xij BioOpa’kae 4acTOTy BXOJDKEHHS IEBHOTO
cioBa abo CHUMBOJy Yy BiImoBimHUil 0650k
JMaHuX. SIKIIO JjaHi MalOTh 3MIMIaHy MPHPOY,
TOOTO MICTATH SIK YUCIIOBI, TaK 1 KaTeropiajabHi
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3HAYEeHHs, NIepel IXHIM BHECEHHSIM Y MaTPHULIO
HEOOXiZTHO BHUKOHATU KOJYBAHHS KaTEropiu.
Hanpuknan, TeKcTOBI 3HAUECHHS MOXYTb OyTH
NEPETBOPEHI B YHCIIOBI 32 JOTIOMOTOI0 METO/IIB
one-hot-encoding abo BekTopu3artii ciiB. s
noKpameHHs: e(eKTUBHOCTI aHai3y JaHuX
nepea BUKOHAHHIM iIeHTHdIKaii MaTpuns X
niggaerecss HopMamizamii. Lle moxke Oyru
BUKOHAHO INUIIXOM MacimTaOyBaHHS 3HAa4YEHb
no giamazony [0, 1] 3a momomororo
MIHIMAKCHOTO HOpMYBaHHS (3):

X (=@
mini/0i(X))/(maxi/0(X)- mini/0i(X) ) (3)

a00 3a JI0MIOMOTO0I0 CTaHaapTH3alii (4):

x_(L)N=(x_(Lj)-p_i)o_j . (4)

BxigHi gani y BUTIISIII MaTpHIl 3a0€3MEIyIOTh
CTPYKTYpOBaHE TMpeACTaBIeHHs I1H(OpMaIlii,
10 JTO3BOJISIE 3aCTOCOBYBATH METOJU JIHINHOT
anreOpu s iXHBOI imeHTrudiKkaIii, aHamizy Ta
kiacudikartii [6].

Hiarpamu po6oTu cnnoco0y

[Iponec imeHTHdikamii OJOKIB JaHUX 3a
JIOTIOMOTOI0 MAaTPHYHOTO ITiIX0/1Y CKIaIA€ThCs
3 JIEKUTbKOX KJIIOYOBUX €TariB, sIKi (hOPMYIOTh
QITOPUTM poOOTH cuctemMu. Jlasi Kpamoro
PO3YMIHHS JIOTIKH BUKOHAHHS Ta
B33a€MO3B’ 3Ky OKpEeMUX eTariB
BHUKOPUCTOBYIOTHCS OJIOK-CXeMHU Ta TpadidHi
Jiarpamu, 110 Bi3yalli3ylOTh OCHOBHI MPOIECH
o0poOku  manux. Ha mepmomy  erami
3MIACHIOETBCS  OTPUMaHHS Ta  IIJArOTOBKA
BXIIHUX JaHuX. BoHM MOXyTb OyTH
MPEJICTaBIICH] y pi3HUX (popMaTax, BKIIOYAIOYU
YUCJIOBI MOCTIIOBHOCTI, TEKCTOBi1 (hparMeHTH
ab6o iHmi 1UpoBl CTPYKTypu. Yci gaHi
KOHBEPTYIOTHCS Y €IMHY MaTpU4Hy hopMy, 1110
3a0e3neuye 3py4YHICTh OOYHMCIIEHb Ta aHANTI3Y.
[Ticns 1BOTO BHUKOHYETHCA  HOpMAai3allis
MaTpulll, 10 J03BOJISE€ YCYHYTH MacluTaOHi
BIZIMIHHOCT1 MK MapaMeTpaMy Ta MOKPALIUTH
TOYHICTh MOJAIBIIMX PO3PAXYHKIB [7].

Jlpyrum etarnom € nopiBHAHHS OJIOKIB IaHUX Ha
OCHOB1 MaTpUYHHX ormepaiiid. BukopucraHHs
KOCHHYCHOT Mipu  MOAIOHOCTI  J03BOJIsAE
BU3HAYaTU DPIBEHb CXOXOCTI MDK OKPEMHMHU
OJ0KaMH, 1110 Ja€ MOXKIIMBICTh 1I€HTHU(IKYBaTH
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nyonmikati  abo moniOui crpykrypu. s

3MEHIICHHS  pPO3MIPHOCTI ~ MaTpuii  Ta
NiIBUIIEHHS ~ €()EeKTUBHOCTI  PO3PaxyHKIB
3aCTOCOBYETHCS METO CHUHTYJISIPHOTO

PO3KIIaay, SIKHH BUIUISE KITFOYOB1 OCOOIMBOCTI
JAHKX 1 BIZICIFOE HECYTTEB1 KOMITOHEHTH [ §].
Hacrymauii  eran  mepexbadae  aHami3
OTPUMAHUX PE3YJIBTATIB, y X0 SKOTO CHCTEMA
npuiiMae pimeHHs moao 00’eqHaHHA a0o
BHUKJIFOUCHHS IMEBHHUX OJIOKIB, 1X Kiacugikarii
Ta BNOPSAKYBaHHA. SIKIIo meBHI OJIOKKM He
MOXYTh OyTH OJIHO3HAYHO IACHTH(IKOBAHI,
QITOPUTM MOXE TOBTOPUTHU JAEsKl oreparii 3
YTOYHEHUMH TapaMeTpaMu abo TepeaaTd I
JaHl Ha MOJANBIINKM aHali3. 3aBeplIabHUM
eTanoM € 30epexeHHs pe3ylbTaTiB Yy
CTPYKTYpOBaHiil 6a31 JaHux abo ix nepegayda J1o
IHIITNX KOMIIOHEHTIB CUCTEMH IS 110 JAJIbIIIOTO
BUKOpHUCTaHHs. ['padiuHa LIIOCTpalis LBOTO
mpouecy (puc. 2) pgomoMara€e  HAO4YHO
MPOJIEMOHCTPYBATH BCl B3a€EMO3B’SI3KH  MDK
CKJIAJIOBUMH  ITOPUTMY Ta 3a0e3MeunTH
pO3yMiHHS Hioro poboTu [7].

brok-cxema anroputrmy imeHtudikarii 6J0KiB
JaHUX HAO0YHO JIEMOHCTPYE TMOCIIOBHICTH
eTamniB 00poOku iH(pOpMaIlii, O MOYHHAETHCS
3 OTPUMAaHHS BXIIHUX JAHUX Ta 3aBEPLIYETHCS
ixHiM  aHamizom 1 30epexxkeHHsM. Ha
MOYaTKOBOMY  eTami  cucremMa mpuiiMae
iH(popMartito, mo noTpedye imeHTudIKarii, ska
MOXxe MaTH pi3Hi popmatu. Ilicis 1boro BoHa
MIEPEBOJIUTHCS y €JMHY MaTpUuHy GopMy IS
3pydHocTi  oOumcinenb. Hopwmamizamis €
BOKJIMBUM  €TallOM, OCKUIBKH  JTO3BOJISIE
CKOpPUTYBaTH MaclITabu YHCIOBUX 3HAUYCHB,
YCYHYTH BILIUB IIYMIB Ta 3pOOUTH MOPIBHIHHS
naHux Ol TouyHuM. HactynHuii — eramn
BKJIFOYAE€ OOYMCIICHHS MIPH IMOTIOHOCTI MDK
6mokamu manux. Lle mo3Bosise BU3HAYMTH, K1

OmokM € CcXoxuMH abo  IyONIOIOThCS.
KocunycHa Mipa mogiOHocTi Ta  iHIII
MaTeMaTH4Hi MiAX0AU 3a0e3MeuyoTh

edeKTUBHE TOPIBHSHHS HAaBITh MPH BEITUKUX
obcsrax ganux [4].

Jns  onTuMizallii MOAAJBIINX PO3PAXYHKIB
3aCTOCOBYEThCS CHHTYISIpHUN po3kian (SVD),
1110 J103BOJISI€ 3MEHIITUTH PO3MIPHICTh MATPHIILI,
30epiraroumn npu BOMY OCHOBHI
3aKOHOMIPHOCTI B 1aHuX. L{e 3HauHO migBUIIyE
IIBUJKICTH OOYHCIEHb Ta  e(QEKTUBHICTH
inentudikamii. Ha  ocHOBI  oTpuUMaHHX
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pEe3yNbTaTIB MPOBOJUTKLCS iXHINA aHANI3, MIiCIsa
yoro pgaHi abo 30epiratoTecsi B 0a3i, abo
nepefalTbCss  Ha  JOAATKOBY  OOpoOOKYy.
BaximBuM  acmekToM [BOTO  MIAXOAYy €
MOJKJIMBICTh MTOBTOPHOI iTeparlii mpouecy s
YTOYHEHHS pe3yabTariB. SIKmo cucrema
BUSIBIISIE HEBU3HAYEHI ab0 CynepewInBi AaHi,
BOHM MOXYTb OyTH IepeBipeHi NMOBTOPHO 3
BUKOPHCTAHHSIM 3MIHCHHUX IapameTpiB abo
JOJIATKOBUX MeToMiB aHamizy. lle 3abesmeuye
BHCOKY TOYHICTh Ta HAJIHHICTh 1meHTU]IKaIlii
[9].

BrpoBakeHHsT MaTpUYHOTO — MIAXOLY IO
imeHTudikaIii 6J0KiB TaHUX TO3BOJISE TOCATTH
3HQYHOTO  CKOPOYEHHS  OOYMCITIOBAIBHHUX
BUTpAT, MIJBUIIUTA IMIBUAKICTE 0OpOOKH
iHbopMalli  Ta  MOKPAaUIUTH  TOYHICTh
BHU3HAUEHHS MOII0HOCTI MDK 1H(pOpMaLIiTHUMU
6moxamu. Takuit miaxigq 0coOIMBO €PeKTUBHUMN
y BUMaAKaX, KOJIM 00poOKa TaHUX BUKOHYETHCS
y BEJMKMX MacmTabax, Hamnpukiaa, Ha
cepBepHUX MmiaTdhopmax abo y poO3MOAUICHUX
iHdopManitHuX cuctemax [7].

AHaJIi3 CKJIATHOCTI METOXY
O0uncrnoBaibHa  CKJIQJHICTh  QITOPUTMY
imenTudikaiii OJIOKIB TaHUX, 0 0a3yeThC HA
MaTpUYHUX  OMepalisX, BH3HA4Ya€ HOro
e(heKTHBHICTh, 30KpeMa IIBHUAKICTh OOpPOOKH
BEIIMKMX MacuBiB iHbopmarii. Jna aHamizy
CKJIQJIHOCTI PO3IJISIAI0ThCA  KIIIOYOB1 €Tamu
QITOPUTMY, $IKI BKJIIOYAIOTh IEPETBOPEHHS
JaHUX Yy MaTpuuHy G(opMy, HOpMaIi3aIliio,
00UYHCIIEHHs MIpU TOJIOHOCTI, 3aCTOCYBaHHS
CUHTYIIIPHOTO PO3KJIaay Ta aHaji3 OTPUMAaHUX
pesynpTaTiB.  [loyaTkoBe  mHEpEeTBOPEHHSA
BXI/IHUX JAaHUX Yy MaTpPULI0 BUMArae yacy,
MPOTOPIIHHOTO KUTBKOCTI O0’€KTIB Ta iXHIX
XapaKTepUCTHUK. SIKIIO JaHl MpeJcTaBleHl Y
BUTJISI/II YMCIIOBUX TOCTIIOBHOCTEH, LIl eTamn
Mae 00UMCITIOBANBHY cKIaaHicTh O(mn), 1e m
— KUTBKICTh OJIOKIB, @ N — KUIBKICTh apaMeTpiB
y KOXHOMY Onomi. Y BHUMOaAKy TEKCTOBHUX
MaHUX TomepenHs oOpoOka MOXe BKIHOYATH
TOKEHI3aI[i0, BEKTOpH3allil0 Ta MO0YA0BY
YacTOTHOI MATpHIl, IO MOXe 3OLIBIIUTH
ckinaaHict A0 O(mn log n) 3amexHO Bifg
METO/ly IIpECTaBICHHS [4].

Etan Hopmamizamii BKIIO9ae OOYHCIEHHS
MIHIMAJIbHUX, MAaKCHUMAalbHUX a00 cepemHix
3HaueHb JJS KOXHOro mapamerpa. llpu
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BUKOPUCTaHHI MiHIMAaKCHOTO HOpPMYBaHHS a0o0
CTaHJapTH3allil CKJIAJHICTh IBOTO MPOLECY
nopiBHioe O(mn), OCKUTBKA JUISI KOKHOTO
CTOBIIIS HEOOXiTHO BHUKOHATH OOYMCICHHS
CTATHCTUYHUX TIOKA3HUKIB 1 TpaHC(HOpPMAIIiI0
3Ha4eHb. OOYHCIeHHA Mipu TOTIOHOCTI MK
OJOKaMHM JTaHWX, 10 0a3yeThCsl HA KOCUHYCHIN
Mipi a0o IHIIUX METO/1aX MOPIBHAHHS BEKTOPIB,
noTpedye BUKOHAHHS CKATAPHHUX JOOYTKIB MK
KOXHOIO Taporo OnokiB. Lle mpu3Boguth 10
ckiagHocti O(m?n) y HaWTIpIIOMY BUTAIKY,
KOJIM KOXXEH OJIOK TMOPIBHIOEThCA 3 yciMa
iHmUMU.  BHKOpHCTaHHS — CTPYKTYpOBaHHUX
MOITYKOBUX QJITOPUTMIB, TakuX sk KD-mepeBa
a00 JIOKAIBHO-YYTIIMBOTO XEIIYBaHHS, MOXE
3MEHILUTH CKJIaJHICTh 11boro eramy a0 O(m log

mn) [9].

ckinagnicte 70 O(mn log n) [7]. Ha erami
aHaJli3y OTPUMaHUX PE3YJIbTaTiB BUKOHYETHCS
dutbTpanis, kinacudikamis Ta 00 €THAHHS
CXOKHX  OJOKiB. SIKIIO  3aCTOCOBYETHCS
KJIacTepu3allis, Taka SK anaroput™ k-means,
foro cknaaHICTh cTtaHOBUTH O(mnk), me k —
KUTBKICTB KJIacTepiB. Buxopucrtanus
lepapXiyHUX  METOJIB  MOXKE  30UIBIIUTH
ckmagaicte 10 O(m? log m), mo € MeHI
e()EeKTUBHUM ]ISl BEIMKUX HAOOPIB HaHmX [8].
3aranbHa 00umCIIIOBaJIbHA CKJIQJIHICTb
aNropuTMy  inmeHTtudikamii OJOKIB  JaHUX
3alIeXKUTh Bl 0OcCATry BXiTHOI iHGopMalii Ta
3aCTOCOBYBAaHMX METO/IIB OTNTUMI3aIli1.
Haiibinpm  pecypcoeMHUMH — eTamaMu €
NOPIBHAHHS OJIOKIB Ta PO3KJIaJaHHS MaTpULll,
[0 BUMAarae creliaJbHUX ONTHMI3alIlii, TaKuX

OTpuMaHHS BXITHHX JaHHX

Y

[lepetsopenss y

MaTpH4Hy hopMy

 J

Hopmanisanis matpum

O6umcnenns MipH mogiGroCT

Cunrynsapami posknag (SVD)

 J

Amnanis pesynbratis

A

36epezkeHHa abo TONANBITI aHATI3

Puc. 2. Jliarpama 6710KiB

3acTocyBaHHS CUHTYISIpHOTO po3kiany (SVD)
€ OJHMM 13 HaWBUTPATHIIUX  €TaliB
JITOPUTMY, OCKUIBKH L€l MeToA mnependadae
PO3KIaJaHHd MaTpulli X po3MipoM m X n Ha
Tpu KommoHeHTH. Krnacuuni meromu SVD
MawTh ckiagHicth O(mn?) abo O(n®) y
BUMAJKY KBaJpaTHUX MaTpullb. [l BETUKUX
HabopiB JaHUX BUKOPHUCTOBYIOThCS
anpOKCUMATUBHI METO/IH, Taki SIK
croxactuunuii SVD, 110 103BOJISIE 3MCHIIIUTH
SMART TECHNOLOGIES:
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SK  BHUKOPDHUCTaHHS METOJIB  3MEHLICHHS
PO3MIPHOCTI Ta IPUCKOPEHUX CTPYKTYP JAHUX
Ui TOHIyKy mojiOHocTed. OnTumanbHe
HaJIAIITyBaHHS aJIrOPUTMY J03BOJISIE 3HAYHO
3MEHUIUTH Yac OOYMCIIEHb 1 MIJBUILUTH HOTO
epeKTUBHICT  Tpu  0OpoOIi  BEIMKHX
iHpopManitHuX MacuBiB [14]

IMPAKTHUYHI PE3YJIbTATU TA IX AHAJII3
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Peanizanis merony.

[Iporpamua peanizaiis MeTony imeHTU]IKAIii
OJIOKIB JaHWX HA OCHOBI MAaTPUYHUX OTIEpallii
nepeadadae CTBOPEHHsS alTOPUTMY, SKHUU
BUKOHYE BCi KJIIOUOBI eramu  0OpOOKH,
BKJIFOUAIOYH TIEPETBOPCHHS JITAHUX Y MATPUIHY
dbopmy, HOpPMAaJTi3aIlito, 00YMCIIeHHS
MOAIOHOCT],  3aCTOCYBaHHS  CHHTYJISIPHOTO
po3kiaay Ta aHaii3 pe3ynbrariB. CroyaTKy
BiIOYBA€ThCSl 3aBAHTAXKCHHS BXITHUX IaHHX,
Kl MOXYTb OYTH TpeACTaBli€Hl y BHUIJISII
YHICIIOBUX 3HaY€Hb 00 TEKCTOBUX ()parMeHTIB.
SIKIIO JaHl MICTSITh TEKCT, 3MIHCHIOETHCS iX
MONepeHs 00poOka, 110 BKJIIOUAE
TOKEHI3allll0, BEKTOpH3alll0 Ta MO0YyA0BY
gacToTHOI MaTpuill. [licis HbOro cTBOPrOETHCS
MaTpHISl BXITHUX JAHUX, JIe¢ KOXEH PSJIOK
Bi/MOB11a€ OJIOKY JaHUX, @ KOKEH CTOBIEIh —
foro xapakrtepuctuui. Ha HactynHomy ertari
BIIOYBA€ThCA HOpMAai3allis MaTpuIll IS
3a0e3neyeHHs KOPEKTHOTO MOPIBHSAHHS
€JIeMEHTIB. BHKOpUCTOBYeTbCS MIHIMAKCHE
HOpMYBaHHS  a00  cTaHAapTu3allis,  II0
JI03BOJISIE TIPUBECTH BC1 3HAYEHHS JI0 OJHOTO
Macmtaly. Jlami BUKOHYETBbCS OOUYMCICHHS
nmomiOHOCTI MDK OJIOKaMH 3a JOIIOMOTOXO
KOCHHYCHOT Mipu a00 €BKJIIJIOBOI Bi/ICTaH1, 110
JI03BOJISIE BU3HAYHMTH CTYIIHb CXOXOCTI MDK
iHpopmariitaumu o6'ektamu. s onTuMizarii
PO3paxyHKIB 3aCTOCOBYETHCS METO]1
CUHTYJIspHOTO  po3kinany  (SVD),  skwuit
J03BOJISIE 3MCHIITUTH PO3MIPHICTh MAaTpPHIIL,
BUAUIIOUM  JIMIIE  HaWOUIbIN — 3HAYYIII
KOMIIOHEHTU. lle 3HauHO CKOpoUye BHUTpATH
nam’sTi Ta NiABUINY€E MIBUIKICTh BUKOHAHHS

[Iporpamua peanizaiis MeTony igeHTU]IKaIii
OJIOKIB IaHMX HA OCHOBI MaTPUYHHUX OIeparlii
nependadyae CTBOPEHHS alIrOpUTMY, SKUN
BUKOHYE BCl KIIOYOBI eTamu OOpoOKH,
BKJIIOUAIOYH TIEPETBOPEHHS JTaHUX Y MAaTPUUHY
bopmy, HOpMaJi3aIlito, oOumCIeHHs
MOAIOHOCTi,  3aCTOCYBaHHS  CHUHTYJSIPHOTO
po3KIaay Ta aHaii3 pe3ynbrariB. CroyaTKy
BiIOYBA€ThCS 3aBAHTAXEHHS BXITHUX ITaHUX,
Kl MOXYTb OYyTH MpejACTaBJIeHI y BUIJIAAL
YHCIIOBUX 3HAYeHb 400 TEKCTOBUX (hparMeHTiB.
S0 maHi MICTSTh TEKCT, 3MIMCHIOETBCS IX
norepeHs o0po0Oxka, 110 BKJTIOYAE
TOKEHI3aI[i0, BEKTOpH3aIlil0 Ta MOOYyAOBY
gacToTHOI MaTpuili. [Ticas bOTO CTBOPIOETHCS
MaTpHIlsl BXITHUX JaHUX, JI€é KOXEH PSJIOK
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BiZNOBi/1a€ OJIOKY JAaHWX, a KOKEH CTOBIEIh —
fioro xapaktepuctuui. Ha HacTymHOMy erami
BiMOyBa€eThCS HOpMAaNi3aimiss MAaTpHUIl IS
3a0e3neueHHs KOPEKTHOTO MOPIBHSHHS
elieMeHTIB. BUKOpHCTOBYETHCS MiHIMaKcHE
HOpMYBaHHsS  a0o0  craHAapTH3amis, IO
JI03BOJISIE TIPUBECTH BC1 3HAYEHHS JI0 OJHOTO
macmTaly. Jlami BHKOHYETbCS OOYHMCICHHS
noxioHocTi MK OJOKaMH 3a JIOTIOMOTOIO
KOCHHYCHO1 MipH 200 €BKJIIOBOI BifCTaHi, 10
JI03BOJISIE BU3HAUUTHU CTYIIHb CXOXOCTI MDK
iHpopMauiiiHumMu o6'ektamu. [t ontumizanii
PO3paxyHKiB 3aCTOCOBYETHCS METO/T
cUHrynsipHoro  poskinany (SVD),  sxuit
JI03BOJISIE 3MEHIIMTU PO3MIPHICTh MAaTpHIL],
BUJIUISIOUM  JIMIIE  HAWOUIbII — 3HAUYIIl
KOMITOHEHTH. lle 3Ha4YHO CKOpOYye BUTpPATH
mamMm’siTi Ta MIABUIIYE MBUAKICTh BUKOHAHHS
anroputmy. Ilicis 1IpOTO MPOBOIUTHCS aHAII3
OTPUMaHUX Pe3yJbTaTiB, ¢ CHCTEMa BH3HAYAE
ineHTudikoBani O0KkH, IyOmikaTH abo HOBI
Kareropii nanux [4].

DiHATHHUM €TaNoOM € 30€peKEeHHS PE3yIbTaTIB
y CTpyKTypoBaHoMy dopmaTi abo iX mogasbiia
nepeaada Ha J0JaTKOBY oOpoOky. Peamizarris
AITOPUTMY MOKe OyTH 37iiicHEeHa MOBaMH
nporpamyBaHHs, TakuMmu K Python abo C++, 3
BUKOPUCTAHHSIM  010iioTeKk it oOpoOKu
marpuilb (NumPy, SciPy) Tta wmamuHHOTO
HaBuaHHa  (scikit-learn) [9]. 3aBmsaxum
ONTHUMI3allii alropuTMy Ta BHUKOPUCTAHHIO
e(DEeKTUBHUX METOJIIB OOYHUCIICHb JIOCATAETHCS
BHUCOKa MPOJIYKTUBHICTh Ta TOYHICTH MPOIIECY
inenTudikarii 6JIOKIB JaHUX.

ExcnepumeHnTaNbHi 10CTiKEeHHSA
PesynpTatu  TecTyBaHHS ~ 3alpOIIOHOBAHOTO

METOIy ineHTHdIKaIil OJIOKIB TAHUX
0a3yloThCsl Ha  aHajii3l  pealpHUX  Ta
CUMyISAIiiHMX HaOopiB  ganux. Metoro

JOCIIJDKEHHS € OLlIHKA €()eKTUBHOCTI, TOYHOCTI
Ta IMIBUJKOJIi aITOPUTMY B PI3HHUX CLIEHApifx
3actocyBaHHsA. s mporo Oynu chopMmoBaHi
KOHTPOJIbHI BUOIPKH, 1110 MICTATH K YHIKQJIbHI,
Tak 1 JyOnmpoBaHi Onoku  iHGopMarii,
NPEJCTaBJIEeH] y BUIIISII MATPUUHUX CTPYKTYD.
Jiis TecTyBaHHS BUKOPUCTOBYBAJIUCS JBA THITH
JTAHUX: pealbHi 1aHi, OTPUMaHi 3 ICHYI0UHX 0a3
JaHWX, Ta CHUHTETHYHI JaHi, 3reHepoBaHi 3a
JIOTIOMOT010 aJITOPUTMIB BUIaIKOBOT TeHepartii
3 KOHTpPOJIbOBAHMM pIBHEM MOAIOHOCTI MIK
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OKpeMHMH  elleMeHTamMu. PeanmbHi  gaHi
BKJIIOYAJIM TEKCTOBI Ta YHCIIOBI 3allMCH, IO
noTpeOyBajay TEPEeTBOPEHHS Yy MaTpUYHUN
(dbopmar, HopMaJi3allii Ta Mo JaIbIIOTO aHAITI3Y.
CumynsmiiHi - JaHi  JO3BOJSUIM  BapilOBaTH
KUIBKICTB OJIOKIB, PIBEHb CXO’KOCTI MK HHUMH
Ta PO3MIPHICTH MapaMeTpiB, IO BILUTUBAIO HA
CKJIAJIHICTh OOYHCIICHD.

Ha nmepmomy erami TectyBaHHsS  Oyio
MIPOBEACHO aHaJli3 OOYMCITIOBAIbHUX BUTPAT HA
OCHOBHI oreparlii anroputMy. BumiproBanucs

3arpONOHOBAHOTO AITOPUTMY 3 TPAAULITHUMHU

MeTogaMu  imeHTH(ikamii, TakUMH 5K
XeUIyBaHHS  Ta  CHUTHAaTYpHUH  aHai3.
BusiBunocs, 110 MaTpUYHHI METOL

JNEMOHCTPYE 3HAYHO BHUIIY THYYKICTH ¥y
BMIIAJKaX, KOJIM OJIOKH JaHUX MalOTh HE3HAYHI
BIIMIHHOCTI 200 3a3Har0Th Moaudikariii. Toxmi
K TpaAMLifiHI MTIAXOIU JaBaJld  BHCOKY
TOYHICTh JIMIIE TIPU 1ISHTUYHUX BXIJTHUX
JTAHWX, MATPUYHUN anroput™M e(EeKTUBHO
poO3Mi3HaBaB CXO0X1 CTPYKTYpd HaBiTh 3a

Tabanus 2.
PesynbTaTn excriepuMeHTy

ITapamerp 3HaueHHs
KinbkicTh 010KiB 1000
KisbKicTh XapaKTepUCTUK 20
3Haiiieni noaioHi Oyoku 0

Yac BUKOHaHHS (CEK) 15

gyac O0oOpoOKM JaHWUX, PECypcu Tam sTi,
HEOOXiIHI JJI1 BUKOHAHHS PO3PAaxXyHKIB, Ta
e(eKTHUBHICTh OOYHMCIICHHS MIpH TOMI0HOCTI.
byno BcraHoBneHo, 10 HOpMamizamii Ta
morepeaHss oOpoOka JaHMX 3aiimMana B
cepenubomy 15% Bim 3arampHOrO  4acy
BUKOHAHHS aJIrOPUTMY, TOJI SK OOYHCIICHHS
Mipu nmoAiOHOCTI Ta 3aCTOCYBaHHS
CUHTYJISIPHOTO PO3KJIay CTAaHOBHWINA HAUOLIBII
peCypco€eMHI ormeparii, 0 BIUIMBAJIM Ha
3arajibHy MPOyKTHBHICTb.

Hpyruii eTart EKCIIEPUMEHTY OyB
30cepeKEHHUI Ha OI[IHII1 TOYHOCTI aIrOPUTMY
ineHTudIKaIii. Busunauanmacsa KUIBKICTD
KOPEKTHO 3HaiJIeHuX AyOlbOBaHUX OJIOKIB, a
TaKOX BIICOTOK TMOMMJIKOBHX HO3UTHBHHUX
ineHTudikamiii. AHami3 T1OKa3aB, IO IIPH
BUKOPUCTaHHI KOCHMHYCHOI MIpHU MOAIOHOCTI
QITOPUTM JIOCSATaB TOYHOCTI MoHaa 95% mpu
PIBHI TOMHUJIKOBUX MO3UTUBHUX iIeHTU(IKAIIIN
menie 3%.

Jiis  TOKpalleHHs  pe3yibTariB  Oyno
MIPOTECTOBAHO METOIUKY MOPOTOBOTO
KOPUTYBaHHS, IO JO3BOJWJIO MiJBHIIUTH
TOYHICTh pO3Mi3HaBaHH: 10 98% 6e3 3HauHOTO
3pOCTaHHS 0OUYUCITIOBAIBHUX BUTPAT.
@DiHanTPHUM  €TafoM  EKCIePUMEHTAIBHOTO
JOCTI/DKEHHSI CTaja TMOpIBHsUIbHA  OIIHKA
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HasBHOCTI HE3HAYHMX 3MIH y ITapameTpax.
PesynpTaTu mociimkeHb Oyiau mpencTaBieH] y
BUIJIAII TAOMHUIb, IO MICTITh JE€TajdbHI NaHl
PO 4Yac BUKOHAHHS, TOYHICTh PO3Mi3HABAHHS
Ta O00CAT BHUKOPUCTAaHMX OOYMCIIOBAIHHUX
pecypciB. BukopuctanHsi MATPUYHOTO METOTY
JI03BOJIMJIO TTOKPAITUTH 1eHTU(]IKAIlII0 OJIOKIB
JaHUX Ta 3a0e3meyuTH CTabUIbHYy poO0OTY
QITOPUTMY HaBITh NpHU OOpOOIl BETUKUX
1HbOpMaIIHHIX MAacHBIB. JocaimkeHHs
e€(pEKTHBHOCTI  3alpPOIOHOBAHOTO  METOIY
imentudikaiii OMOKiB naHuX Oa3yeTbcsl Ha
MIPOBEJICHHI cepii TeCTYBaHb 13 BAKOPUCTAHHIM
CUMYJSIIHUX HAOOPIB JaHUX.

OcHOBHa MeTa EKCHEPUMEHTY — OLIHUTH
[IBUIKICTH 00YHCIIEHD, TOYHICTH
PO3Ii3HABaHHS noxi0OHUX 0JIOKIB Ta

NPOAYKTUBHICTh ~aIrOPUTMy Ha  BEIUKHX
Habopax JaHUX.

MeToauka npoBegeHHs eKCIIEPUMEHTY
Jns tectyBanHs Oyna copmoBaHa MaTpulls
BUIIAJIKOBUX YKCEN, IO IMITye OIOKM JaHUX 13
pi3HUMU XapaKTEePUCTUKAMH. 3aragbHa
KUIBKICTh O10KiB y BHOipui ctanoBuia 1000, a
KOXeH 0710k MaB 2() YUCIIOBUX XapaKTEPUCTHK.
BumankoBe ¢opMyBaHHS JaHHUX JO3BOJISIE
CTBOPUTH YMOBHU, MaKCUMaJIbHO HAOIMKEH] J10
peallbHUX CIieHapiiB, ¢ OJIOKH MOXXYTh MaTH
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NEBHUI PIBEHb CXOXOCTI, aJie BiIpi3HATHCA 32
OKPEMHUMH MapaMeTpaMHu.

Ha nepmomy erani nani Oynu HOpMaii3oBaHi
3a JIONOMOTO0 MIHIMAaKCHOTO HOPMYBaHHS, 1110
JI03BOJIJIO IPUBECTH X JI0 €JMHOTO MacmTaldy
Ta YHUKHYTH BIUIMBY pI3HHII Yy BEJIUYHH

napamerpiB.  Jlami  Oyno  3acTOCOBaHO
CUHTYJIIDHUM  PO3KJIaj (SVD), SIKAIA
BUKOPHUCTOBYETHCS JUTSt 3MEHIICHHS

PO3MIPHOCTI MAaTPUIll Ta BUAUICHHS HAWOUIBII
3HAYYIUX KOMIIOHEHTIB.
Jns obOumcneHHS MOMIOHOCTI MDK OJoKamMu

BukopucranHss MaTpuyHOrO MIAXOQY Ta
CHHTYJSIPHOTO PO3KJIaay JI03BOJIAE 3HAYHO
HiIBULIUTA TPOJYKTUBHICTH alNTOpPUTMY 1
3MEHUIUTH o0uHcIIOBaNIbHI BUTpATH.
JlomatkoBe ~ HaJalITYyBaHHA  TIOPOTOBOTO
3HaYeHHS Ta 3aCTOCYBaHHS OINTHMI30BaHUX
QITOPUTMIB TIOIIYKY TOJIOHOCTI MOXKe IIe
OUIbIIe MOKPALIMTH TOYHICTH iMeHTH(IKAIIIi.
[IpoBenennii  eKCEpUMEHT  MIATBEPAWB
e(eKTHBHICTh MaTPUYHOTO METOly
imenTudikaii OJOKIB JaHWUX, IO BIIKPUBAE
NEPCIEKTHBH HOTO BUKOPUCTAHHS Y CKJIATHUX

OyJI0 BUKOPHUCTAHO METOJ| KOCHHYCHOI MIpH iHpOpMaLIHHUX  cHUCTeMax 13  BEIMKUMU
MOJI0OHOCTI, IO JO03BOJISIE OLIHUTH CXOXKICTDH oOcsiraMu TaHHX.
Tabauus 3.
PesynbpTaTn TecTyBaHHsA
Merto Tounicrs Hac BUKOHAHIA| gy v ruBicTs 10 3MiH y naHuX
! (%) (cex) a oIy A
XemryBaHHs 90 0.8 Bucoka
CurHatypHui aHaii3 92 1.2 Cepenns
Marpuunuii MmetTon 98 15 Huzbka

MDK BEKTOpaMH OJIOKIB JaHHUX. SIKIIIO 3HAYCHHS
MOMIOHOCTI  TEPEBHUIYBAJIO  BCTAHOBJICHUH
nopir y 0.95, Taki GJIOKH BBaYKAJIUCS CXOKHUMHU.

PE3VJIbTATH EKCIIEPUMEHTY

AHani3 maHux mokasas, mo cepen 1000 GokiB
JaHuX OYJIO BHSBJICHO NEBHY KUIBKICTH map
OJIOKIB, SIKi MaJl BUCOKY MOJIIOHICTb.

Yac BUKOHAHHS aITOPUTMY CKJIaB IPUOIHM3HO
1.5 cexyHmu, IO CBITYUTH NPO €(PEeKTUBHICTH
peaizariii. 3arayipHi pe3ysbTaTu
eKCIIepUMEHTY BinoOpaxeHi y Tabi. 2.
Pesynprati  AOCHiIPKEHHS  IOKa3zald, IO
3allpONIOHOBAHUNA  aNropuT™M  e€(heKTUBHO
0o0pobmsie Benuki HAOOpU JaHUX 1 BHUKOHYE
i1eHTHdiKaliro O6J0KIB 32 KOPOTKHH MPOMIKOK
yacy. Xoda y IIbOMY BHIAJKy He Oyio
BUSIBJICHO CXOXXMX OJIOKIB, METOJHMKAa MOXKe
OyTH ajanToBaHa JI0 pealbHUX Ha0OpIB JAHHUX,
ne n1yOtoBaHHs iH(poOpMarlii a00 CX0XKICTh MK
6710KaMH1 € OUTBII BUPAKEHUMH.
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IopiBHSIHHS 3 iIHIIUMH METOAMHU

AHani3 epeKTUBHOCTI 3ampOTIOHOBAHOTO
MaTpUYHOTO MeToay ifAeHTHdIKarii OIOoKIB
JaHUX TPOBOJIUTHCS ILISXOM IOPIBHSAHHS 3
IHIIMMH  MIOXOJaMH, TaKUMHU SIK METOAH
XeIyBaHHsI, CHTHATYpHUH aHali3 1 TpaAuLIiiH1

CTAaTUCTHYHI METOIH. OCHOBHUMH
KpUTEpIIMU  OIIHIOBaHHS €  TOYHICTh
imeHTudikaii, MBHAKICTH OOYMCICHb Ta

CTIMKICT, MO0 3MIH y BXimHUX naHux. [lns
HNOpIBHSAHHS OynM PO3IJISIHYTI TPU OCHOBHI
METOJM: METOJ| XEIyBaHHS, CHUTHATYpHHM
aHasi3 Ta MaTpUYHUI METOJ1
(3ampornoHOBaHUM y JgociiKeHH1). Metonq
XellyBaHHS 0a3yeTbcsi Ha NOOYHOB1 Xell-
GyHKIIM 118 KOXKHOTO OJloKa JaHUX, IO
JI03BOJISIE IIBUJIKO 3HAXOJUTH AyOiiKaTH, ane
€ YYTIUBUM JI0 HE3HAYHUX 3MIiH Y JaHHUX.
CurHatypHuif — aHajli3 MpaLoe  IIJISIXOM
BUIUICHHS KITIOUOBUX XapaKTEepPUCTUK
KO’KHOTO OJIOKY 1 MOJAJIBLIOrO IMOPIBHSIHHS
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CUTHATYp, 110 3a0e3meuye NeBHY CTIHKICTh 10
3MIH, aje€ Mac€ 3Ha4yHi OOYMCIIOBAJIbHI
BUTpPATH. Marpuunuii METOJ,
3alpOMOHOBAHMM Y [BOMY JIOCHIKCHHI,
BHUKOPUCTOBYE MAaTeMaTH4YHI TEPETBOPEHHS
IUI1 OILIHKH CXOXOCTI MDK OJIOKaMH, IO
N03BOJISE  €(PEKTHBHO 3HAXOJWTH HABITH
MoauGikoBaHi qyosikaTHi O10ku (Tadm. 3).

JlaHi TOKa3yrOTh, MO0 METOJ XCUITyBaHHS
MpaIioe HAWIBU/IIIC, OJHAK WOTO TOYHICTH
3MCHIIYEThCS, KO OJOKH JaHWX 3a3HAIOThH
He3HayHUX 3MiH. CHUTHAaTypHHH  aHaii3
JEMOHCTPYE JIEMIO Kpamly TOYHICTh, alie
BUMara€  JIOJIATKOBUX  pecypciB TUTST
(hopmMyBaHHS YHIKQIBHUX CHUTHATYP KOXKHOTO
0JI0Ky. 3amporoOHOBAaHUNA MATPUYHUN METOJ
Mae HaWBumly TouHICTh (98%) Ta 3HIKYE
BIUIMB MoAHMQIKANA JaHUX, OJHAK € JEII0
MOBUIbHIIIUM y BUKOHAaHHI1 yepes
BUKODUCTAHHS  CKJIAJHUX  MaTeMaTHYHHUX
00YHNCTIEHB.

I'padiune mpeacTaBieHHS pe3ynbTaTIB
JI03BOJISIE  KpaIlle OIIHUTH CITIBBIAHOIICHHS
MDK  TouHIicCTIO (puc. 3), MIBHAKICTIO
BUKOHaHHS (puc. 4) Ta CTIUKICTIO METOIB 10
3MiH y aanuX. Hwkde momano rpadiku, 1o
UTFOCTPYIOTh OCHOBHI TapaMeTpH KOXKHOTO
METOJy.

3anponoOHOBAaHUN  MAaTPUYHHN  METOJ
JIEMOHCTPYE CYTTEBI nepeBaru HaJl
TPaAMUIAHUMU  MIAXOAAMH, TPOTE  HOTO
e(eKTHBHICTh 3QJICKUTHh Bim  crenudiku
0o0poOmoBanux  naHux. OCKUIBKM  METOJ
XelyBaHHs 3a0e3neuye HaMIIBUAIIMN Yac
BUKOHaHHS, HOro MoxHa  e(EeKTUBHO
BUKOPUCTOBYBaTH B CHCTEMaX, /1€ KPUTHUHO
BYKJIMBA MIBUKICTh BUSBICHHS AyOJiKaTiB, a
JlaH1 HE 3a3HAI0Th 3HAYHUX 3MiH. Y CUTYaIlisiX,
KOJM B&XJIMBO BH3HAYaTH HE JIMIIE TOYHI
nyOmikath, a W YacTKOBO 3MiHEHI OJIOKH
JAHUX, JOLLUIHHO 3aCTOCOBYBATH MATPUYHHUI
MeToz. Moro 3paTHicTh 10 aHanizy moibHOCTI
HaBiThb 3a yMOB Mojudikauii OJIOKIB Jae
3HAYHY nepesary B yMOBax
BEJIMKOMACIITAaOHUX 1H(QOPMAaLIIIHUX CUCTEM,
ne nyOnioBaHHS 4YacTo BimOyBaeTbes 3
HEBEJIMKUMU BapiallisiMH.
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AHai3 pe3ynbTariB MOPIBHIHHS CBITYHUTH
PO HEOOXIJHICTh amanTtaiii BUOOPY METOIIB
3a]Ie)KHO  Bim mocrtaBneHoi 3amaui. s
3aBlaHb, M0 MOTPeOyIOTh MAaKCHUMAaIbHOI
MIBUJKOMIi,  JOIUIBHO  BHUKOPHCTOBYBATH
XEUTyBaHHS, TOJII SIK IPH POOOTI 31 CKIIQTHUMHU
CTPYKTYPOBAaHUMHU TAHUMHU MATPUIHUAN TI1IX1]T
3abe3mneuye OUThII BUCOKY TOYHICTb.

BukopucTtaHHs ~ CHTHaTYpHOTO  aHANI3y
MoOKe OyTH BHIIPAaBIAaHUM Yy BHITaJKaX, KOJHU
HEOOXITHO 30epiraTH YHIKaJIbHI 0COOJIUBOCTI
KOXKHOTO OJIOKY MaHWX 0e3 3HaYHOTO BILIMBY
Ha IIPOTyKTHBHICTb. [Monanerre
BJIOCKOHAJICHHS MaTPUYIHOTO METOIY
MOXKJIMBE 3a pPaxyHOK OnTHUMI3aI]
o0umucIoBaIbHOT  cKiIaaHocTi.  OmguH 3
M1X0/11B oJIsirae y 3aCTOCYBaHHI
CTOXAaCTUYHUX METOJIB JUI CHHTYJISPHOTO
pO3KIIaIy, MO TO3BOJIUTH 3HU3UTH BUMOTH IO
obuncmoBaIbHUX ~ pecypciB.  JlogaTtkoBo
MOKHA BUKOPUCTOBYBATH ATOPUTMHA
MOTIEPEeIHROI  KacTepu3aliii  OJOKIB, 110
IOIIOMOKE 3MEHIINUTH KUIBKICTHh HEOOX1THUX
MOPIBHAHD 1 CKOPOTHUTH 3arajlbHUM dac

BUKOHAHHS AITOPUTMY. Taxox
MEPCIIEKTUBHUM ~ HAlpsIMOM €  Po3poOKa
riOpugIHUX  METOJIIB, 110 MOETHYIOTh
[IBUIKICTH XCIITyBaHHS 3 TOYHICTIO
MaTPUYHUX METO/IIB, CTBOPIOIOUH

YVHIBEpCaIbHI PIICHHS I PI3HUX CILIEHApIiB
00pOOKHU TaHMX.

[lpakTi4yHE 3aCTOCYBaHHS MAaTPHYHOTO
HiIX0Ty OXOIUTFOE IMIMPOKHH CIEKTP 3aBJaHb,
BKIIIOYAIOYM  aBTOMATH30BaHy  IEPEBIpKY
IUTICHOCTI BETUWKHX MacuBiB iH(opmarrii,
aHani3 nyOmikaTiB y 0a3ax JaHHX, a TaKOX
BUSBJICHHS MOAIOHUX CTPYKTYpP Y TEKCTOBHX 1
MYIBTUMEIINHUX Marepianax. Horo
BUKOPHCTaHHA B CY4acHUX iH(QOpMaIiiiHIX
CHUCTeMaxX JI03BOJIIE CYTTEBO  ITIIBUIIUTH
AKICTh OOpPOOKM HaHUX, 3MEHIIUTH BTpaTH
OPOAYKTUBHOCTI Ta 3a0e3Me4yuTH  OUIbII
e(eKTUBHE YNpPaBJIIHHSA BEJIUKUMHU OOCSIraMu
iHpopmaii.
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[OPiBHAHHSA TOYHOCTI METOLIB
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AHaJIi3 TOYHOCTI T2 e)eKTUBHOCTI
3anponoHOBaHUN MaTpUYHUI METOJ
imentudikamii OnokiB gaHUX 3abe3meuye
BUCOKHI pIBEHb TOYHOCTI pPO3Mi3HABAHHS
HAaBITh 32 HASBHOCTI HE3HAYHUX 3MiH y BXITHUX
JaHuX. B OCHOBI  alropuT™My  JI€XHUThH
BUKOPUCTaHHSA KOCUHYCHOI Mipu MOi0HOCTI Ta
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CUHTYIISIDHOTO PO3KJIaay, IO MJO3BOJSE HE
JIUIIe 3HAXOAUTH TOYHI 30irH, a i aHami3yBaTH
CXOXICTb MDK pI3HUMH OJOKaMH JaHHX.
3aBASKH IBOMY JIOCSTA€THCS MOKIHMBICTD
e(eKTUBHOIO PO3IMi3HaBaHHSI MOAMU(DIKOBAHUX
3amuciB, sSIKI MOXYTb MaTH  HE3HAuHI
BIIMIHHOCTI y YHCIOBUX ab0 TEKCTOBHX
napaMmerpax.
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Amnaniz EKCTIEPUMEHTATbHUX JTaHUX
MIATBEPJDKYE, 1[0 METOJT MA€ TOYHICTh Ha PiBHI
98%, 1m0 3HAYHO MEPEBMILYE IOKA3HUKHU
TPAJULIHHUX MIAXOIB, TAKUX SK XEUTyBaHHS
abo curHaTypHUW aHami3. Bucoka TOYHICTBH
3a0e3MeuyeThCsl 3aBISKA OOYHCIECHHIO MipH
noaiOHOCTI Ha  OCHOBI  OaraToBHUMIpHHX
NpeJCTaBIeHb OJIOKIB JaHUX. BukopucTanHs
MaTPUYHUX OIepaliil JO3BOJSE OTPUMYBATH
OUIBII ~ TOYHI  pE3yNbTaTH  TOPIBHAHHS,
OCKUTHKHA BPaxOBYIOTHCS B3a€MO3B’SI3KH MK
rapaMeTpamu BCeperH1 KOKHOTO OJIOKY.

Opnnak, mopsA 13 BUCOKOK TOYHICTIO, METOJI

Mae€ IEBHI HEJIOJIIKH, TIOB’SI3aH1 3
MIPOIyKTUBHICTIO Ta 00YHUCITIOBAIBHOIO
CKJIQJIHICTIO. Bukonanus ornepariit

HOpMaJi3alii, oOYMCIIEHHS KOCHHYCHOI MipH
MOMIOHOCTI Ta  CHHTYISPHOTO  PO3KJIAIy
moTpedye 3HAYHHX PECypCiB, MO BIUTMBAE Ha
HIBUJKICTH pOOOTH aNropuT™My. Y HMOPIBHSAHHI 3
METOJIOM XEIIyBaHHS, SKHA TMpaIoe 3a
KOHCTAaHTHMM 4Yac 1S KOXKHOro OJIOKYy,
MaTpUYHUHN MIIXia Ma€e BUILY OOYUCTIOBAIbHY
CKJIQIHICTh, IO MOXE€ YHNOBUIBHUTH HOTO
3aCTOCYBaHHS B peaJbHOMY 4Yaci JjIsi 0OpoOKu
BEJIMKUX MacuBiB iH(opMmalrii. Bukopucranas
CUHTYJISIPDHOTO PO3KJIaay TaKOX J0Ja€ TEBHI
BHUKJIMKH y TPOAYKTUBHOCTI. Kitacuuni MmeToaun
obuncnenus SVD maroth ckinagHicts O(mn?),
[0 MOXX€ CTaTH KPUTHUYHUM (aKTOpOM Mpu
00po011i Benmukux HabOpiB naHux. Onrumizaiis
[BOTO poLecy MOKJINBA HUIIXOM
3aCTOCYBaHHS CTOXaCTUYHUX abo
anpOKCHUMATUBHUX METOJIB, WLI0 J03BOJISIE
3MEHIIUTH PO3MIPHICTh BXIIHUX JaHUX 0e3
3HAYHOT BTPATH TOYHOCTI.

3 TOYKM 30py aJanTHBHOCTI, MeTOJa Ja00pe
Mpame y BUIMAAKaX, KOJIM HEOOXiIHO
00poONIATH JIWHAMIYHI JaHi, IO TMOCTIHHO
3MIHIOIOTHCS abo MICTSITh YacTKOBI
moaudikanii. Ile 103Bossie BUKOPUCTOBYBATH
Horo B cucTeMax aBTOMAaTHYHOTO aHalizy 0a3
JAHUX, TOIIYKY JAyOJikaTiB y TEKCTOBHUX 1
MYJIbTUMEIIMHUX apXiBaX, a TAKOXK Y BETUKUX

iHpOopMaLIfHUX cHcTeMaX, [J€  BaXJIMBO
BUSBIATH  CTPYKTYpHI  MOAIOHOCTI MK
00’€eKTaMu.

MatpuyHuil METO]T € TOTY)KHUM IHCTPYMEHTOM
i ineHTUdiKamii 6JI0KIB 1aHUX, 0COOIHBO Y
BUITAAKAaX, KOJIM BaKJIMBa BHCOKA TOYHICTH 1
MO>KIIUBICTB PO3II3HABAHHS CXOXKUX CTPYKTYP.
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[Ipote i0r0 TPOIYKTUBHICTH 3AJICKUTH BiJ
po3Mipy BXITHHX JaHUX Ta HEOOXiTHOCTI
onTUMi3amii  OOYHCIIOBAILHUX  MPOIIECIB.
[omampmri  MOCHKEHHS  MOXYTb  OyTH
CIPSIMOBaHI Ha 3MEHIICHHS OOYUCITIOBATBHUX
BUTpAT 1 ajanTamiro MeToay 10 poOoTu 3
MOTOKOBUMHU JTAHUMH, IO JIO3BOJHTH 3HAYHO
pO3MHMPUTH chepy HOTO 3aCTOCYBAHHS.

BUCHOBKUA

PesynbTatu nOCHIIKEHHS MIATBEPIKYIOThH
€(eKTUBHICTp BUKOPHUCTAHHS MAaTPUYHOTO
MeTtony Ui igeHTHdikamii OJIOKIB JaHUX,
0COONMBO y BUIIAJKaX, KOJU HEOOXITHO
AQHATI3YBAaTH CXOXI CTPYKTYPH Ta 3HAXOJUTH
nyOnmikaTh 3 YacCTKOBUMH MOAMQIKAIIISIMHU.
[IpoBenenunit TEOPETUYHUN aHaii3 i
eKCIIEpUMEHTAJIbHI  JIOCTDKEHHS TOKa3alu,
0 JTaHWH Miaxij 3a0e3rneuye BUCOKY TOUHICTh
MOPIBHSHHS, 3HAYHO MIEPEBEPITYIOTN
TpaAMIIIiiHI METOJH, TakKl sIK XenryBaHHsA abo
CUTHATYpHUU aHaII3.

OcHOBHOIO repeBaroro MaTpPUYHOTO
MiIX0ay € WOro 3JaTHICTh  OI[IHIOBATH
momiOHICTP MDK OJOKaMH HAaHHX HA OCHOBI
06araToBUMIpHOTO MpeACTaBICHHS, 110
JO3BOJISIE OTPUMYBATU KOPEKTHI pe3yNbTaTH
HaBITh MPH 3MIHI OKPEMHUX MTapaMeTpiB OJIOKIB.
ExcniepumeHTalibH1 TOCIIKEHHSA
MIATBEPMIIU, 110 TOUHICTh aITOPUTMY JOCSITAE
98%, 1mO € 3HAYHUM TOKpAUICHHSIM Y
MOPIBHSAHHI 3 HIITAMHA METOaMU.
BuxopucTanHs KOCHHYCHOI Mipu IMOJIOHOCTI
Ta  CHUHTYISAPHOTO  pO3KJIAAy  JO3BOJIE
e(eKTUBHO  aHajJi3yBaTH BeNHMKI 00OCATH
iHpopMallii, 30epiraroun BaXKJIHBI CTPYKTYpPHI
0COOJIUBOCTI JaHUX.

[Tpore, He3BaXKalOYM HA BHUCOKY TOYHICTD,
METOJT Ma€ TIIEBHI HEIOJIK{, IOB’sI3aHi 3
O0OYHUCITIOBAIBHOIO  CKJIQJIHICTIO. BuKOHaHHS
OCHOBHHX OIlepalliif, Takux K HOpMalizarlis,
oOuMciaeHHs NOMIOHOCTI Ta 3acTOCYBaHHS
CUHTYIISIPHOTO PO3KJIaay, MOTpeOye 3HAUHUX
pecypciB. Lle Moke ymoBUIBHIOBAaTH pPOOOTY
QNrOpuTMy TpH O0O0pOoOIll BEIMKUX MAaCHUBIB
JTaHUX, 0COOIUBO B pealbHOMY 4aci. Y IbOMY
ACTIeKTI METO]I XEITyBaHHS 3HAYHO
nepeBeplIye MAaTPUUHUHN MiIXi/ 32 MIBUAKICTIO
BUKOHAHHS, X04a 1 MOCTYHAaeThcs HOMy 3a
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TOUHICTIO  igeHTU(iKanili  MoAN(IKOBAHUX
OJI0KIB.
BaxumBum HaNpPSMKOM HOJATTBIIAX

JOCII/DKEHb € ONTUMI3alis 00YHCITIOBAIbHUX
IporeciB Juisi MiABUIICHHS TPOTYKTUBHOCTI
3alpOIIOHOBAHOIO  AJIFOPUTMY.  30Kpema,
BUKOPHUCTaHHS CTOXaCTHYHUX METO/IIB
00YHCIeHHS CUHTYJISIPHOTO po3Kiany,
aIPOKCUMATUBHUX AITOPUTMIB Ta alalTHBHUX
METOJMK  KJjacTepu3amii  MOXXe  3HAYyHO
CKOPOTUTH OOCSAT OOYHCIEHh 1 3MEHIIUTH
3aTpatd pecypciB. Takox MepCrneKTUBHUM
HaIpsIMOM € IHTEerpallis MaTpUYHOTO MIAXOAY 3
IHIIUMU METOJ]AMH, IO J03BOJIUTH OTPHUMATH
yVHIBEpCaJbHE  pINIEHHS,  SKE  IOEJIHYE
MIBUJIKICTH OOpOOKHM Ta BHCOKY TOYHICTb
pO3Mi3HABaHHS. OTtpumaHi pe3ynbTaTh
MIATBEP/UKYIOTh  MPAKTUYHY  JOLLUIBHICTH
3aCTOCYBaHHS MaTpPUYHOTO MeToay y cdepi
aHayiizy 0a3 JaHMX, MOLIYKY AyOikaTiB Ta
00poOKM BenuKHUX 1HGOpPMaLIfHUX MAacHBIB.
Moro BHUKOPUCTAaHHS J03BOJAE HE JIMIIE
MOKPAITUTH TOYHICTh PO3MI3HABAHHS, alie M
3a0€3MeYNTH aJaNTUBHICTD JI0 3MiH Y BXITHUX
JTaHuX. 3ampoIOHOBAHUN TIAX1T MOXKE 3HAUTH
HIUPOKE 3aCTOCYBaHHS y Cy4acHUX
iHbOpMAIITHUX CcHCTeMaX, IO MPAIIOITh 13
BEIIMKUMHU OO0CSTaMH JaHUX, Y TOMY YHUCIl Y
cdepl MWTYIHOTO IHTENEKTY, KibepOe3reku Ta
aBTOMAaTH30BAHOTO aHAJI3Y iH(opMaIrii.
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The method of data encryption based on the
block identification technology using the matrix
method

Oleksandr Levkusha?, Yuriy Pepa?

Abstract: The article discusses the development
and implementation of a matrix method for
identifying data blocks on server platforms, which is
accompanied by a constant increase in the volume of
information. One of the important aspects of
managing information flows is the process of
identifying data blocks, which allows determining
their affiliation, structure, and relationships between
individual fragments of information.

Since the data on the server can change, update,
and duplicate, their effective identification becomes
a critical task, on which the speed of query
processing, the level of load on computing resources,
and the overall performance of the system depend.
Matrix methods allow identifying data blocks based
on mathematical transformations and linear algebra
algorithms. The application of matrix operations in
this context helps optimize information processing
processes, increase the accuracy and speed of
analyzing relationships between data, and reduce
computational costs. The study analyzes existing
approaches and their limitations, develops a
mathematical model, identification algorithm, and
evaluates efficiency on test samples. The
implementation of the matrix approach to identifying
data blocks can find wide application in the field of
database management, cloud  computing,
information protection, and distributed systems,
confirming its relevance in the context of modern
trends in information technology development.

Keywords: data block identification, matrix
method, singular value decomposition (SVD), data

normalization, computational complexity,
clustering, algorithm optimization, big data,
distributed systems.
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Abstract Today, technical means of radio
interception, monitoring and direction finding in
mobile radio communication networks are
implemented in the form of software and hardware
complexes, the most important performance
indicators of which are considered to be speed,
detection accuracy and probability of recognition of
mobile radio communication means with their
information content. However, the effectiveness of
these complexes still remains problematic and
requires further development of methods and
techniques for searching and detecting signals of
mobile radio communications in both frequency and
time environments of telecommunication channels
and their subsequent information processing.

To solve this problematic issue, the authors consider
a typical variant of the structural scheme of the
software and hardware complex for searching and
detecting signals and the peculiarities of applying
the procedures for multi-stage search and detection
of signals in radio monitoring of radio sources of
mobile communication systems. It is shown that
software and hardware systems can have several
modes of operation depending on the type of control
channel.

The article also presents the results of calculations
of the probability of successful completion of the
search for a signal of a distributed control channel
of mobile radio communications for a given time
with three stages of detection in the frequency-time
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domain with one radio receiving device at a
different number of empty channels (p = 1, 5, 9) in
one search cycle. It is shown thatadditional
estimation of the input signal level by the radio
receiving device at the first stage of detection
increases the search efficiency with an increase in
the number of empty channels.

Keywords: hardware-software complex, radio
monitoring, mobile communication systems,
performance indicators, speed, detection accuracy,
search, detection

INTRODUCTION

Modern telecommunication networks (TCN)
are the integration of analogue public switched
telephone systems, digital telephone networks,
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cellular and satellite communication systems,
and data transmission systems to provide a
global information and telecommunication
space. Public telecommunication systems are
characterised by the use of a large number of
objects and radio frequency sources (RS) with
the most modern and diverse protocols for data
transmission, protection and concealment of
information. Reducing the structural and
information availability of mobile radio
communication systems (MRC) is ensured by
the use of automated information transmission
systems with automatic selection of the
operating frequency of signals, the diversity of
MRC, and the complication of frequency and
time access.

It is known [1,2] that the main channels that
form a single global TCN are zonal, regional
and trunk networks built on the basis of radio,
radio relay, satellite, fibre-optic and wire
(cable) communication lines. At the same time,
the monitoring of both general and military
MRC is of particular interest. This requires the
development and use of very sophisticated
technical means of their radio monitoring
(RM). Therefore, the relevance of the topic and
the results of the study, which consider the
peculiarities of applying the procedures of
multi-stage search and detection of signals in
the radio monitoring of mobile communication
systems by software and hardware complexes
(SHC), is beyond doubt.

PROBLEM FORMULATION

The analysis of recent research and publications
shows that a large number of scientific papers
and publications, including those of the authors
of this article, are devoted to the problem of
radio monitoring of both fixed and mobile
communication  systems [3,4,5]. These
scientific papers  theoretically  cover
problematic issues of radio monitoring of TCN
sources and objects and a general scientific
conceptual approach to their solution; cyclic
multi-stage procedures for single-channel
search and detection of MRC signals in the
frequency-time domain; mathematical models
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of single-channel search and detection of
signals with one, two and three stages of
detection in radio frequency monitoring of
mobile communication TCN;

synthesis of SHC for search, detection and
demodulation and identification of MRCS
signals with frequency manipulation, etc.
However, the problematic issues of synthesis
and practical implementation of the SHC for
searching and detecting MRC signals and the
peculiarities of their operating modes remained
unaddressed by the authors.

GOAL STATEMENT

Therefore, the purpose and main content of the
article is to consider the features of multi-stage
monitoring of mobile radio signals by software
and hardware complexes. The object of
research here is the process of multi-stage
search and detection of mobile radio
communications signals, and the subject of
research is the peculiarities of the operating
modes of software and hardware complexes
when implementing cyclic procedures for
multi-stage search and detection of signals,
where the procedure is understood as a system
of formalised rules for collecting, processing
and analysing information to solve a given
scientific task and obtain new knowledge.

MAIN PART

As noted in [6], in the radio monitoring of SHC
using a multi-stage method of searching and
detecting signals, SHCs are used, a simplified
block diagram of which is shown in Fig. 1,
consisting of: an antenna system (AS); a set of

radio receiving devices ( (RRD) _1, [RRD

1] 2..., [RRD)] _N) for sequential parallel

signal search; a signal demodulation unit (DM);
a signal division device for spectral components
(SDDS); a set of single-tone (STS) and multi-
tone signal recognition units (MSRU); a signal
registration unit (RS); a control and decision
unit (CDU).
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AS

—r—>» RRD, ——» DM [ —» SDDS

RS
A e A

CDU <

Fig.1. Block diagram of the software and hardware complex

This SHC solves the problem of searching,
detecting, recognising and identifying signals
in the time-frequency domain using cyclic
procedures with one or more detection stages
that implement sequential-parallel search
methods described by well-known
mathematical models [3,4,5] based on the
theory of directed probability graphs. At the
same time, SHC can have both dedicated and
distributed control channels. Thus, only control
signals are transmitted in dedicated channels,
and they do not change their location for a long
time, so the search for these channels does not
cause difficulties. At the same time, distributed
control channels differ from dedicated channels
in that they exist only until the start of
broadcasting, which is transmitted over the
same channels.

When searching for and detecting dedicated
control channels, where only control signals are

P, (t)= (r —t JA- D)ii[l_ (re —t )L D)]n «xhft—(Nn+N-i+1)t,]

7, + Nt,

In practice, the following situations are possible
when organising the search for MRC signals
with a distributed control channel

there is no signal in the channel (the channel is
empty);

a speech signal is present in the channel,

a digital signal is present in the channel, but not
a control channel signal;

a control signal is present in the channel.
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transmitted, the search time does not play a
significant role due to the constancy of such
channels in the frequency-time domain. That is,
to organise the search for a dedicated channel,
it is enough to use a simple cyclic sequential
search with one detection stage and even with
one RRD and the corresponding operating
mode.

Taking this into account, when analysing a
channel that does not contain a signal, the
probability of detection error (of the first kind)
can be assumed to be zero F = 0. Then the
formula for calculating the probability of
successful completion of a search with one
degree of detection in the time-frequency
domain by one RDD can be given in a well-
known form [3], which does not require
explanation and commentary:

1)

In all of these situations, except the last one, it
iS necessary to continue searching and
analysing signals using the sequential-parallel
method with three detection stages and different
signal analysis times at each stage. That is, a
change in the situation during the signal search
affects the change in the SHC operating mode
and its features.
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For example, the use of scanning RRDs in SHC,
which are capable of evaluating and
transmitting the input signal level to the control
unit [6], makes it possible to significantly
reduce the time for analysing empty channels.
With this in mind, the first stage must ensure
energy availability and switch to the second
stage of detection when the signal level exceeds
the specified detection threshold. It is worth
noting that when searching for a signal in (N-1)
channels, the transition from the first detection
stage to the second is possible even in the
absence of the desired service channel signal,
but in the presence of a broadcast channel. Then
it can be assumed that the probability of the first
kind of error at the first detection stage in an
empty channel F1 = 0, and in the presence of a
speech signal in the channel F1 = 1. Since the
presence of a speech signal in MRC channels is
random, it is proposed to introduce an auxiliary
coefficient p to analyse this situation, equal to
the number of empty channels among the (N-1)
analysed in one search cycle. Then the average
probability of the first kind of error at the first
stage of detection Fser will be defined as

Eb rnOd rIbit (3)

> =

= r]prev

1.
Fser_l N—1 (2)

At the second stage, it is necessary to determine
whether the signal is digital, i.e. a stream of bits.
However, the digital stream in the SHC
structure (Fig. 1) is formed in the signal
demodulation subsystem, i.e. after their search.
Therefore, it is necessary to provide feedback
from the signal demodulation subsystem to the
signal search subsystem through the control
unit, which transmits information about
whether the received signal is digital. To
perform such an assessment, it is proposed to
use the total value of bit synchronisation errors
at a given interval during signal demodulation
[7]. Here, the bit synchronisation errors Eb are
calculated at the moments when the
demodulated signal transitions from 1 to O or
vice versa (Fig. 2) and are numerically equal to
the remainder of the division of the number of
samples accumulated since the previous
calculation of the error nprev by the number of
samples per bit nbit:

Moments of error
calculation

/
*f H th -t

Ey=0

Er=4

Fig. 2. Calculation of bit synchronisation errors
a) i=n the presence of a digital signal;
b) in the presence of a speech signal.

The interval between neighbouring samples is
equal to the sampling period of the input signal
Td. Due to the fact that in the process of
demodulation, the transmission rate of digital
MRC signals is known, the bit synchronisation
error can be neglected (Fig.2.a). However,
during the demodulation of a speech signal, the
moments of sign change in the demodulated
SMART TECHNOLOGIES:
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signal will be random and, therefore, the bit
synchronisation error will be different from
zero.

To obtain a more accurate estimate of the bit
synchronisation error, it is necessary to average
the obtained error values over a certain time
interval and compare the obtained values with a
specified threshold. Since the information
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about this error is transmitted to the second
detection stage, to ensure search efficiency, it is
necessary that the selected time interval is
longer than the signal analysis time at the first
detection stage and shorter than the analysis
time at the third stage. With this approach, the
probability of detection error (of the first kind)
of the control channel service signal at the
second detection stage can be assumed to be
equalto F2 = 0.

At the third stage, the digital signal of the
desired MRC control channel is detected,

similar to the case when searching for a
dedicated channel described above. At the same
time, the probability of detection error (of the
first kind) at the third detection stage is assumed
to be equal to F3 = 0.

Based on the foregoing and taking into account
(2), the well-known formula given in [5] for
calculating the probability of successful
completion of the search for a distributed
control channel signal for a given time with
three detection stages in the frequency-time
domain by one RRD takes the following form:

PD=—> 3> " (1-D)1-D,)-D, R x

N ‘F =5 nin!n!

<fi-@-py)R] [a- DRy a-@a-D,)RY)] "
<a-p,)e-0,)R -0~ DR "

(N-1)n+(N—i)
X
q=0

q
p
C/ gl —— | x
(N—l)n+(N—|)(N _1]

(N-2)n+(N—-i)-q
X (1— LJ X

N-1

o t—t (Nn+N—i+1)-
t,(NN+N—i—q—r,+1)—t,r,

} (4)

where Ppt - the probability of successful signal detection in the time domain, determined by the

expression:
N(TC _tal)_
_taz(N -p- Dl)_
o t-D)1-D) )
7. + Nt +

N|+t,(N-p-D,)+
+ta3(1_ Dl)(l_ Dz)
It should be noted that in expressions (4) and (5), unlike in [5], the following additional notations are

used:
p - the number of empty channels among

N-1 analysed in one search cycle;

D1, D2, D3 - the probabilities of the second kind of error (signal miss) when analysing a cell with
number N at the first, second, and third detection stages;

Z means that it is necessary to take the sum of different terms of the form

111,11,

a;a; a;

rl, r2, r3 - any integers or zeros, the sum of which is equal to:
Fr=r+r,+r=n (6)
11, 12, I3 - any integers or zeros, the sum of which is defined as
I=11+12+1 3=n(N-1) +N —i(7)
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To calculate the probability of successful completion of the search for a signal of a distributed control
channel for a given time, it is necessary to sum all the components with indices n, r1, r2, r3, g satisfying

the inequalities using expression (4) for each i:

t,(Nn+N—i+1)+
t,(NNn+N—i—q—r+1)+t,r, <t

Thus, according to expression (4), we
calculated (Table 1) and plotted (Fig. 3) the
dependences of the probability of successful
completion of the search for the signal of the
distributed MRC control channel for a given

(8)

time with three degrees of detection in the
frequency-time domain by one RRD at a
different number of empty channels (p = 1, 5,
9) in one search cycle.

Table 1.
Probabilities of successful completion of the search for a giveibtieme
t,s 0,1 0,2 0,3 04 0,5 0,6
p=1 0,097 | 0,19 | 0,22 03 | 038 | 041
p=5 0,2 038 | 05 0,6 | 0,68 | 0,7
p=9 0,58 0,8 092 | 098 | 0,99 | 0,999

08

06 4

04

0 T T
0 0,1 02

03

04 05 ts

Fig. 3. Dependences of the probability of successful completion of the search for the signal of the distributed
control channel of the MRC for a given time at a different number of empty channels (p =1, 5, 9)

The graphical dependence and numerical data
show that by estimating the level of the RRD
input signal at the first detection stage, the
detection efficiency increases with an increase
in the number of empty channels.

Thus, the features of the SHC operating modes
with a dedicated and distributed control channel
have been described quite fully. But in practice,
some MRC do not have control channels. In this
case, a signal indicating the start of
broadcasting is transmitted immediately before
the start of the communication session. To
organize the search for such signals, it is
proposed to use a sequential-parallel search
with two stages of detection: at the first stage,

SMART TECHNOLOGIES:
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the signal whose energy exceeds the threshold
specified in the RRD is detected; at the second
stage, the signal that is a sign of the start of
broadcasting is detected.

As in the mode of searching for signals of the
MRC with a distributed control channel, it
should be noted that when searching for a signal
in (N-1) channels, the transition from the first
stage of detection to the second is possible even
in the absence of the desired signal (a sign of
the beginning of broadcasting), but in the
presence of a speech signal. In this case, we can
assume that the probability of a first-order error
at the first stage in an empty channel is F1= 0,
and in the presence of a speech signal in the
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channel, F1= 1. That is, the average probability
of a first-order error (2) at the first detection
stage will be determined as

F=1--"_
N -1

with an increase in the number of empty
channels p >> 1 tends to zero.

(N-2)n+(N-i)

p q
x ch S —— ] x
o (Nl)n+(N|)[ N _:J

D (N=1)n+(N—i)-q
(e :

Taking this into account, the formula for
calculating the probability of successful
completion of a search with two detection
stages in the time-frequency domain by one RFI
can be written as follows:

h t—tal(Nn+N—'i+1)— | )
—t,(Nn+N—-i—q—k+1)

where p -the number of empty channels among N-1 analysed in one search cycle;
- the probability of successful signal detection in the time domain, which, taking into account

(2), is defined as

pt — N(Tc _tal)_taZ(N i Dl) (10)

P N[Tc+Nta1+ta2(N - p_Dl)]

Some MRC transmit a tone signal (a sign of an
unoccupied channel) on an unoccupied
(empty) channel. In this case, the first stage
detects a signal that is a sign of an unoccupied
channel; the second stage detects a signal that
is a sign of the beginning of broadcasting. The
transition from the first to the second stage of
detection is carried out in the absence of an
unoccupied channel sign in the received signal.
In this case, the probability of successful
completion of the search for a given time in the
frequency-time domain is determined by the
known relations given in [3,4,5], taking into
account the peculiarities of possible changes in
the SHC operation mode, which s
mathematically taken into account in the above
expressions (1-10).

CONCLUSIONS

1. Software and hardware complexes as means
of searching for signals in MRC, using
sequential cyclic search and detection
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procedures, solve the problem of detecting
signals in the frequency-time domain and are
described by a well-known probabilistic
mathematical model based on the theory of
directed probabilistic graphs.

2. Depending on the type of control channel,
SHCs can have several modes of operation.
The following situations are possible in both
dedicated and distributed control channels:
there is no signal in the channel (the channel is
empty); the channel contains a voice signal; the
channel contains a digital signal, but not a
control channel signal; the channel contains a
control signal. This requires both changing the
SHC operating modes and adjusting the
description of the cyclic procedure and its
mathematical model for  determining
thespectral components of signals in the
frequency-time domain.
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3.The results of calculating the probability of
successful completion of the search for a
signal of a distributed control channel of
MRC means with three stages of detection in
the time-frequency domain with one RRD
and an additional assessment of the input
signal level indicate an increase in search
efficiency with an increase in the number of
empty channels
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IIporpamMuo-anapaTHi KOMILIEKCH
0araToeTanHoOro MOHITOPHHIY PalioCUTHAIIB
PYX0OMOTI0 3B'I3KY Ta 0COOJHMBOCTI iX peskuMiB

po6oTu

Anamoniu Inoruyvkuti, Onee [{ykanos

AHortanigs. Ha cporomui TexHiuHI 3acobu
paziorepex orICHHS, MOHITOPUHTY i
pamioriesieHTarii B Mepexax CHCTEM MOOUTBHOTO
Pamio3B’sI3Ky peasti3yIOThCS Y BUTIIAI MTPOrPaMHO-
armapaTHUX KOMIIJIEKCIB, HaWBaKITUBIIITIIMHI
MMOKa3HUKaMi e(EeKTUBHOCTI SKHX BBaKAETHCS
MIBUAKOMIS, TOYHICTh BH3HAYEHHS Ta IMOBIpHICTH
po3mi3HaBaHHS 3aC00IB PyXOMOTO Pajio3B’s3Ky 3 iX
iHbopMarliiiauM HanoBHeHHsSM. OJHaK, TUTaHHS
epeKTUBHOCTI [HMX KOMIUIEKCIB 1  JoTerep
3aIUIIAIOTBECA MPOOJIEMATHYHUMH Ta TOTPEOYIOTh
MTOJTAJTBIIIOTO PO3BUTKY METOJIIB 1 CITOCOOIB MOMIYKY
Ta BHUSBJICHHS CHTHAIIB 3aco0iB  pPyXoMoro
pamio3B’s3Ky SK Yy YaCTOTHHX, TaK i B YaCOBHX
CEpeIOBUIIAX TEIeKOMYHIKAIIMHIX KaHalliB Ta iX
rozanbiny iHdopMmariiiny o0poOKy.

JUist  BUpIOIEHHS  BKa3aHOro  IPOOJIEMHOrO
MUTaHHS aBTOPAMH PO3IVISIHYTO THUIIOBHH BapiaHT
CTPYKTYpHOI ~ CXEMH  IPOrpaMHO-alapaTHOTO
KOMIUJIGKCY IIOLIYKY 1 BHUSBJICHHS CHTHaJliB Ta
0cO0JIMBOCTI 3aCTOCYBaHHS pOLEAYp
0araTocTyneHeBOro MoulyKy i BUSBJICHHS! CUTHAJIB
npu PaliOMOHITOPUHTY JoKepen
PafioBUIIPOMIHIOBaHHS CUCTEM MOO1TBHOTO
3B’s3Ky. [lokazaHo, 10 mporpaMHoO-anapaTHi
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KOMILJIEKCH MOXKYTh MaTH JIEKIJIbKa PEXKUMIB POOOTH
3aJIeKHO BiJl BUTJISIAY KaHATY YIIPaBIiHHS.

B crarri Takok  HaBemeHi  pe3yNbTaTH
pO3paxyHKIB 3HAa4YCHHS IMOBIPHOCTEH YCHIIIHOTO
3aBEpUICHHS! IOIIYKYy CHTHAJIY PO3MOALIEHOTO
KaHaly YIIpaBIiHHS 32C00IB pyXOMOT0 paio3B’si3Ky
3a 33IaHUH Yac i3 TphOMa CTYICHSIMH BHSBIICHHS B
YaCTOTHO-YaCOBIH obnacri 3 OJTHUM
pamionpuiiMaibHUM  MPHCTPOIM  TpU  PI3HIK
KIUTBKOCTI IycTuX KaHaliB (p = 1, 5, 9) Ha ogHOMY
muKm momyky. IlokazaHo, 1m0 JOAATKOBA OIliHKA
piBHS  BXiJHOTO CHTHAy paXionpuiMaibHAM
OPUCTPOIM HA TEPIIOMY CTYNEHI BUSBICHHS
niBUIIYye eeKTUBHICTh MOUIYKY NpW 30UIbIIEHHI
KIIBKOCTI1 ITyCTHX KaHATIB.

KiarodoBi  ciaoBa: MporpaMHoO-anapaTHUN
KOMILJIEKC, PaliOMOHITOPUHT, CUCTEMH MOOIIBHOIO
3B’SI3Ky, TOKa3HMKH €(PEKTHMBHOCTI, IIBHIKOIIs,
TOYHICTh BU3HAUCHHSI, TTOIIYK, BUSBIICHHS.
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AHoTalig. Y cTaTTi po3riIsAaroThCs OCHOBHI
€NIEMEHTH Tporeccy BUOOpY (IPUIHSTTS) PillieHb.

HaBoamsarecs PI3HOMaHITHI TIPUHIIHAIIN
knacudikallii ynpaBiIiHCBKUX PIllICHb.

OcHoBHa yBara MpHJIICHa B32a€MOIIOB’I3aHUM
eraramM TOOYJOBH MaTeMAaTHYHUX MOJENeH sK

YHIBEpCaIbHOIro 3aco0y PO3B’sI3aHHs
PI3HOMAHITHUX IPOOJIEM MPUUHATTA PIllIEHb MPH
YIpaBIiHHI CKITATHUMHU oprasi3amiiHo-
C€KOHOMIYHHMH CHCTEMaMHU.

Haetncst 3aralibHa XapaKTePUCTHKA
MaTeMaTHYHUX MOJIeNIeH, IO BHKOPUCTOBYIOTHCS
y  JCTepMIHOBAaHUX  3aJayaX  NPHAHATTS
OpraHi3amiifHO-eKOHOMIYHHUX pIIIICHD B
opraHizamiiHuX CHUCTEMaX: oTrepaIlifHuX,

HOPMATHUBHUX, ICCKPUIITUBHIX T4 CBPUCTUIHUX.

HaBomsaTecss TpuM  OCHOBHI  MiAXOMH O
MoOyJOBM MaTeMaTHYHHX MoJeJeldl mporecy
pO3pOOKH pillleHb, 3aCHOBaHI Ha:

e Teopii CTATUCTUYHUX PillleHb;

e Teopii KOPUCHOCTI;

e Teopii irop.
KamouoBi caoBa:  opraHizamiiHa — cucTeMa,
VOpaBIiHChKE PpIIEHHS, NPUHAHATTS  PIillleHb,
MatematnyHi mozeni, OIIP (ocoba, sixka mpuitmae
pilIeHHs).

BCTVII

IIpu  ¢yHKIIOHYBaHHI  OpraHi3alifHUX
CHCTEM BHHMKAIOTh IPOOJIEMHU pallilOHAIBHOTO
BUOOpY pilmieHb. 3a OCTaHHI AECATUIITTA
BaXUIMBICTh IIUX NMPOOJIEM 3HAYHO 3pocia y
3B’SI3KY 3 THM, 110

- pi3KO 3pic JAMHAMi3M HaBKOJIMIIHHOTO
cepeloBuINa, TOOTO 3MEHIUBCS Mepioj Jacy,
KOJIN OPUKAHATI paHiuie pilieHHs
3aJIMIIAIOTHCS AKTyaTbHUMU;
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BikTopis KntoeBa

Crt. Buknagad kacegpu
Kibepbesnekun Ta
KOMIM'IOTEPHOI iHXeHepii

OnekcaHap
CMMOHEHKo

K.T.H., JOLIEHT,
HavanbHUK Bigginy
3abe3neyeHHst SKoCTi
OCBITHbOI AiANbHOCTI Ta
BULLLOT OCBITH

Hartanis 3iHyeHKkO
Crapwuin nomivHUK
HavanbHuWKa Bigainy
3abe3neyeHHst AKoCTi
OCBITHbOI AiANbHOCTI Ta
BULLLOT OCBITU

- PO3BUTOK HayKH Ta TEXHIKM NPHUBIB 10O
HOSIBU OUIBINOT KUTBKOCT1 albTEPHATUBHUX

BapiaHTIB BUOOPY (Ha piBHI MIAPHUEMCTB Ta
00’e1HaHb YHCII0 JIOKYMEHTAJIbHO
0(OPMIICHHX PIILIEHb JI0CATAE Y CEPETHBOMY

300 Ha pik, Ha OUTBII BMCOKHX PIBHAX iX
3HAYHO OLIbIIIe);

- 3pocia CKJIaHICTh OIIHKU €(peKTUBHOCTI
peanizalii KO’)KHOTO 3 BapiaHTIB pillleHb, SKi
[IPUIMAIOTHCS;
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- 30UIBIIMIIACH B3AEMO3AJIEKHICTh PI3HUX
pilieHb Ta iX HACIIKIB.

Y pesynpTaTi Oii MUX TEHACHIIH pPIi3KO
3pOCIIA TPYAHOIIII PaIliOHATFHOTO BUPIINICHHS
PI3HOMAHITHHX Ta CKJIQJHUX TPOOIIeM, BHOOPY
e(pEeKTUBHUX  yIpPaBIiHCHKUX BIUIMBIB B

peambHIX yYMOBax (byHKIIOHYBaHHS
OpraHi3aliifHIX CUCTEM.
OCHOBHI [TIOJIOXKEHHA

[IpuitHATTS  pilleHb €  LEHTpaJIbHUM
€JIEMEHTOM  aJMIHICTPaTUBHO-YNPABIIHCHKOT
JISUTBHOCTI, TI0 BIIHOIIEHHIO JI0 SIKOTO peIlTa
ACTMEeKTIB MOKE PO3IIISIATUCA SK JOTIOMDKHA.

[Tig npuMHATTSM pillieHb B OpraHi3alifHuX
CHUCTEMax  pPO3YMIIOTh  OCOOJNMBHH  BU
JIIOJICHKOT AISUTBHOCTI, CTIPSIMOBaHUIN Ha BUOIp
Kpamoi 3 HasBHHX albTepPHATHB. Take
BU3HAUEHHs T1epeadadae HasSBHICTh TPHOX
HEOOXITHUX EJIEMEHTIB Tporecy BHOOPY
(TpUIHATTS) PIICHB:

- mpobJieMa, sika oTpedye po3B’I3aHHS;

- JIOJUHA SIK KOJICKTUBHUN OpraH, SKHUH
npuiiMae pileHHs;

- JIeKUIbKa  ajbTepHATHB, 3  SKHUX
3MIACHIOETHCS BUOIP.

3a BIJICYTHOCTI OJHOTO 3 IMX CJICMCHTIB
nporiec BUOOPY pIllIeHb NIEPECTAE ICHYBATH.

PosrisiHemo e aexiibka BU3HAYEHb.

VYmpasniaceke pimenns (YP) — me BuOip
OJIHIET 3 MOXJIMBUX albTEPHATHB BIUTUBY Ha
KEpOBaHY CUCTEMY, TOOTO 1€ MOJIE/b, B SKIH 13
MEBHOTO YKCJIa BapiaHTIB 0OMPAETHCS KPAIIUH.

Pimenns (P) — ue toit myHKT, y sKOMY BUOIp
poOHMTBCS MDK  aJdbTEpPHATHBAMU Ta, K
MIPABUJIO, KOHKYPYIOUUMHU MOKIUBOCTSMH.

Cytb po3pobku [P monsrae B AisLIBHOCTI
MoIuHU, ska npuiimae pimenHs (JIIIP), mo
BUKOHAHHIO OCHOBHO1 (PYHKIIii KepiBHHKAa B
mpoueci ymnpaBiiHHS (e HasuBaroTh OITP
(oco0a, sika mpuiimMae pileHHs).

U

110

1. OIIP — ue cy0’exT mpouecy OpUUHSTTA
pillieHb, HAlaKTUBHIIIA HOTO cKiaaoBa. Lle, sk
NpaBWIO, KEPIBHUK  ab00  KOJEKTUBHUUN
KepiBHMI opraH, opranizamis. OIIP ininitoe
MIPOIIEC MPUUHSATTS PIlICHb Ta 3aBEPIIYE HOTO.

2. OcHOBHA MeTa YIPaBIIHCHKOTO PIlICHHS
— 3a0€3MeYUTH KOOPIUHYIOUUH (peryintorymii)
BIUIMB Ha CHCTEMY YIPaBIIiHHSI, IO peaji3ye
BUPILICHHS YIPABIIHCHKUX 3a71a4 MEPCOHATIOM
0 JIOCATHEHHIO IIUJIeH opraHizaiii.

OCHOBHUMH  33JladyaMH €  CTBOPCHHS
iHpopManiiiHoT  6a3m Ui OPUHHATTS
CBO€YACHUX DillleHb, BU3HAYCHHSI OOMEXEHb 1
kputepiiB [P, opraniamis  AisUIbHOCTI
NEepCOoHay YIpPaBIiHHS.

Binnocho  OIIP  BucyBaroThcs  Taki
XapaKTepUCTHKH: BOHA Ma€ MPaBo BUOOPY 3

MHOKHHU AIBTCPHATHB; Hece
BIAMOBIIAJBHICTh 32 TNPUWHATI  PIIICHHS;
3aIlikaBlieHa y 3[IHCHEHH1 BHOOpPY, TOOTO
IparHe po3B’s3aTH HasBHY MPOOJIEMYy.

Knacudikamis  ynpaBiaiHCBKHUX — pIllIEHb
HeoOXimHa [UId BHU3HAUYEHHS 3arajibHUX 1
KOHKPETHO-CIIeNU()IYHUX MAXOAIB A0 iXHBOT
po3po0OKu, peamizallii i OIIHKH, IO JO3BOJISE
MIIBUIIATA IXHIO SIKICTh, €(QEKTUBHICTh 1
HACTYIMHICTh. YTPABIIHCHKI PIICHHS MOXYTh
Oyt kiacudikoBaHI HaWPI3HOMAHITHIIIUMHU
criocobamu (puc. 1).

HaiOunpr  poO3MOBCIODKEHUMH € Taki
MPUHITUIN Kiacudikartii:

e 3a QYHKIIOHATBHUM 3MICTOM;

® 3a XapakTepoM pO3B'SI3yBaHMX 3ajau
(cdepu nisIBLHOCTI);
3a iepapXi€ro ympaBIiHHS;
3a XapaKTepPOM oprasizailii po3poOKu;
3a XapaKkTepoM LILIeH;
3a MPUYMHAMU BUHUKHEHHS;
3a BUXITHUM METOJIOM PO3pOOKH;
3a oprasizaliiHuM 0(pOPMIICHHSM.
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Puc. 1. Kinacudikamis yrpaBiIiHCEKHX PillleHb

3. AnprepHaTuBHi pimieHHs. e pi3Hi BapiaHTn
pIlIeHHS, AKi € 3aC000M JOCSTHEHHS OMHI€T i
Ti€l K 11l a60 cuctemu 1ieid. OueBHUIHO, 1110
mpoliec BUOOPY pillleHb MAa€ CEHC TOJi, KOJU
icHye OUIbII HDK OJHA anbTepHaTHBa. [Hakie
npoOneMuBHOOpY  pIICHHS HE  BHUHUKAE.
Mo>nuBUH BapiaHT, KOJM OJHA 3 MHOXHHU
aJIbTEpPHATHB MOXKE TMOJISATaTH B TOMY, 1100 He
OpuiMaTH  HISKOTO  pilleHHs  («HYJIbOBE
piieHHs») ab0 MOBEPHYTH HAOIp MOMKJIMBUX
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QIbTEpPHATHB Ha
HIOBEPTAETHCS).
4. 30BHIIIHI YMOBU. YMOBH, IO CKJIAJAIOTHCS
no3a cucremoro «JII1P- 00’ekT ympaBmiHHA»,
aJie CyTTE€BO BIUIMBAIOTH HA MPOLIEC IPUHHATTS
pillIeHb Ta Pe3yabTaT PillICHHS.

5. Pesymprar (Buxim). Pesymbrar Bifg
OpudHATTS pimenHs wmae s JIIIP pizny
[IHHICTP B 3aJ€XKHOCTI  Big  0oOpaHOi
QJIbTEPHATHBH Ta 30BHIIIHIX YMOB. J[J1s1 OLlIHKK
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pe3ybTaTiB BAKOPUCTOBYIOTH TaKi MOHSATTS, K
«KOPHCHICTBHY, «BUTpAIL», «rpady,
«B0UTOK», «IIPUOYTOK» Ta iH.

6. [IpaBuio Bubopy pimenns (abo BupimanbHe
npaBuio). BoHo mae MoximBicTH 00paru
Kpamie B SKOMYCh CeHCi pimenHs. [IpaBuio
BHUOOPY pimeHHs BBA)KAETHCS
chOpMyITBLOBaHUM TOMAI 1 TUIBKHA TOJI, KOJHU
BOHO BH3HAYa€ aJTOPUTM IPOLEAYPH BUOOPY
ONTHMAJBHOTO  pIMIEHHS 3 MHOXHUHHU
anprepHaTHB. CaM aNropuTM Ha3UBAETHCS TIPU
[BOMY «ONTUMAJBHUM 3TiJHO 3 JaHUM
MIPaBUJIOM BUOOPY PILICHHS.

7. Kputepiil — moka3HUK, 32 SIKUM OL[IHIOETHCS
pe3ynbTaT TISUTBHOCTI CHUCTEMH abo
e(eKTUBHICTH OOpaHOro BapiaHTa pilIeHHs. K
MPaBUJIO, KPUTEPId 3aJa€ThC y BUTIAIL
¢yHk1iil (abo ¢yHKIIOHAIa, TOOTO omeparopa,
o BioOpakae MpoCTip (PYHKIINA Yy YHCIOBY
MHOXKHHY), apryMEHTaMH SIKOi € TMapaMeTpu
CHCTEMH. Hanpuknarn, MIPOYKTUBHICTH
arperaty, cOOIBapTICTh TIPOIYKIIii.
AJNbTEpHATHBHI PINICHHS OLIHIOIOTH 3 TOYKH
30py obpanoro kpwurtepito. Kparmie pimenHas
JI03BOJISIE JOCSITHYTH eKCTPEMaJIbHOTO
3HAYCHHS KPUTEPIFO.

8. Mogeny cucremu. Ile BimoOpakeHHS
HaNHOUTBII BAXKJIMBUX B3a€MO3B’S3KIB
€JIEMEHTIB CHCTEMH 3ac00aMHu, SIKi I0IyCKaIOTh
moTiM  OUTb  e(deKTHBHE  JOCIIIHKCHHS
B1JI00pa)KEHOT CUCTEMH.

ITicns Il cBiToBOi BiliHM TmOYanach ermnoxa
3aCTOCYBaHHS MAaTeMaTUYHUX MOJeNed JUis
pPO3B’SI3aHHS  PI3HOMAHITHUX MpoOJieM, SKi
BUHMKAIOTh B JIOACHKIN JisITIBHOCTI, 0COOIMBO
3 nosBoro EOM. Maremarnuni Mozenl Ha
ChOTOJIH1 MIPETEHIYIOTh Ha poJb
yHIBEpCaJIbHOTO 3aco0y PO3B’sI3aHHS
PI3HOMAHITHHX TPOOJIEM NPUHHATTS PIlICHb
MpU YOpPaBIiHHI CKIAQJHUMH OprasizaiiiiHo-
€KOHOMIYHMUMH CUCTEMAaMHU.

ITpu rmmbGokoMy BHBYEHHI BEIMKHX HpOOIeM,
[0 BUMAararwTh PIlIeHHs, BUKOPUCTOBYIOTHCS
HAayKOBI METOJH, Taki SIK CHCTEeMHUU aHai3,
JOCIKEHHs omepaliif. Ix ocHOBy ckianae
MaTeMaTH4YHE MO/ICTIOBaHHS.

MatemaTuyHe MOJICIOBAaHHS — YHIBEpCATbHUN
1 epexkTuBHUH  IHCTpYMEHT  Ii3HAHHSA
BHYTPIIHIX 3aKOHOMIPHOCTEW, BJIACTUBHUX
SBUINAM 1 TMpoIlecaM, CyTh SKOTO TOJIATac B
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nigbopi MaTeMaTUYHUX CXEM, IO aJCKBaTHO
OMHUCYIOTh  TPOILIECH, SKI  BiIOYBAarOTHCS
peasibHO. BOHO 103BOJISIE BUBYHMTU KUTHKICHI
B32€MO3B’SI3KH Ta B32€EMO3AISKHOCTI
3MOJIEJIbOBAHOI CUCTEMHU Ta BAOCKOHAIUTH il
MOTVTBIINIA PO3BUTOK 1 (PyHKIIIOHYBAHHSI.
CyBopa dhopmaizaris coIriaiabHO-
E€KOHOMIUYHUX  MpoLeciB  (YHKIIOHYBaHHS
MIANMPUEMCTBA TTPAKTHYHO HEMOXJUBA. Tomy
BCl MOJEIl € CHpPOUIEHUM 300paKeHHSIM
pEaTbHOI CUCTEMH, ajie SKIIO II¢ CIPOIICHHS
BUKOHAHO KOPEKTHO, TO OTPUMAaHEe HAOIIKEHE
BIIOOpa)KE€HHSI pealibHOI CHUTYallll Ja€ 3MOTy
OTPUMATH JOCTAaTHHO TOYHI XapaKTEPUCTHKH
JOCJTIJKYBAHOTO 00’ €KTA.

MatemaTiuuHe MOJICITIOBAHHS MOYKHA YMOBHO
pO3NUTMTH  HA  JEKUIbKA  OKpeMHUX 1
B3a€EMO3B’3aHUX €TaITIB:

1) nocTaHoBKa 3a/1aui,

2) po3poOka (hopMati3oBaHOT CXEMHU;

3) ¢opmamizamis  3amaui  y 3araibHOMY
BUTJIAI;

4) grcesbHE PEACTABICHHS MOICII;

5) posp’s3yBanHs 3amauyi Ha EOM Ta

MICASIONTUMIZAMIMHNN ~ aHaM3  OTPUMAHUX
pe3yibTaTIB.
[Ipy  mocraHoBHi  3adadi  BHSBJISIOTHCS

3aKOHOMIPHOCTI TPOIECYy B TCOPETUUYHOMY 1
NPaKTUYHOMY IUIaHaX, HOTO CTPYKTypa, YMOBHU
1 haktopu HhopmMyBaHHS.

dopmanizoBaHa cxema pO3pOONIAETHCS HA
OCHOBI BHIIE3raJaHUX JaHUX, BOHA MEHII
CyBOpO, HDK MareMaTW4yHa MOJICNb, OIUCYE
nporec (abo sBHINE), IO MOJCTIOETHCA. Y
CXeMi Ha3MBaKOThCsl KOHKPETHI MOKA3HUKH, IO
BIIHOCSTBHCS JI0 XapaKTEPUCTHKH 00’€KTa
ynpaBniHHsa. lle Moxyre OyTu  mrykasi
BEJIMYMHH, TTAPAMETPH MPOIIECY,

dakTopy 1 yMOBH, SKI  HEOJMIHHO
BPaxOBYIOThCSI IPH BUKOHAHHI PO3paxyHKiB. Y
3araJlLHOMYy BHUIJISAZI 33ja4a MpPeICTaBIs€ThCS
Ha OcHOBI (opmarnizoBaHoi cxemu. OpHaK
ICHYIOY1 3aJIeXXHOCTI KOHKpeTu3yroTbes. [lani
€JIEMEHTH MoJielli HalyBaloTh KUIbKICHOTO
BUPAKEHHsI, MOJIENIb MepeBIpsAeTbCs Ta y pasi
HEOOXIMHOCTI  yTOYHIOEThcs.  Ha a3zt
BUKOPUCTaHHA  OOYMCIIOBAJIBHOI  TEXHIKH
MPOpPaxoByeThCsl €(EKTUBHICTh BapiaHTIB 3a
3aJJaHUM KpHUTEpieEM OI[IHKM, 1 Ha L OCHOBI
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BU3HAYAETHCS ONTUMATBHUHN BapiaHT
PO3B’sI3aHHS 3a/1a4i.
I[Ipu  moOynmoBi  MaremMaTuyHoi  MOJeNi

BUKOHYIOTBCSI TaKi BUAM POOIT, SIK:

- CKJIQJaHHS TEpeliKy BCIX eJIEeMEHTIB
CHCTEMH, 10 BIUIMBAIOTh HAa €(EKTHUBHICTH il
GyHKIIOHYBaHHS,

- pO3IJISIT MIpH BIUIMBY KOKHOTO 3 €JIEMEHTIB
nepeniky Ha (yHKIIOHYBaHHS OpraHizarii npu
pI3HUX BapiaHTax pillleHb;

- EJEeMEHTH, II0 He BIUIMBAIOTh Ha BHOIp
BapIlaHTIB pillleHb a00 BIUIMB SIKUX HE3HAUHMIA,
BUKJIIOUYAIOTHCS 3 MEPENIIKY 1 HE BPaXOBYIOThCS
pu oOyA0B1 MOJIET;

- 1mo0 COpOCTUTH MOAETb, HOTPIOHO
3a34ajerigp, MO0 MOJKJIMBOCTI, 3TpYIyBaTH
JIesIK1 B3aEMOTIOB sI3aH1 €JIEMEHTH (HaIpPHUKIaI,
BUTpPATH MO OpEHAl, YTPUMAaHHIO MPHUMILIEHb
Tomo 1 oO0’eqHaTH iX B YMOBHO IOCTIiHHI
BUTpATH);

- TCNIA YTOYHEHHSI TMEpesliky eJeMEHTIB
BU3HAYAETHCS 1X TMOCTIHHMA abo 3MIHHHI
XapakTep BIUIMBY Ha cHCTeMy. Y CKIajl
3MIHHHUX €JIEMEHTIB BCTAHOBJIIOIOTHCS, B CBOIO
4yepry, MiIeIeMeHTH CUCTEMH, IO BIIMBAIOTh
Ha ix BenuuuHy. Hampukian, TpaHCOpTHI
BUTPATU 3aJIeXkKaTh Bifl 00CATY MepeMillieHuX
TOBApIB, BiJICTaH1, BAPTOCTI MAJIBHOTO Ta iH.;

- 33 KOXHUM I1IEJIEMEHTOM 3aKpIILIIOEThCS
MeBHUIN CHMBOJI 1 JAaJli CKIQAA€ThCS PIBHIHHSI
abo cucTtema piBHSIHb.

Omepartiiini Mojeli pillieHb MalTh BHIJIS
PIBHSIHHS 200 CHCTEMH pPiBHSIHL. BOoHM MOXYTh
OyTH CKJIJHUMH, 3 MAaTEMAaTUYHOT TOYKHU 30Dy,
asie CTpykTypa ix mocuth mpocra. Hampuknian,
onepariiHi Moeni, 10 4acTo
BUKOPUCTOBYIOThCS, MAIOTh BUTJIS;

E="f(x.y)
ne E — mipa 3aranbHoi epeKTUBHOCTI;

f— dynkiis, mo 3amae cniBBiqHONICHHS MK E,
Xi, yi;

Xl —KepoBaHI 3MiHHI, II0 BH3HAYalOTh
MOBEJIIHKY CUCTEMHU;
yi — HekepoBaHi 3MiHHi, II0 BH3HAYAIOTh

MOBEIHKY CUCTEMH.

KepoBanumu 3MiHHUMU (X1) € YUHHUKH, HA K1
Moxe BrumBatu JIIIP. Jlo HUX BiIHOCATBHCS:
YHUCEIBHICTD MPAIliBHUKIB, KUIBKICTB
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oOnagHaHHS, TEXHOJIOT1{ BUPOOHMIITBA
nponaykiii Ta iH. Jleski KepoBaHi 3MiHHI
MOXYTh MaTh OOMEXKEHHS, L0 NOTPIOHO
BPaxOBYBATH B X071 MOOYIOBH MOJIEII.

[Ticnss  BCTAaHOBIIGHHS  TEpeNiKy  3MIiHHHX
YMHHUKIB BH3HAYAETHCS 3HAUYILICTh KOKHOTO
3 HUX.

HekepoBanumu 3MiHHEMH (yi) BBa)XaroTbCs
yuHHUKH, Ha ki OIIP He Moxke BrmBatu. Lle
Iil CIOXKMBAauiB, IMOCTAYaJIbLHUKIB, ITOCTAHOBU
JIEp>KaBHUX OPraHiB TOIIIO.

OnrtuManbHe pIIeHHS 10 JIaHid  MoJeml
BU3HAYAETHCS NUISXOM TIONIYKY 3HAuY€Hb
KEpOBaHUX YMHHUKIB (X1), MpH SIKUX Mipa
3arajibHO1 e(eKTUBHOCTI E Oyne
MaKkCHMaJbHOIO (a00 MIHIMANbHOO, SKIIO 3a
MIpy €(QEeKTHUBHOCTI NPUHHATUNH TOKAa3HUK
BUTpAT Ha BUPOOHUIITBO, BTPATH).
MonentoBaHHs AK  METOoJ PO3pOOKH
YIPaBIIHCHKUX PIIEHh BUKOPUCTOBYETHCS 3
cepemuan XX CT., TEpIi Mojaeli 6a3yBamuCs
Ha HOPMATHBHUX  TEOPiSX, HA3UBAIUCS
HOPMAaTUBHUMU.

VY HUX OMHUCYETHCS CTpATETisi TMOBEIIHKU TPH
BUpOOJICHHI pIIIEHHS, SKa OPIEHTYEThCA Ha
3amaHuii Kputepid. [IpuknamoM HOpMaTUBHUX
MOJEIEHN €:

- MOJIeJIl IPUAHATTS CTAaTUCTHYHHUX PIIICHD 3
BUKOPUCTAHHSIM  Teopii HMOBIPHOCTI Ta
MaTeMaTHYHOI CTATUCTHUKH;

- IHHOBAIlIHI IrpH SK BapiaHT HOPMATHBHOI
MOJCJII TOBEAIHKM B yMOBaxX KOHQIIIKTY,
HAsIBHOCT1 CYNEPEWIMBUX IYMOK 3 MpobiIemM
HOBOBBE/ICHHS,

- MOJIeNII pO3POOKH pIllIeHb Ha OCHOBI TeOpii
MacoBOro  OOCIYroBYBaHHS, IO MICTUTh
HOPMATHBHI ~ KpUTepii TMpu  po3B’sA3aHHI
KOHKPETHHX 3a]au.

3MicT mpolecy po3poOKu pIlIEHHS B ILOMY
BUIIAJIKY 3BOJIUTHCS JIO MOIIYKY ONTHMAIBHOTO
pillieHHs, B HaWOUIBIIINA Mipi BIAMOBIIHOTO
3ajaHoMy  Kputepito.  [locaraerbcs 1€
3iCTaBJICHHSAM aNbTepHATHB pillieHb,
pO3paxoBaHMX i  KOHKPETHUX  CTaHIB
3MIHHUX  (akTopiB  (YMOB  30BHIIIHHOTO
CEpeIoBUIIIA).

OpHak HOpPMATHBHI MOJENi HE BPaxOBYIOThH
Opyd OPUHAHATTI PIlIeHb peabHOI MOBEAIHKH
JIOMHYU, 3a SAKOK 3aJMIIa€ThCsi  BHOIp
OCTAaTOYHOTO BapiaHTa. Llel HenoJiK MEeBHOIO
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MIpPOI0 KOMIECHCYIOTH JIECKPUIITHBHI MOJeNi
pO3pOOKM  pillieHb, 3aCHOBaHI Ha Teopii
KOPHCHOCTI, TEOpii pU3UKY.

Ha naHuii yac BWAUIAETBCS TPU OCHOBHUX
MIXO0IH 70 TOOYI0OBH MaTEeMaTHIHUX MOJETICH
mporiecy po3poOKH pillleHb, 3aCHOBAHUX Ha!
-Teopii CTATUCTUYHHX PIllICHb;

-Teopii KOPUCHOCTI;

-Teopii irop.

VY HaOUIRII pO3pOOIEHUX MOJENSIX HA OCHOBI
TEOpli CTAaTUCTUYHUX pIIIEHb BBAXKAIOTHCA
3aJJaHAMHU:

-MOXXJTUBHI PO3MOJIiI BUMIAJKOBOTO TIPOIIECY,
10 BUBYAETHCS,

-IPOCTIP MOKJIMBUX OCTATOYHUX PIIICHb;
-BapTICTh BaplaHTIB PillIEHb;

-pYHKIII MOKJIHMBOTO 30UTKY Ui KO>KHOTO
pIIlIEHHS,  BIAMOBITHOTO TIEBHOMY CTaHy
30BHIIIHHOTO CEPEIOBHUIIIA.

VY 3arasibHOMY BHTJISIZII MOKHA KOHCTaTyBaTH,
0 pIlIeHHS TPUHAMAIOTBCS, BUXOAAYH 3
MaKCUMyMy MpHUOYTKY a00 MIHIMyMy BTpaT. ¥
3B’SI3KY 3 LIUM BBOJUTBHCS MOHATTS PU3HKY, 110
BEJIMYMHI SIKOTO CYJSTh TPO IIHHOCTI1 PIICHHS.
VYV mifi Teopii poO3TIANAETBCS P MOKIHUBHX
KpUTEPIiB  ONTHUMAJIBHOCTI  PIMICHb, IIOJ
npuiMaroThcs. Tak, pIIeHHS, 10 MIHIMI3ye
MaKCUMaJIbHUN pU3UK (0alieCOBCHKE PIIICHHS),
OTIUCYETHCS K MIHIMAKCHE PIlICHHS.

Teopist cTaTUCTUYHUX PIILIEHb 3aCTOCOBYETHCS
Mpu BUOOPI pillIeHh B YMOBaxX HEBU3HAUEHOCTI
30BHIIIHBOTO CEPEIOBHUIIIA.

Hpyruii HaIpsm MaTeMaTUYHOTO
MOJICNIIOBAHHS TIOB’A3aHUI 3 BUKOPHUCTAHHSIM
Teopii KOPHCHOCTI, 3aCHOBAHOT Ha

IHAMBiAyaIbHUX TiepeBarax, Cy0’ €KTHUBHIH
OIlIHI[I  HWMOBIPHOCTEH  HACTaHHA  MOIIH
30BHIIIHBOTO CEPEIOBHUIIIA.

Tperiii HanpsiM MoOJENEH pPO3pOOKH pIlICHb
3aCHOBAHO Ha BUKOPHCTaHHI Teopii irop. /lana
TeOopist 3aCTOCOBYETHCSI B yMOBaX KOH(IIIKTHUX
curyani abo Npu OPUHHATTI KOJEKTUBHHX
(cninbHUX) pimeHb. OCHOBOIOJIOKHUM € BUOIp
BIJINIPaBHOI TOYKM TapaHTYKUOIo pIlICHHS, 3
SKOTO TIOYMHAETHCS CHUIBHE BUPOOJICHHS
Kpamoro pimeHHd. OCHOBHMH NPUHLMIT L€l
Teopii — MiHiMakc. Cxema Teopii irop omnmcye
NPUHLIUON TPUHHATTS PIIeHb A IIUPOKOTO
KJacy MpPaKTUYHMX CHUTYaIlii IHHOBAaLIIfHOTO
xapakTepy. Ipa wMoximBa 3 Oyab-gKOIO
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KUIBKICTIO YYacCHHMKIB 1 PI3HOIO MIpoio iXx
iHpopmoBaHocTi;  (opmanizamii  3a3HAIOTh
JIUIIIE TIPaBWJIa TPH, a HE TIOBE/IIHKA TPaBIIiB.
[IpuBeneni Teopii Ta MiAXOAH 10 MOACTIOBAHHS
IpOIeCy PO3pOOKH pillieHs BiTOOpaX)aroTh
MIEBHI 1OTO CTOPOHM:

- CTaTUCTHYHA  TeOpis  pilleHb  —
HEBU3HAYEHICTh CepeI0BUIIA, BUOIP, PH3HK;

- Teopist irop — JesKi XapaKTepPUCTHUKU
MOBEIHKH JIFOJIMHA B yMOBax B3aeMOIl 3
IHIITUMU JIFOJIBMU 13 CEPEOBUIIEM;

- TeOpiss KOPUCHOCTI — TICUXOJIOTTYH1 YSBJICHHS
PO NOTPEOU JTHOAUHH 1 IX MOTHBAILLIIO.
Pi3HOBHIOM pO3pOOKH pillleHb € €BPUCTHYHI
Mozenl (Bl I'PELUbKOro «eypickeiH» - poOiro
BIIKPUTTS), K1 XapaKTepU3yloTh OCOOIUBUI
MiIXiM 70 poO3B’sI3yBaHHSA 3ama4 1 BHOOPY
pimeHb. OCHOBY €BpPUCTHYHHUX MoOjienei
CKJIQJIAI0OTh JIOTIKA 1 3/TOPOBHIA TITy3]1, 3aCHOBaHI1
Ha icHyrouoMmy gocBini. Taki  mozemi
BUKOPHCTOBYIOTBCSI B CHTYaIlisIX, KOJHU
HEMOXJIMBE  3aCTOCYBaHHSA  (pOopMaibHHUX
aHamiTHIHUX MeToaiB. CyTh €BpPHUCTUYHUX
METOMIB TOJIATAE y TIEPETBOPEHHI OMAHIET
CKJIQJIHO1 3a7a4l B CYKYITHICTh TPOCTHUX, IO
MiAAI0TECS  BUBYCHHIO  MaTeMaTHYHUMU
crocobamu.

EBpuCTHUHUMEU MOJENSIMH HE BUPILIYIOTHCS
3a/1a4l ONTHMI3allii pIilieHb, aje OIIHIOEThCS
BiJIHOCHA NMPUJIATHICTH KOHKPETHUX CTPATETIH 3
NeBHUMH oOMexeHHsIMH. Ha ocHOBI moOynoBu
MOJIENTI JIOTIYHMX 3B’S3KIB Yy XOJ1 MIpKYBaHb
JIITP mo’xe po3B’sI3yBaTHCSl IIUPOKUNA Kilac
3agad. EBpucTHYH1 MOJIeN1i BUKOPUCTOBYIOTHCS
pu BUOOPI pIlIEHh MPOCTHX 1 CKIATHUX, B
AKX HE ICHY€ HaJli HAa BUKOPUCTAHHS MpU
bOMY MaTeMaTH4HOro amapary. lIpaktuune
3aCTOCYBaHHS E€BPUCTHUYHOTO MIAXOAYy JO
MOJIETIIOBaHHSA  MpoLleCy  po3poOKH  Ta
MPUAHATTS YIIPaBIIHCHKUX pirieHpb
nepenbauvae HasBHiCTh y JIIIP mi3HaBambHHX
3110HOCTEN 1 CXMIBHOCTEH 10 y3arajibHEeHb 1
BHCHOBKIB.

BUCHOBKHA

BuxopucranHs MaTeMaTHYHUX METOJIB Yy
OpUNAHATTI  pilIeHb  J1Ta€  MOXKJIMBICTb
3I1HCHIOBATH KOMIIJIEKCHUH aHaii3
00’€KTHUBHUX 3B’S3KIB MDK SABHIIAMH, IX
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parioHaTbHUR i HAOYHUI OTIHC,
BCTaHOBJIIOBATH Mipy BIUIMBY OJHUX (haKTOPIB
Ha 1HOI mpu iX 3MiHL. Y  pe3ynbTarti
MOJICTIIOBaHHA ~ Ta  ONTHMi3alii  BOHHU
JI03BOJIAIOTh CBOEYACHO HiIKITI09aTH
J0JJaTKOB1 peCypcH y BUpOOHUYMIA Tpo1iec.

MaremaTiudi  Mozellli  Ha  ChOTOJHI
[IPETEHIyIOTh Ha POJIb YHIBEPCAIBHOTO 3aC00y
PO3B’sI3aHHA PI3HOMaHITHUX npobiem
OPUAHATTS ~ pIIEHb  NpU  yIOpPaBIiHHI
CKIAQJHUMH  OpraHi3aniifHO-eKOHOMIYHUMHU
crucreMamMu. BOHU JJ03BOJISIFOTH ONTHMIi3YBaTH
pIBEHb BUTpAT pecypciB IPU BUKOHAHHI OYy/Ib-
SIKUX MpolLIECIB (mAroToBUMX,
MOCTAYaJIbHUIIPKO-30yTOBUX,  JIOTICTUYHUX,
BUPOOHUYHX TOIIIO ).
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Basic principles of building decision-making
models in organizational systems

Viktoriia Kliuieva, Oleksandr Symonenko,
Nataliia Zinchenko

Abstract. The article examines the key
elements of the decision-making process.
Various principles of managerial decision
classification are presented.

Special attention is given to the interrelated
stages of constructing mathematical models as a
universal tool for solving diverse decision-making
problems in managing complex organizational and
economic systems.

A general overview of mathematical models
used in deterministic organizational and economic
decision-making tasks is provided, including
operational, normative, descriptive, and heuristic
models.

Three main  approaches to  building
mathematical models for decision development are
outlined, based on:

o statistical decision theory;

o utility theory;

e game theory.

Keywords: organizational system, managerial
decision, decision-making, mathematical models,
decision-maker (DM).
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